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Confidentiality Statement

s document contains confidertal and priviteges infrmation intended for the private use of [TC
Holdings Comp. and iis affilizled operating companies. By accepling this documend, the recipient agrees
Iy keep s condents I eorfidence and ot copy, disrlose | or distibute 3 %o any prrties withou! writien
request i, and witten corfinmation froms, (TC Fyou are nof e intended recipient, any disclnsure,
etgndng, oF distibalion of this document or B parts e prohibiied.
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introduction

O Oelober 16, 2001, 2 Presidential Executive Order was sigred requirng prodection aoginst the
disruption of operation of information systems that are ofticsl To profedt e peopie, ecanomy, esseniial
e and government services, and national seourify of the United Siafes. The protection
mechiansms mpismenied ars 0 be designed to ensue thal any disuptions that oo are infrequent,
of minhmad duralon, managesble, end cavse the least damage possibie.

PTG srkssion, MWichigen Eledirc Transmitosion Sompany, and ITC Midwest ovholly owined
subsiiaries of {TO Hold: s Conp., hersalier referred o a8 1TC" opersde, maniain, and ipvest in
elecirical ransission infrastruciure to enhanns system integnily and relisbiity, and to relieve
trapsmissian consfrainis, 1TC is reguiated by the Federa! Energy Regulatory z’l“smmsms}n TFERGY and
transmils eleciicily o genergting sistions %{} tocal distribulion facliies 1 & number of Mitwestem
slates.,

The comgraty depends haandly o a propey Turacioning Sformation nebwork, which inclides the dats
Homy Dalwesen dats Conders In Ao Arbor and Rowl, Michigan, and in Dedar Rapids, o, and thelr
sssnciated subsiation looations. Wikl 2 Tonctioning Becommdestions system, netwoak acoess,
s ganper busieas data, T connol mest customer nesvs or reppisiory renuitements,

Erpe o trsecfitics nature of 1TC's Dusingss, the lpes of cerfain ohnology or facilifies minduces he sk
that B serious disryption of power o rmlicsm of peopie b IS servios preas couitb ooolr. Tiis Disasier
Recovery Plan (hereafter refered o oas “the Plar™is designed to mifigate that risk by providing the
processes and procedures needed 10 recover the critical business funclions affecied by a disaster.

Executive Summa

Document Organization

The Plan s organized o soven seclions, Puipose, Scope. Defimifions ondt Assumptions, Plan
Cwapiew, Disastar Recovery Procedises, Dusiness Confinolly Proceriures, aod Alachmends,

T st three seclions provite background dormation on reasors for e plan, ity intencded funclines,
gl e miptions used o fonmuiating plan actions. These seclions also desorie the philosopby
and approach used for Disaster Recovery Planning &t [TC, as well 35 the Dusiness impact Analysis
weed mopieiuchy his Pan

The Plan Overview ssclion descriies the disasier recovery orgmrization, facifles infiating eveniy,
imprementation, recessary commuications, and date contiouly requiremnends. 1 alsy desrribes cpfivnd
path attors, ncluding general disasier recovery and business confinidby plan solions, and he process
for retiming o nornal business apeaiion.

Disaster Reoovery Procsdures il Secllon & provide detaiied glan mplemeantation stops, disaster
resnense actions By vk group, responss Sowchars, emsmency ity aclivation e, ang disaster
CoOmETCaionG guathlnes.

Brsiness Contnudly Procedures In Seclion £ nclude aclions oecessary o mandains business funchions
sy afernaie Inollites Z%*’ia‘iﬁ erpsipment Ty sxiended perods durng restoration of demagsd Teclifles,
sgripmend, sl system
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Wk tasks in the Disaster Recovery and Business Confinuity Procedunes seclions include the steps
meguired o implement these processes, inchuding asssssing the demage caused by a0 event, deciaring
& disasier, preparing the Allemgle sifels), and impiementing actions to recover the affecied business
functions. Actions descied inthese sadions snd iy Allachment 1. CIP-084. Crilfoal Assel Recovery
Pian, provide the sleps necessary to restore ihe formation Technology 8T) mfastruchre, ensuring
e compamy’s abilty by operale and conyrsl Te Crfics Assets, as well as supporiing recoveny of other
raporiant Pusness pIOCesses.

The Plan altaghunents inolude Critleal Asse! Beonvery procedures, detelied desorintions of tisaster
respense eam mies and responsibiiies. emergency Tagiifles, ememgency communicalions, personnsl
ausignmenls, g procedires, damnege Beseswment, and olter information 1o be used duning
disaster recovery sal Dutiness continudly plon Inplemieniation. & adeBtion, Afachment 14, ITC
Iiawest Disaster Reopweny Addendun, iNcerporstes reaponye infometion speciic to the V10 Midweat
PR crgardzation andd faclities, and i deslgned o e wsd 2% port of arel iy Corpeelion wil,
disasier responss and Dusiness conliwlly procedures desorioed in e mals Plan ang s olher
aiftachments, as applicalde o ToRWY

Persennel Reguirements

Feversl major groups are necessary for proper ieplementation of he Plan, noluding

= The Emergency Management Team T
= [isaster Resporse Teams 7 Task Foges.
= Depatmental Work Sroups.

The ERIT as e overall responshilfly Torimplemeniing the Plan and managing disester response ang
smeppery sforls by covgipeting Be aclions oF

¢ OiEasier Responss Teams during nitlal and folioweup disaster response achiviies.
& e K Groups during extended oneradion under Business Conihuily Proceduses.

Fdtchigan team delalis G be found b Adlachment 7, Disaster Management and Raspones Toam
Descriptions, and Attachmeni 3, Business Continuily Plan Roles and Responsiblifies. 10 G}
compesiion information 5 boated n Attachment 13, 70 Midwest Disesier RBecovery Addorim,

Disaster Becovery Plan

1. Purpogse

The prrpose of the Disasier Regoeeny Plan is 1o provice 2 mechanisen for restoraiion of crifics],
octsantial, necessany, and anciffary busmess processes o ensies conlinugtion of sendces ko 1T
cusipmers, protect slakehoider inleresty, ad salisty regulatory reguirements Toliowing o disaster, I
provides direcion on dizasier prenaration arg! response, a5 well s menepement of safe, effoctive
disaster recovery sfforts The Flan desoribes restoration of e [T infrastrrire sunserfing “rifics)”
bemmess processes within shily (60} minuies, and “essentisl” business processes within twenly-four
{Z4yhoars. The Plan also provides quitience necessary i rmsiore B 1T nifrashuchurs SRR

(7L Cheasier Racovary Plan Pare T ot 418 Feaw, [BY



“reressary BUSINGSS IrGrBINes as 00N 85 poisiile after the nlial twendy-Tour (24 hours of e
tisaster recovery effon, ad o subsequently resions "ancilany™ busiesy processes,

2. Scope

Theis Plan s writhen Tor e company's major infrasiruclures, including the Headouarers ilding,
Crperations CGontmt Hoam (OCOR]. and dota center it Movt, Michigan, the Backap Contrgd Hoom BORS
andd daty certer faclity Iy Ann Arbor, Mickigan, the o primeny TS Midwest business facBiies & Cedar
Rapuds and Dubugue, lows, and e company Tisld boatons associaled with sach. B peosides the
guidante REtessary o eupedie mropveny of sysiems, applicalions, ang oier seoyrces reopsired fn
restom e onical, essantial necessary, and ancliary buisiness prooesses Suppoited i those locations
fnes HUTE Dalowl,

i addition, his Plan addresses reooveny Bom o caltashoohic evend of nafurs! o men-mede samse
whic reslls in the pastial of complvte Phackout of the Bul Slecin Svstom.  Sinte the Mgnest prinry
of 110 siaft duning @ sysiem emergency situalion I fo protect the anamission system and resiore
sarvive white ersuring puliic sefety, use of the Plan b conjunchon with the Syshem Hesioration Pians
devioped by Operations Tor ransmizsion system moovery proviies an addiions! ool for managerment
o thens averds.

The Plan shouid e used, as necessary. By disasier management st business condinoity gultance n
responss o shottlemm svends, or duritg exiended periods for which mador Bfrashurkes resioration
afinds o rempdred. :

ROTED This document primarlly addvesses the effects of disasters on the Novi, Michigen Headouariers
Tachities, andior eiiter of e privany business locations in Ceder Rapits and Dubuqus, iowe ;) howeyer,
it azsumes continuedt avallzbiy of aftarale work lotslions and rmcovery siies for disastsr maponse
g business comlinully work, Is e eventthat one or more of the sllemade Soillies. B nof e Mo
facitity in Bichigae or the Cedar Rapids andg Dubimte faciites i owe, & affocied by o disaster, achions
mest be ntiintedd oy soon a8 poasibic fo eliber restore e affecled woationds) or make alismate vk
glite amangenetis b omerto regaln e Bl disesier meponse Capabiiics deserhed i this Plan,

3. Definitions and Assumntions

Diafinitions

Dizmster

A "ispeter is delined as & man-made of natursl coourrence i disrupts the ability of e comoany 1o
peitnim e Cofic Dusiness furclions.  The disruptinn may holude the loss of pesonnal, iformation, or
properly. A disester may be detlared veben the loss of anyv of these fems prevenis the company Tram
aperaling He miness ard necessistes innediate corechve aclions. A disaster may Bickue a
compele system ackoul.

Crigis
& *Oristy” is defingd a0 @ short lonm dEsnupbon of service or business unclionaity. A orisis can inchide

BT BLCIEN, an incigent of work plaos viclenos, & Wby dispute, wsul, or an slance where the
CORRETY o8 oiteg Bor g Tegulatory viokinn, Such siatons may ot infially be deemed a orisle, i g
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pose o Hsk of ncreasing i infensly 1 e point whers they may come under clise media soratiny s
syl i damage o the company s pubic nage of B finences. A orisis differs from: 2 disaster &y that
during & disasier, physical damage s done 1 properly, equipment, or personnel.

Business Protessss

To ensure Die company's Aty W solisfy the goals of this Plan, ITC commpissioned he pedormance of
a Business mpaet Analysls [BIA) hal derified e most important processes necessary % susiain is
business. The snalysis was imtepdied 1o sdppart disasier recavery planning £fforts, amd o buldupon
s shategle infliabve 1o profedt s ofica? business wooesses. 1o prianize disaster resivaiion
efforts, e DA deniiled e oy clgsses of bushess proesses detineg biboay:

Critical Business Processes

Busingss processes which, B osl, coulif calse g maor nosct o e sundeat of the company,
and potentialy viokle reguistory reguesiments. Oriics! busiiess processes relals 1o oporalion
of e Bull Blechic Systam and must be resiored wilhin sigdy 60 minuies of g disaster in
arcordancs with Morth Americas Blecric Relisbillly Corporation (NCRO Y sequirements. i order
o mest HERC reqguirements, ITC mallans 2 redundant and aulomaled tallover system
between data cerder locations b Novl, Michigan and Ann Arhor, Michigan.

Eosentin? Business Processes

Brrsinegs provesses mporand o the rovenue gensration s profiiabily of ihe business.
These preesses raust be eslored within wenby-fowr 247 bours of & disester.

Megszopry Business Processes

Dushess wocesses useld as part of nonmal operalions bl car wall for 24 .48 hows before they
sre mstored Intowing o disaster

Ancillary Business Protesses

Business processes that are nporiant I e long e management of he aiganization, bt
are nee reguired for satizlving cuslomer of tegulaiory regiirements wilhin forhsight 148 fours
fllowing 8 disasker

Assumplions

The Mok is based on e valldily of the assumplions Usied Delow, and 5 worsboose disaster siiustion i
azsumed howeyer, B Plan can aleo be atlivaled and used effesiively in teas hian worstcass
semnatios.

Disnster

+ B odizaster will be deckared srvd data processing wilt be restored 8t the recovery site when an
oulags s expeded o exored recovery time obeclives for orffingl prcesses,

Pran copies wil be avallable, 25 neaded, tothe necessany personnsl al the necessary looalinns,
Thee dishster obours 8 Bie worst possiple Bme for business.

= Al eooeds, files, and materals 2 the affeciad location have bean destoped.

#* &
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» e disaster s locslized o the Movl, Ann Arhor, Cedar Rapids, Dubunue, or specific fisld tacithy
geographical sreas.

« O, but notbolly, of the Novi and Ann Arbor afidings & Michigan, or Cedar Bepids and
Debuaye bulidingsin lows, may be destioverd or is ofienyise ngocesside.

=  Thefaciliies, a5 well s the deta conter, have been affected by Be disasior siusing,

= i equipment ang communication fnes in and oul of the affecied site have been destroved.

*  Fora ranspesion sysiens disasler, the entie system in Mictigan has besn de-energized and
external lerconnechons are nol avaiiable.

+  Those who ity discover he disaster wil notify 1TC mansgsment angd e nroner ol
auhoniiss suol 55 polive and Tre depariments

= The initial pbserver, Misier supervisar, or e oivll authorities wi dispalch emergenny medicg
assistance W e disasiar siie as regquirsd.

= The Ewergenoy Massgement Teem (ENT) Commardeations Lead will conpiinale
tormunicstion o meda, 28, and vendors doring the cecpnmy effort,

Fersonmel

~  TheFlan & designed o be inplemenied by perzonnel whe e Serillar with S funcions ang
operations of the company . Perseanel from ather ITC nealions may be avellabie o aid & the
recovery siong,

= Allsast the minimum mimier of pemonne! necessary for Plan impdementation can be notified of
the disaster and repott o the alfected siels) ant the seeovery Iacillty 1o perform citicsl damage
ISROSEMEeN, OTERsing, revovery, and mrioreion solivitias.

» Personnel can gatl o therecovery facillty, ranspordtalion in he focai ares of e recovery facility
to be used has not been affecied other than delays resufiing fom nclement weather

« Uamage assessment deadines are relalive 1o the arivsf fime of the persenmel o e soene In
account or varglng tavel times resulling Trom wealtier, distance, and socessibiity

«  Personned participating nthe recovery effor] have the teehmical skills necessary b complete
Tt rerovery funciiong. '

«  Persomnel and organizations witich support T processes oulside of Movi and A Arbor for
Hichigan events, of Cedar Raplids ang Dubugue Tor ITOMW events have not been alffected by
the disaster,

Hooovery

= Anaiersle faclfy for personngd o perform the recovery aperalions bas heen sctablished iy
Eivane.

~  The recovery Taclily has e necessary power amd Unddenuniible Possr Supply (UPS) capaciy
i Support the pimsiuchee.

+  The recowsry Baclity hes lelkcormiunications and intemst conmecinn service eslpliished in
advante.

»  Alf recovery squipment will be propesty powered and wired. The recovery facility will have the
approprate numiber, engths, and ypes of cabiing or the raw ceble Imatenals recessary © re-
asiablish &b sysiens, i reguired, t ensgre toadinully duting disaster recovary.

= Al configurations @nd sellings for infrasiruciure devices ae compietely dacumented and can be
dugicated at the recovery Taciity, or applicable Seid lncation,

= Thesssouery taciily has pre-esiebished conpeclions o he 110 core Witke Aren Netwoed

{WANY aocessing boll Mol and Agn Arbor faclifies.  Those connections will faclitsle ab
comrmnications from e recovery Tecily netniy o o other ITO notwoks.

T R aster Facovery Plan Poge 10of 118 Fow, BRR




= The recovery oy has the proper envdonmertal conbrols Tor the servers Io fention properhy.

+  (if-sie siprage of backup media and oiher matenais survives fne disaster and e necessary
informgdticn: 1= setadily avasiable by the recovery Taclity,

*  An adeguate supply of suppiies Tor Tniry (307 devs of business is stored off-slte and readily
avaiiable tothe recoverny Tathly.

«  Recovery will e performed I accondance with approved departmerntal and Disnster Becovery
Plan provedurss,

= Enfites satemnal o U compary, such 8o tustomers, vendor, povemmond anercies,
others, wilk be reasonably coopermtive Suring the PECOUErY period

4,  Plarn Qverview

Flan Inftiators

The Plan may b implermanied a5 the resdlt of disester deciarstions dos o wealieradgted evenis,
prrysical atiacks, Bulk Dlectic Systeny dieturbances (noiuding those on ITC systems or g
mtercopriecied sysierns hat affect IT0), ared ovber allacks. The Plan may aiso be nitied amytime
managernent feels Bt Plan inffiatlng condiions may oo, o & prepasanon for unceriain eveids or
coreitions.

Disaster Recovery Urganization

Atiachment 2, Disasler Managewent and Response Team Desoipdions, describes §e leams fualved
i disaster responise and recovery in detall. The disasier recovery crganization is struchied it provide
the necessary Managerrend and resporss for any of the everts addressed in the Plan, Tae
Emargency Management Tean: (B8T s responsibie oy mansgng of 1espoose s reoovery effods,
et relies on louy disagier responses feams I mpdement gissster recovery sitateges, white the ST
cosrdinaies all activities. The Tour Ulsaster Resporse Teams &% the Damage Acsesorsent Team
{LAT}, the Technology Recovery Team, the Costs Communication Team, ang ihe Business Support
Temmn. The chart shown belfow sumumarizes e organization and i geperal responsiilities of each
grou avolved.

Disaster Recovery Organization

T Dbancter Seonvary Phan Pae 11 of ¥4B P, Q3%



Disaster Managemaeant

g Emergency Managemen: Team §

* Bmargenoy Kenponse Loordinaor mitiaies
EMT netiizatans .

. * SWT Lead deciares 3 disester situation
* BT oversees the i asier redoesry &?&m-
*OERT Ll sctivates the recoviey Mm -
bt -1 conrditines with Teatm Lastts and

£ ¥ work
Disaster Response

£ £ . % . .
. Barmage [ I Crigin % g Businens 1 Teennology
i Assessment | g Commurications | Sunpert imm ) § Rcowery
i Teams Lok Tearn % ; P Team
5 i P Py )

* Ammess * SginyenoEn P Mm&i : : *roordinates

I 1 i, W% - TRLOAETY Luctiiny : B

?W*; ﬁ:‘: S public snsuas D ¥ Faciiestes the | fwﬂmﬂs for

S * Conrdinaes . Dtesk of praporing sstemns,

o naotifie stion of { C otk aiternate sites | aeresrs, Gats
¥ Beport - TaTEAnCy 1o : A —
renuits to TNT smphoyEes ) R
* Besodmptel Seer
‘al wreployees
ot disanter s

See Atagbment 573, [TOY Disasier Reoowery Addendurm, for detalied informetion y TN
SEY ratiagReTel dned response beaens.

Disaster Natification

Intinl response to ermergencies or ol incldends ot ITC facilites will be mursged ysing the applicebls
carporate: of Sepechrionis! procetiinss. Ae events escalile o the disestor” el sessonrel deniifying
potertial Plan bfisling events will Tollows the ny ratees i Beclion 5. Disaster Recovery

. ber mistication | wilt be indtiated by ﬁ?@ personis; or gnlity that
first borames moe of B Plan endty condition, The sty Somnand Carder shauld be made swars
of the situstion. SO W oty e Emergenay Regponse Coordhutor RO whe will imenediainly
nlly the Dowegenty Mansgernend Temm Laad sowd activate the Darasige Assssseen! Tearmis:, The
BT Legch will direct nptificatons of olteyr ERT mervibers and ol contact the CFEC, s alss make the
certermarsation fo aolivate the restof the ol ree 3 neopasory,
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Disaster Declaration and Responss

Foliowing noliicalion of & disasly by the ERG, o reviow of Inflal Damaos Aosesorment Team esulls
{experied within ope bour of DAY arrhd, and prefersbly within one hour of the seentl, the EMT Lasd
wz! e the disasier desiprption, sl divect nplemeniziion of the Plare. ¥ e avelinbis nhrmeton s

ot ol for Flan aoliuntin ‘% ERAT Lead will sl more delziled miormsivey foom ihe Fasifies
amzf@s" Finid Damags Assessrment Teamist (DAY o determins the impect of he disesier. § domoes
aesssrment pdorsation o they seflicient o Plan solivstion, the BEMT Lead witl makes e dinssbsyr
deckarglion and bnplemend T P,

Cisaster declaration angd subsequent sopaova’ o nftfate the Plan come fom e Bmergency
Management Feam Lead ithe Crigl Opersting Officer) or the Ememensy Beaponse Doordingdor (8o
President - Uperations; §ihe Chis? Opengiing Officer (0000 & not gusiinhis I the shesncs of hadh he
00 st BERC, sny offier misenber of the Emmrgency Managamerd Team noy aotivete e Man, ¥
ECERRINY.

Yot detalled hformaborron dameos o Bellies, wingies snd busihess processes i avallabis,
Hee Faofiies Dowage Assessmen Coordinator o mabe o recommendation o e BT a0 S whether
oifsile ooy Belitios should be acliveled. Bosed on s recomrendsiion myd the nformation
collacted by the DATER), e ERFT Lead will e the declsion for the fype of disasiar maponss,

Diszster irdormation Releases

The Crisis Corsnunication Tesns will coondingte a8 disasier commonicalions with e BT, and s
resporsihde for aff peblls preseniations B Bensws medis including sietes undoles, pross elegses,
casuattes, and iory spesiics. The sl Communication Tearn & alsn meponsile for modting
nolfication and vpdnies o T skl Srounhowd e event vis the Emergency Hollee (- S05.060.
281

Disaster Recon Strategies

The company's disaster recovery siabeay revobess aroumd sotisfing See ol princinlen

Erming persunresl pvaitabiiy,
‘ g ok fEhrokngy.
Eroviding procedis! gnidence for moovery sod business continuily actiong,

T & dizssier raoovery siealecy & desioned fo ensure ne vgnetviy tor Tl
pramaly andior Backup oostions withi & tsesonalie atwmunt of ime bllnwing snevs. To socomplish
tnese goals, e Plan designaies wouied regponse poisanns! and poosifizes the aclions necessany By
recovery of the suslents. sonficafions, and olher mesounes sired to restors oriioal, seseniial,

izt g, s A v business processes 3t ihe alfecied lncations. Services will be restorsd i
oprber of Tnporkance based on Recovery Time Objectives (NTIYs) ushn Secton B, Disasher Benpesry
Frovedumes, gl mabiiained ge desorbed in Seotion &, Busiess Condinusy Procediures.

¥ @ disesier meulic v & pardint or widespraag Mackout of b iansmission systern, Systern Resthoration

Phans provide the shhulenies vsed by the Opamlions Conbiod Room o reoover and re-enpigive e
affsvien tnmraission sysicmdsh

Chrerations Dats Stradegy
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Disaster Declaration and Responss

Fofiowing nolificalion of & disaster by the TRE, and review of iniisl Damege SAssessment Tean resulls
{expacied wifffy one howrof DAT gmval, and preferchly withie one hour of e svant), the BT Lead
wilt make e disaster dedaeation, and diect inplementaiion of e Plan. Fihe ovallable pformabion is
net suificient oy Pl atlivetion, the ENT Lesd wil mesl e dhelaliod nfomrstion fom e Facliies
slef Damnge Assessmernt Teamdsl {DAT o delenpineg the impac of the disasier. Wesmage
assessmet information BB e sullicient Tor Ples activalion, e PRIT Lo will make e disaster
deckyrytr ol oplement e Plan.

Disadder decluraton ard subzeguent approval o hitlate the Plan come from e Emegency
Wanpoement Team Lead (e Chisf Operaling Offceror e Emergency Response Sooedinator {Viee
Fresddunt - Operalions) ¥ e Chis! Opergting Oflesr 10000 e vl punliabie. i ihe atsencs of both e
S0 e BRC, any offer manber of the Emargency Management Tegm may activde the Plan,

i v oo

Yhen detsled omalon oo damsge o f‘méfﬁ‘fng mohnolagies, st business processss & svatabie
the Forifes Damegs Ssgessmant Coordinator o make 3 reoommaninion b he BT ss i whelther
tifiste rocovany laciitios ehould be aclivated. Bosed on s rerompensiation sod e bforaation
esilontond by the DATE), e ERT Lead wit! make the decision for e type of disasieresnonss.

Disaster information Releases

T Oddgly Cotprsunication Team will coordiinate ol disaster coramuticatinns wBh e BT and &

sspnraible for ol pubiic presenialions &y ihe news medis beloding siptus ondates, prosy releases,
casusitiss, and jory spedifics. The Crisle Comeumiostion Teswn & gleo respoteiile for providing

aprifination anr updales 1o TTO elafl roughoui ihe sveil vis e Emerpenoy HotHne {1 -268.850-
18813,

Disaster Recovery Strategies

Thee coampaEnys disaster eecovany sholeny meolves sround salishing three el priteiples

«  Enauring personne pvsiialiily
+  Biobebainiog oifficat Ik
«  FProviding prossdurabop sﬁmm for recovery ard ishwes continuily actions

Thee Plarrs disaster rectvery sratedy B designad W enstrs mobenk and idermel conreiviy for ITOS
pirfnany andior Dackup locgbions within 2 e olioaning el event. TO scoompinh
e giats, the Plap desineies reouised rasponss Wézmﬁ&‘ i pHioeilives e aolions necensery ke
reoovery of he sustems, poudoalinne, angd z;fﬁ"* waired o pmalore orlion) enmential,
necesiany, sl anellany business ;sm%:agmm £ atons. Sevvites wll b mstoms by
arches o dmporiavses Dased on Heopvery Time Otbectves (RTDVs) using Beclion &, Divester Baonyery
Proosdures, andd maindodned as é&@&ﬁ%ﬁ it Bechon §, Business Confinully Procadines,

¢ 3 diszster rmaulls b ppariial o witiespread blagout of the banemdssion sestem, Sysierm Reshonsiin
Plare mroviie he siategies wsed Iy B Opsralions Control Hoom to reeovsy and re-anemize The
gsﬁ ted trarsmmmission systemisy,

Operations Dats Slrategy
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= ¥ = disester provents Be hovd faetlily from performing is ool Tenclions, Cpemsfions wil
terporary refocste to the A Srbor ocation,

« i the Mo Network i uneeasialile, 5 Wg@ﬁw@%@% procedure 1s i plare whersly
cats chestering and mEmeng o backed u;} stthe Ann Arbor Warm Site.

* As an additional precautionary measwre, daty backups of critcal dats are se fo an ron
WMo offsite facity in Wixom,

Cipsrations Cortrol Rosm Recovery Strategy

Thie Uperations Control Room {OCR} i staffed ona 247 basis. Thersare seversl pre-establishied
procasses # place tu support disaster resaery-efiors, rtuding dual Tran: o Maragement

Systern {THS] systems nmzsmg ity Mot and m Ann Arbor i provide masimum fleibiity i now the
system is recovered. The Bemor Tesnsmession System Coordinator [T5C) will eovrdinate with the
ERL, in datermining faciity stabse oo the need % refocste GCR operations. The Semor T5C is

#ao a{m&fﬂPﬁ to independenty declars an gmengency and infiate reooveryof Condenl Boom
aparations tondy) ot the Anw Arbor backipsfaclity, f necessany. Notificatornof EMT members wil
ueur in accordance with fis Plan in fie avent of iy ermergenty declaration,

« ¥ Operations evacuation from Novi o the Avn Arbor Batkup Corinof Riooms {80R) s
rew i can bagny iImenediatety, sirics the Ann Arbor faciity is nomeally umocoupied. The
Hren el %:;;a;:%zg} £ %@%y squippad and reaty 1o operate in fhe everd that the Mo

Cortred Boom is us fokes,

#  Asressdred by BERC . the Onerticars §) Hoonymust moord snd g real e ove
for conlinuity and suditng. ¥ the OOR s not scoessibls b refrieve this real fime
dutumentakon, Sysiemm Svards covedng the period of Mwmm%ks; masst be reoaptured. In
antsination of this need, e Arn Adar backup THS mondiors and records all real-fime
ssvemats wy paraliet wath the @ﬁm&ﬁ systemin Nov, This enatles relocation and
i cemert of operations frmvihe BOR apd svalinbilty of alt O0R mal-tims

b o i e than 60 mirutss frorm e Sme the OCH i evacusted.

Yoice Communications Strategy

»  To miniwize the inpect of 2 phone line irderraption, e Novi faclity has an ATAT Sonst
Ring selup consisling of teoindependant bnex soming from two different locations that
cormect e Now communicalions Brstem eqepment only after the fnes erder e Taciity.
o M erfics! felephone nuralrers ol 10 Novilocators con be seronded to the Are St
- f. ¥ihe dd_mgn& i %mﬂd o e MNord Viodes Dese Intemne Praotoos)
Y P will be repared or raplaced
- ek ;3*}&53% may be vsed, F servce s avallbde, an atomponary e of commmications
for DUR pemsonnel dhuring the refocation rarsilion to the Backup Corzol Foom in Amn
Aebior, o vicesmrsa. Dos to the lack of %ﬁ:&m@?@ capability, owever, no syster aperation
ComRTIEAONS fo. 4. stchng, tagong, systermn aperatmg é;r@ciw efe g to be
conductard via oall phones dusing these transition periods.
= Gudelle nhones, whe available, muy whee e wsed 25 a1 aliemste rsans of
commiracalions. Saledite gshmsrm rersations between field lovabons and the Koy OCR
or o Arboy BOR are recorded using the wnstalied Nowl and A Arbor recerding systerns,
so perabonsl commurications for switchingftagging or other ystem pperations can be
cong withoud restrictions. For dhsasters affecting ITD Bdwest, satlte phones zre o

- Eimassier Reneery Plan Hage téof 118 R, T05



prirary MEsns of comimunication et Tetd locations amd throughout e [TOIAW sysiem whsen
fninal phone service andior cell phorne sordice are inevailable and ore omvidad gt al
critical stafions and Tariiies,

= i Howd YOIP s unnvaiiable, OOF personne! wil ulifize snales commenicatines Srough
e hard-wiad Gnalg rpowse Bnfure phones povided Bvhe OUR. In the cvent hatths
petmary VOIF ang amslog voloe communication stategy are bodth unavainbis, the Las!
Resort Volee Compuomizathng Shategy below will be unal

Last Resort Voice Communications Strategy (Michigan Onlyl

Uinitiar emaigendy conditons only, i neither ¥OIP nor aralog vhons svslems as avaisiie,
ttichlan Fublic Service Communications Bysten (MPSCRY meine may be used o
comrdnate with oosd Gidiibulion companies, el coerptors s ofhor bay sliskeholders,
WPECH rodins can only withs ol MIPSTE rielo locations, bl rohi olsn be
used a8 reliy tor nofiication of disesier fo slofe aodhoniies or emergency services reguests
tambianee Hee, 2ic

*  ToeMPRCS b monaged s apomisd by he Michioan B
uniis upughout Biohigan atkey bosthneisubeiaiions. b o, iy members of
management have 5 Randhel! cadic, and ey 1T veldehs w2 souippsd with 2 unit. Ses
Sftnchned T B o st of P E0Y phors neghons andd hoblars.

=  MPECE unis are slso bnfalisd by e Consumors Enarny and Detoll Edson condo! ranees
with fnlied I groups. Tobs unclionally provides o commaon ok group o be wesd
hebtyman yiilties,

e, ThERS s IS

Az ar additonet mesns of fadic eommunication belieen the Consumers Breiy and Debod
Exlison oor o and 1L, sach of Yuose companies fras provided thelr Dun il syabsss
eduipment feuse by VO Ooonlions porsonnel by ot e Moyl OOF sl B s Sbor B0

Lad and Desiop Shategy

#  Following »disesior declaratfon alfecting the Blovl fnciity, the LAN supporing S busieses
s el be grivated ol the Ann Arbor laciity. The sperpriste cient aoplications o Bien
e opsned iooafiew resumption of operalion:. Al supporting perdohers! devices suh as
oriiers el be avilable L AN
«  Foreverds sffecting the TUBMW oty by Dodar Roprds, netwoth eculpmend will o set
ap i Dudeiies o restors LAN and spplicalion uncBonality.
+  Euvenls offecing Dubsiesus do ool sguie oy neluork changes, sincs the TTOM0N
network servers sre noated i Seder Rapids.,
=  Rolotaling business ol Marms B alemals ocations will be perfomned 2o showd @
fttactonent 4, Emergency and Hecovery Paclifios, and Stiachmest 7, Alermets Work Sie
Flan, Shmiley formation b orovided for ITCMW iy Allaciument 135, OB Dingeser
Fegmvery Adidengum,
= Copienof gt clisst software, fcenges, and cordfipurafions gs saved perihe Baol Ue and
Hestoning Flan wilfl be ussd for the estrslon pumoses,

Business Conlinuily Strategy

Uraring any extended ovsed seciing sipnicant porions of e comparny's infiesiuchee, 1T0
st e abie o mpinialn cporation of = odiical busisss Bmclone. Secton 8, Business
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Confinuty Provedures, and Atachment 3, FTONYY Disaster Recowy Adteium, desorbe
how e ofica! usihess funclions within the company wi¥ resume oporslion o sliemsis

finciicne oo faciibes ot soon 28 Dossibls

Critical Fath Objectives

Tie Dusiners Impect Anslvals deniffed e company's business procossas gar naiog
foove ik those processes must be sestored. This Umefame & callsd e Heooven

The %i:ﬁim%wé' RHecnyery ot (ERP) B the polnt ot which dals reoovery & expecied a5 delined by e
ITE business nmoess buds

e HECONERY Te OE e LTI

CRITICAL (<60 MIHE

The follvion S8 v Bushesy process leads b opriorly
ardsr, for e oftio processsn covered i ine businese bwpacl ansivsls.  Reoowery Hns
ohisctives RY0S) are eavessed b business hours o dows snd Eypecisr Recovery Poimds are
exprmesed In hours,

P Dlmanstanr Py Pl Fags 18 o 48 s,




Brsinens: Soatane
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=2 Firgrs Temasury . B R

5.  Disaster Recovery Procedures

Onerations Team

3 '&"‘ w&u Qﬁi GO @ﬁ%‘ éi:}%ﬁf%
Me-rerpuired aclions for any of thess
:.%ﬁwe &s’z sripnaosient divectives for everd

oyerts i aclion & indlisied by “1
eaponses pof nlisted by the

General Cperations Team Actions — &1 Event Categories:

The DO will fnmedinisly nolify he
will inile

rgency Regponss Doowifa

ERCHo s event Melicaion

7L Dioamter Reeosery Plan Faps 47 of 518 P, Y33



v Event deseripbon, mwhading mpact on
suppot reguied,

«  DCR evacwafion procsduss siatue, f spplicable.

«  Eeberedaotfications completed, and procedirs) aclions takern.

v operation, sxpected chenges, and invreshiate

IF the COR was not lnvolved & inibial svernt
periom e nodflicstions el damens
aiiditional direclion following Pl npdoms

nse and Plan wplemaniation, UUR pemsonnet will
ient as diecied by the ERU, and sten ytor

Duming emprgency corniions afscling Sansmission system reliability, meluding activalion of this Plan,
e Emergency Hesponse Coorthnefor may direct suspersion of e Feders! gy Regwa*an
Coranission Standards of Conduct to ensure ol recessary steps con b laken to prevent damage fo
svatery faciBesioquipment, and B somags = aystem operation. Refer b procedugs URN-GDE,
%‘imém @1’ Mum ’%fm am Tor defalls on he process and nobficalions reguired s irnplenent &

e .
- {ic;m"{mm% iy the ULC aneéﬁ {Eg}amﬁ _md e é’%’ Lo ?z@%a mﬁ @eﬁygﬁ Crignvenning Fiid
Darmage Assessment repressniatives to assess systen damage and determine necessary

srmrastive el
Prosvide svert updates, inchuding OCR svacuation siakis, 26 require
Verlfy ard report updafes b compuler cordml and moniorng m%em m&m&y

dafe Upsrations Lead persoane] of procedural acions teken, in srogress, or sfisipaied.

Oiperations Eaginesring personset will

Assist OUH persormad wilh doniage sesseement a5 Esuired.

Provide engresting anehses of 2 riy gvends, miEge onacts snddorecested rrovary
achons

»  Coordinate wilh derconnecied systern srelior MISO enginsering personnel 28 neressary o
facittals system restoration,

o Boom persones! will reran oused ey isiission wystem operations work
hioughout any ype of disaster, they afe not considerad fo be a part of the Damage Assessment Taam.
CRE g:m*sa&ﬂ’“aﬂi wall, Boweever, cocsdimete with Damage Assessment Team: members snd the
Emergency SBesponse Coprthtisor to stmurs that he effecs of a disaster on syt speratong sl
Eapiitios are identifiod as soor s prosmsibde.

Field Operations and Restoration Tzam

Antivation of the Field Gperations and Restoration {(FOR) Team

{10 Damanier Renowry Flan Fage 8 of 148 Femp D0




The Emergency Response Coondingior (ERCY, OO Senior TSC, UL Senior Monsoement or 2fieriad
area ULC Ganeral Foreman cans adtivate the Fleld Dperations sod Restoration Team. The infisting cal
o aclivate the FOR o go'ls Les Eiis, Rod LeBeae dor ITEY o BETD o Wayne Rennitker dor iTC
BYAL:, i that order. BLC Baneoemend will determine the Feld Opernliong o Restorglion Team Lesd.
Toe FOF Tosnr Lasd will lsad the coodmencs ool

FOR Tomre Lead will Solormdne sxtend of dasane I affectsd abes fo ousbasts:

Hesd for & arge soone eonfersace £all
Ressnos egulamenis

Cperafions / Restoralion prigtly

Pubiic RelationsCommenity Felations needs

¥ & 4 &

Copierance Ol iniialion Process:

FOR Tegm Lo will notly parties by e of Rdiowing pre-established E-Mall distriindion fsts ang by
eact msssats o phor 3% Foprobtste

« CHlichioen Emergenoy Conteots™ for IT0 Tranemissios or METC averis

+  “MidwestEr Comtacts™ By ITO Midwest ovents

fri celithen, sach confact e responsiBie S nelly his or her aopmoviale
avient of domags ang areps alfoced.

& dtepending on the soons,

Conttersrics Call Appnds Bems:

»  Bofl cgl by FOR Tesm Lead 1o Wentfy fose wih ditect porficioation v the oaff
o et poirticipants need not e denilied oot are not expeties or anficipued o
paricinele unises ey bave somethiy memsdini b oonibute
Eguiprment / Lines slfeched and et of dampoe
»  Wegther Srecast f safoly conooms oF Bsies.
«  Besbation priody o Opeiaions
o Eelimested Reslomtion Thees
&  Hesoulres nesded bor restorsiing
«  Bigtedal needs and Dostion
o Auidioest Vehicls / Covlprend £ Fopl needs
o Fodsd 7 Food stengemens ¥ nosdeyd
«  Compeunily Helslions [ Medis Beinlions / Shkeboiter Belslions uoiverment

FOR Tesm Lesd will inliiate U Dlan, Begiy Wobilizetion of Resowross, Foupnent sud Sohicdine
Seteomeent Confesence Calls,

inftiating Everts

nitiating event colegories Inchude thvee paneral scevnddes whith may orour inslividusily, or iy ey
somblaatng
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*  Persomrel ate utevaiable or inmedisle disaster rwenonse
Posential response solions are dependsnt on the type of scerarin rvolved and mee vany widely, b
should be inlliated 28 expodiiousy os possitis o provide Tor prompt restorsdion of the Taclines,
saquipment, ang oiher asests affocted by any of these svenis.

Weather-Related Evants

Examplesof weathorrolaterd svents hat noey eping stBeston of the Dissster Reoovery Pl incheis:

bos slowms
Tornadoes
Srrards
Thuntarstoey
Fionding

& % B B %

Weniber-smiabed evsnie will, It genersl, socessinzte miniral revel by bagkup pemsoonsl, manegement,
o dissaler response loems vl condiiions alow. The polerdisl bally of s 2rs o pedonm
el ansigned duliss ool wenlher penviis safe transt should be conglfersd when dirscting recovery
work o ensure personnst selisty derivy impdementation of the Phn

Physical &ftacks

Expmmvios of phosicsl sliacks

sl vy rogule Dispster Honovery Plan st

*  TREOHEn
»  Babatage
*  Bond Thresi
Eirert plvrsinat attocky

4% sesertiakio Inmediaiely busbve TO Seoutly persorinel in responss o Hhese avants, and I reguest
aadiional pesistance, ¥ reouired, o el law snforcement apencies a5 soon 25 pogsibis,

Cyber Attacks
Covher gitmcks st may moure sclivation of e Disaster Reoovery Plan ncluse:

= Aciion T dliabde equipmes rocessy to monfloring are controt of oot Bull Blectic Sstern
SONONSNES, .

+  Rifmcks dosionedd by disable Ue Operations Copdrod Roor IDCRY, Backus Condrot Room (BOR,
o sestemsfeguinmend cioal B st resinradion plans.

*  basion o, or fekeovsr ol corpossle ooepiiter svsieme periovmbng sysien coninslor
reliabiy-besed oets emimnge,

Acshons o oousbe s recossr oo altachs on, or domage o, Cilfioal Cyvber Ssoets shoplt bo
implamendsd i accordence will Alachment 1, CF-088 Oriliog! Ovber Asso! Beoovery Plan,
Disiurhonces oy (T B

ratermisl
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Ceistirbancss resuffing in parist or cormplite blackods o any 1TC sysiom o be managed
grroniants with Troramission Syslem Emargengy petceiures ang Sysiem Reglomdion Plans.

Szhurbonces on Interconnested Susteme Lfactine ITO

Intereonmecisd Sestorn Disastors maey inchige:

» Sesten dishurbances, hohefieg baekouts, 9n cend Sarsminaion aystems St affsc T
Frhysicat or cvber afiacks oy terconnechosd systeny Bal rosnlt In loss of sondod of interiare
chriporsns, lelecommuniations, or daln sehans sysiems necessary B nysiom relinbity

*  Loss of orificat equipment conegl St ool alBent ITT systens by an inferconmeciad system
srdine

Instwbences on derconnecied syrters et albert B ITO svsten cparation Wil be managped is
acoordarse with Transndssiny Systeny Ffmafg@rggg procedres, and supoorisd I sooordanos with
ntercopnecion Agreements with Bie sffecled exiomal susiarslzl,

Management Birectives

Thie Fian may be soiiveted anyime of mateoeent tisered

T wheiher of nol aoy of e above entry
aomdlfions have besw setnfed, Expmples of discrelinnaeyi §

* 'Anmma%m of pogsibie nfllathg cuenis
* L+ zmg?mmeﬁi "ihe Pl .:zsﬂ f:;* *"%mmm :;;:mﬁi{éa %\mﬁ%‘a fi::’%{;ﬁxf}f’ mé&zm& %‘;“#i‘ éﬂm&iﬁ&

Disaster Notifications

if anataider i the fist person o fing out sbout & deester invoiving Mo Tacly and sesuming the
putsider nolies Wovi polize, Novi polics that has the numier i [TO Securite Tonrans Cenber wil

mzz%;ze e call 9 the &e&mz}% Coommang Cesher, b e overnd Ingd the Seour rennd Gemieris

unrasponiies Movi police has Feciiiee Dirscior, Jos Bersets numberio ool

Hofcetons o the EMT and s response team and other persprnsl will be feciitaied Srougb use of g
Bt el ™ ws indicater below

s indfiater Wil conlan! the Seowrlly Command Certer (500 ang nolify them of te disssis
»  B0C will Bnmadiaisly contact the Erermency Respanse Cosrdingr (580

*  The i m&ﬁrﬁ;&nw Response Coptdingtor wilh promplly noty e Erergency Mansoement Tepms
EMTyLes

*  The Smprgoncy Response Coordinsior and EMT Lond witl dotormine the melthod snd Simdeg
ricdilying sddifionst resmbers of $is BRT.

= Thm BREY Lead will delemming e spproptists e o sommuniegie o the OFED:

= DT merfens, o el slminiative sosislants . i cordant Bl reapeciive Toam Leads §
Departrent s § Managors f Bupenrisors

T4 Tenasher Haoesery Flan Fage 2 oF 146 B, 300




»  Tepw Leads § Deparfoent leads { Monsgers § R

arginors will ng

thelr resperiive jeam

«  The Crsis Commurioation Tearn wiE updefe the emarpency hot ne informstion and cogrdingts

with the EREY
il a peowd

o g
Ty gt

¢ rvedlin, ruStomESr, GOVermTEnt, rgnstntony, and vendor notfications, as
wr oy emplnyees whits 0w sot part of te dispsier reooyery offosd

The fodowing lebie 2is o baske cell ee shuchers ard must be vsed 1o he exient necessEny

- ot ) e e Back Up
Feate Orisnary Tatler Hakes Calls tox atims
ISaTIET maTaan Spnurty Commanit Damer - 48 St ooy B
Reppihmy

Gl Trep IniSabne

Howt Decunty {Bob Blicrersior, Jos Beneett or Soon
Brapclemind

Fowi Beturgy
Hob
Bickenmgot, Jos
Bramdsrninl

Eivabeih Mowell, ERE

Sor o, EMY Lead

Bt Securiy

Esmergency Responas Elimavetiy Howeslh | Eriki Robineor, Sdninistriive Asselnnt to Blivatet Blickensaor,
Cnpulinstor ERDY . Jowe Bennett gr
ol
Grepg
Brmmiemin!
<o Yetoh, ORC e ——
AT Lo o oy Admpnisteative Aosistaat B 0BG, Dethenne T R
B —
Marte Sesl Advdnsirebve Sesigtent o Jon Jpging
GHERT pal -
Autpiresdrative dasiztand S ; izt are noton dhe EMT
ke Dy ) . - - JT $dmrin. Bey
o Iy © e Ly - Al Executwe Assistants el hevent bean nobfed et Bl
sy Bcluding LD repcesertatve Tiende Valno
Sdernierative Assistant ey dnmtreticns o tue BT Erfre
Sarin Pa -
0 ok o iz : Pt
fotne Ziz*:f ABSEEEL |y cte Ben #68 oF don Jippeng's drect reports oo Hnging
§ GG ¥
Achdnibtrative Senletant . p o ) N Flianbets
R ot it s g s
i Elizaivath Howat Evdha Rolinaon Al of el Mowsll s direct repods it
Agnssirative Aoplstent N A of Linde Blair s doec repors exossd for Denls e o
b Linda Bl SETE BIOOR | poemngians Linghs Srmi
Adminisiratve Assivdenl e p e S Denis
Priene: Cowny E soie Dimafioalers” divecd o3 .
to Denis DesFiosiers & Gty i of Damis T repos: DeaBosen
AdmiRaie ASSENT | o tamsel | Al of Gregery sy foanidls dites? remaris Gragosy
§r Grenory ioanits frenniniis
:;d?miggz ARSRS Viginde Robeds | AF of Tows Witex"s divect repotts Tosr Wiler
Ademistiathes Asshatent s o _ . | Chamesre
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Edrmirpirative Assietang T Jurs Af of Dandel Oginsky's dirset sepatts sxeent forChefsline | Diangst
i Tapress (o - Hrason Homersd's Srest reapots Dheresky

i T d gt
oy *"”‘hs’w&sm Fhmmon- Lindn Bumeney Al of Dheislive Meson-Sonerals direc] reporis Henon.
Horvmral Sonets
Fdmiriateatn g Assisin _ s mE 5 et : P riesarnt -
{45 Frfmmers Fashal Drathy Holol A uf Eowant Rahils direet reporis Erdwenrd Fahil
Arheiisiontie Soclslsn S Falde ARG e By Divset reports and whinsiesr oo oo § g Tin
i Lo B PENEE TREY ] ULC that nesds fo e neified firat 55 B

Ra;{@r i the 70 Copanizalions? Chact on the DR shared drive for mors iformatnn oo sdoanizationsg!
et ani ﬁ}; clhmsty oy whvo salls wie

Uindated personnel contact ings are maintebed o e 1O ebwofl oo T reslicles socess Diagsier
sl ot oy use &y s Plan. The e i called Employes bormation Sprosdshest
WADDY te and i paszwepth-pretectad ity the Disasier Recovary doturment patennd iy it
HCOEES,

Disadter nofficailion s call res delaf for TS 88
Fasponss Soidendum

s1 s pronisiend In Addschment 18 ITONW Dispater

Disaster Response

Fespones 1o s varkous it evenis wil vory graslly oooemling on e physios! seeas aifecied,
eiend of darsmge, and sffects on personnel el cases, TREpORSE MUS! st pRENONet safety and
prowile promipd acton o mstere wennoni businges procssses & mdiceted I the Bowehart beinw.
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Disaster Response Flowchart

F——

Howrs 1- 4

Hoturs 4 - 12

Feguied soliohs sncomesss the pensral Mm%& Buliceied i the Hesporse Plooechals, sy vl g

dniien durad sonprnses o e st e aenis desoribed shove arvd should conslbisy the
folloedrag:

Vonthersslntod svonts
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oveml rasponse o any of thess ovents must consider

» implemesiation of solions reguded by Tranamdesion Systers Emengency provedurss, inoluding
conminiaton with lerconnecied systems and MISC a6 neoassary i slabilize [T system
apErabon.

+  Noificabion of he Enmergency FPesponse Coormdineter g inplemesiation of domage
mesmsnrerd aclions, o regpdved,

*  botficaton of the THT Opersions bead i provide remgde support 83 necessery unil aved
cagiifions siow mpoding o he UUR, BCR, or an gllemsle hoation, T roouires

¢ Evacumionof e OOF and retocation & the BET I rovel conditons aBow; ¥ pot. noifly
aperaling personne! cose o the BUH o repor fo e Anw Arbor faciilly and tabo over sysiem
aperpions &% 5000 28 possible.

*  Heipcatonin & nesrly faclily ang condinusiion of operations using laptop computers IF ewei in
Aqp Arbor i nod poasitde. I nedher coriol rooy B fonclions!, reovest oot aesidtance,
possibts; trom Congumens Bastgy ang Delel Sdison unl ITC systems havs beer meinmed or
sitl g glemate fnciy i svaliable . Assisipnes may be rompeesisd o Allant Wiest for ITOMW
tisastens.

+  bnpmenizbion of all svelalle sffemsle comounioalions methods ¥ oommunications sushurgs
are fecksd, powdyr falure phones, hackup illos, selolite pliooes, ol s & el resosd,
Wichigen Public Benvios Comermndestions Syslom (PS0S radins.

*  Paoificationof S L8y Lines Corstuciion ol dispeicher ooobiah ootimates of
personnel availshiily for fell operalions, Teben tovel b posshia.

¥ rmwel & ool possibie tnoan supnor e marmnemend nereorre! i o B, ﬁsm Aoy, o
an gtemats boabon, e Seninr TS will act o e ol disaster mmﬁm‘w ayet wigt

»  Banteln commonications with $he £RC or an BT member, o5 aveloble, syl direst e
imnpleremiaion of wy actons deerned netessary undll on BWT member s abls 0 oo for duly
am’i fngieeaend the BEP.

+«  Docemernd af demage sssessment work and mendeio 5 owriten by of 28 selions gnd damass
mesassment inrnetion B s by e ERT on gyl

*  Molly the ULC on-caB disoaicher and requesi Tield ssclilante ss neoessaly.

Phwsival allacks

i e avend of & physical stiech afeciing Tansnvesion syetey covdrol or dinta cerder Torities, perform
e fniforeitng setioms, b revuinsel

s Jrepdement 88 sopboable snergenty pioostiures o arsure Securily and wiehilite of the
rannmission susien

» el e Seciily s evers of e altsck end e Bnplereniing nocessery sorective solees per
Dperite prsesitpet,
Fotdy the ERD s bilsts danans hsﬁ&mﬁm sotions as dirested,
Heforats e A Sbor, Foagcessary. I usiiber comitol rooey is Tncliong), seonest mentonng
aesisianee § possible, oy BISO, Vﬁnmm&% Enarry, snd Debeit Edisos untl ITO sysions
s Doen reniored oruntd o ahernats Toolly b avniiable,
= Assislance nigy he ssruesies from Allent Went i ITORWY disastes.
Maotify sl ivlersonnectsd aniilles ol BB
Holy the ULT en-cofl dispatcher angd regued el pesislaree as necessary,
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¥ wansoiasion sysiem andlor control aves operatinnts ore e terpet(s) of oyoer atiarks, the sfferis on
opeTalions mey ks ey B perform system moniioning and condol Tunclions, a8 wel as inshily
I corrvenicale hose prolisms. To the exdent possibls:

= eplernent o applicaire emsrgeney procodures fo ensue socury and slabilly of the
Iransdenion sysiem.

= Haotiy ol inderconmecied sysioms antd BHBO of e everd and regiiest remote moniliodng of T8
gystems, ¥ possible.

= Yerdly v Becordly 6 epare of e allock andd s implemenling nerseseny comeotive solions per
Beonly prospdires,

Btiny the ERC and oplersent vondenl aclioms as dirpelsd.

fliate demure assenswent solions o folemnine e effocts of B wlnek oo bansission
systenrand conitd stes rmonitofing and control systenss TTE nedwork operalion, buliding
spourly systens, and exlemal leronnrerisd sysiomn nobandks,

* Feless i Ans Ador ¥ Rowl seslens sre sffected angd the BOR meains susiiabls, a3 ditectar
by e Benior TEO, § nedther conbrol romm = ncfonal, requel! muniioring sssislande, ¥
possibie, fom BIBG, Consumers Energy, sl Debodt Einor w770 sysiems bave boon
restored or untd an siemate ooy 5 avalsble Asshiiarss ey be reouesisd fon S8ent West
by (YORGY dinpsiors,

«  Bodiyihe UL on-coll dispatobes o seguest Sl aaclstonce o5 ol

Aczions vy ponyral any posver frem snacks on, or gamans w, Dritcet Assers shoyld be
fenplemsred i scotrdence with Anachmmens 1, CIP-084 Criticaf Anser Recovery len, in adoives
o the gapers! sctions shows above

Hallk Tlectrie Swstom Ulslurbances

Pishrbences on e Bulk Electic Syslom, whellsr on an ITL oystom o o indssconnecisg seslem
affecting (T0, shoullt by moseged in auiardance with the aporopsiade ermergenry sperating procsduies,

in grenmersd, e olowdng aclions wisy be mauwired;

+  Uschangton of en "Exmrgenty Bleck Liohd” condiion by te Tansmisslon Syslem Comdingtnr
FYEC.

»  feotification of the Emsrgency Response Uobwdinator and poledisl aclivation of the Emensency
banagemant Team, Emergeney Upenations Cender, and gl weceszary DRP teams,

«  Azmensrent of systen: damace asdivecied by the TRO o CET

+  Beloceion i U Aan Aoy BOR £ ihe Senioy T80 delermsines U0 be necessany, i e,
Opemtiore Control Room sustusdion procsduess and backen conirol provadwes will be
yitiatedd,

= betHioations of the "Emergenny Black Lt condiion 1 iniprmonnesied endities s IS0,
mhons with seoussty By auslsisnos ¥ deamed nesessy by e Senlnr TS0

«  Noticolon of L0 ob-call Sopsich o gond cperators B destonaled Black Lok Statinns.
vpdernenialion of Systern Regsloriion Planis)

*  implersniption of Disaster Recovery Plon anlions besed o damags sosessmenie.
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For irdarcoresectag eyshen everds, FTC gotions Wil nomally e those reouired o prepane oy gestom
Gamage that may resull frony the intsreonnectsd system problems gnd to provide any ﬁ?ﬁ%aﬁz
suppen i e affecied porties once the ITD gystemis) opergtions gre re-glabirad.

Plan implementation

Emergency Mansgement Team

The Ereemency Renagensent Teamm (EWTL et by e Oiet Coersting Officer, is responsibie for
dEciaring -azﬁmw and mEnaging e maponse ang recovery effor hmougbont ol phisses of e
dhaster, The EMT Is comprised of menagement atalf includsg the Emergency Response Cootdingiorn,
aryl funcireed Bad reorese vestor T ard Faoliles Upevalions, Engineerinn, Assst %@Magemem
Commricabions#HE Finarcisd, teos, ot Flold Doelions, A dﬁgsmﬂ Admiristrative Hpood Task
Fores iz gl sssigned toihe am.

iwg s"x%m% ?azh' Sﬁmzzﬁ m u&mﬁ- L w@:ﬁ%mﬁ&mas i g’iﬁéﬁ)ﬁ@* g %ﬁ?ﬁaﬁiﬁf
gs;;,: ﬁfﬁ;ﬁ% %s:s Rooyer iﬁéﬁ'ﬁ%ﬁ@ %?&ﬁﬁ'{%ﬁ% i ;%“.‘%ﬁ? se' Ez‘?ﬁ"ﬁfi& %’dﬁm’ﬁﬁﬁfﬁ?ﬁ For

Eretalisd-nlumetion o ndvidus! EWT member mles and respnnsiniities i provitied in Atackmeet 2
ﬁma&%r Wansgement and Besponsy Team Desoiptions. In genersl, mentbers of e Paprnoney
Maregemerd Team aw resoonaibis B implementing the follpwing actions lo e exloniaapined o
riEnans e avand,

= [Dmghere 2 disaster and soiivsts applicable podions of the Disnster Roorrary Plan.
*  Assembdle Emprgency Bansosment Temn kaders and e
b v Retoverny Tecilly Presaretions Task

= Actvele e Smergessy Dperafions Senter and not
Force of e nsrd b oocupy s sitemste work sisist

+  Fyovide guidange and oversipht of any or 28 solions necossary o onoure fast rosforation st
retovery From odsaster

Chaaster Resnonee Teams

Thee Dismater Rozeeewse Teams perfoesn the sclionys of msborks o renmeatiing serdoas thutitn the
reCovary protess. Thest loams execuis e Plan and nstnuctions grovisied by the Fmarpency
mﬁaggnwm Team. Trhe four Dsdster Rosporse Toams o Damisge Assessment Team,
Technoiogy Recowery Team, Cigls Compmunicaiion Team, and $ve Business Suppos Team,

Tietalied armation on ndiviches! Disaster Besponse Team membsr rdes and responsiiifes &
prowided n Allscharend 2, Disasier Mahagement aod Resporse Toaw Descriplions, and Allschoess
13, UMY Dinsslor Bosponse Sddesdsh Tor i7T0 Midwest

Amecormet Taars

FTLE Dhsmmber R
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e Demage Assessoent Team {DRT oonsists of two soparate sub-deamy he Faclittes DAT antl the
th. o AT, The Faciities Damape Azsoesment Team [DAT svaluates Belovedof damans o the 17D
faniites in Hovi of Ann Arbor inthe afterssin of the disaser TP Faid Donsage Assessinent Team, if
acthated, evsluates e ovel of damegs o e ansmission systam inYasiurkee, and will forus on the
aEsEssTent o damage W owers, Ines, sl feld boations, Inflis! field aysesuenents will most fkely be
inftimied by Coerations Condrol Roos pergone! o8 pat of system emesgenoy procedures,

The Damage Assessmend Teame s comprised of & Fecillliss Domsgs Assessmsnt Coordinalor, Fisig
Damane. Assessmsd Comr@ingdor, and persoansd ropressniing Technciogy, Fasites, Physinsl
Securty, Human Rosourses, Fied Danrge Aososamord, angd Saten

Avtfens 1w assess Jamage w Crifcsl Cyber Assers By both DATs should be fnplemened in
secordance with Suschent 1, U082 Critics! Asser Becovery Plas, Form F{ 0 ashsion o
TR OBIEUE SSNeSRIENT srboms ndicared Befpw

Epciifies Damape Assessment Team aclions include the ollowing

s  Ropordng i gt o he avbert of faclitles dommgs 5o the BT withiey e fest howr
following o disasisr,

*  Providive the Faclies Damags Assessment Cosrlinaior wilh information nesessan i
cormgibele the Damoos Sesesmment Uhackiists for sutmoouent suboniBind i ihe BT oy rovien
argd svaluahon within four hours of &g r feeleration,

«  Providing sddbionst Semage suessvent information 1o e Faollles Demaos Asssgsmend
Coorcinator oy subsenient use B proy the TR with recorunandations by offslls recovery
mpiiey solivalion.

s Cordinging sssessment zobons ondl o oomplele selimaie B seniiotds of whigh telitles, sysiams,
and somsnmelbare salvapesbles sl wiarh g m«m& shee o aliow 3 complade danege
eduaton and fermaistion of nocsssmry by e EMT.

»  Coonimaling with the ST vopodide formalion for madi relenses angd ofber communications
based on damags evelusiions.,

Providing si=l contac! dormation 4o the BT o ol by Wmely ﬁm&{ %’ﬁsmmm
Enmring persannel sefety during st damaoe esessament solivilies and poviiing Sebs
hylmnation o fhe EMT,

«  Flairntehing physical securily of facies, souipmend, angd susioms T e maimun nedant
mossie

Tow Fell Damege Assessment Team Is comprised of the Field Samage Assessmand Conrginaion,
Fisld Diage Assesement Represerdialiies, and personns] sepessening ULD . Engincsring
faintenenee, Paolec Enginesring, angd Belay Sooinesring, s needed.

Fisld Tramzge Assesemant Tesm sclions vlde the nflowing:

= Bspsriing iviisd Betdings on the sxdent of feld oalion denmne o he Fieid DAD fer subimiltatio
Tee ENMT within e firsd tour aler seiving 28 o demaoed il blioning o Jisasier.

¢ Providing the Pl Operations Lead o the 28T with biomialion necessary i oomplets e
tetnden Doage Acssssemend Checkiinia for subseouent subaditd to the EMT Lead for roview
mred weadeaion within S bowre of & Gepster decihrsd

v Coniinding assessment solions widll 5 compisls %ﬁ}mm& & avalishie of which foll neations,
assorizied Toites, sysioms, and eouipment pre-salvageatie, and wiich are repsmie s
alow g opmpble dormnage evaluation and formulstion of necessary solions by e EMT,
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- CM%&&@ it B BT o provide infoomation B msdis releanes ang ofhisr communications

ety hring sl demers sesesnmen! aoiivitics pnd mosiiing aintos

£
w  Bishntaining chsioel secudly of FTC Beld locations, euutpremed, ont sestems S e mpeimurn
extml possivie,

Technodopy Boecovery Tomn

The Techardogy Recovery Tones, ety &z& VP - T st Fatiiibes & Chisf indorading Oficer (0103,
sitrtfomies e rorovery aod supoestc x Har B prvers, persowrsl coen . lepbops, sod dats
corrrsdiations sopipment. Thw ot o S Rurtions! aress ondling ieedy
Cewporate Hebenk ol Date Sevter uga{ég Tﬁ& Lemd, FranehdToopieBolt Legd, and Fleld
Feohnology Lead  Engirsens,

The Techaoly Resovery Thnm sclisns inchde the Tllowing:

*  Cbbaining backep dabe o oflale slorepe, delivering B the xiiony adle . ses petionwdng
dotn restoralion, ¥ necsssary, selng e “Teps Backap s Resiorstion ﬁm& o B DR
shpred dikee.

*  Chbtaining the seuseanry banbiers, sofavers, s releork Sguipent neossueny to reniie The
et seresrs oo the netuodl architechume,

= Bestorstion and bestbeg of Themesiosion Senapsmest Sveem snuiorant arl spplivsfons

- Remmtﬁw ard testing of fnancie! syslems angd appioolons.

*  Epsaring thet physioal seouiy syslems ars in pless aod loncBonst ot
bomrest ofive ealn.

* 5? wzmg that Trslated systens s dite conter boalions s Bl hogione s fumetsmal

« - Biotifving e ENT when reoowery faolifise ere mady for srmployes uss.

sie bl penler aad

Actiass f conlrel end recower T stfecks oo, or demege fo, Uritics! Oyhor As20ts Showd e
implessanted iy socandanos with Attscfrent §, UIP-0BE Crivonl Sanat Haoovery Plen fr adeiton
fo the gponeral ofmolegy recowesy svfions shovwn aboves,

Crisls Coprnaiication Tesm

Yoo Celsle Comrauniuation Teum, ke by fe Chis? Businese Diliper (0B0, s rosporsiivis i
mysdntaming relafons wilh e putside veds wher s digsater arfens by landling comreadrnBome with
s pcks, Sunlomers, parners, goverseentoifficisls,. and englovess I adiiicn, thle teers peovides
Edminfions Yor g personmel who ace w5 pard of he disester moovens eliol, The Sam i anTaprped
of thres Snclional arese wlemst ard Extemel Coewmicetions, Legsl, and Adminiatrative Besmmrrt

Crinde Comwoirinaiion Tesm saiions g v Eollomding

P

pare paldlic, somporete stsfements regamting the disasier ard the compeny ackions teker

te-with oiher infemal loams reganfing apprepnats mssesnes for cusiomess, petrmTs,
sl vendurs,

*  Conmunicate with siate and Bosl aovermmants o supoort 170 dsssinr renassry sltorie.
Carrrsinate with federsl regulsiors and slicied offinas
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+  Crondond i nisrviews, briefings. and phons nguines,

= B r s covErEge am% gszﬁmm reRplneE i giisly

= Ehednbein propihyes Comme T an prawide dirgilion ag reopssied y the BT

= Coptnuslly spdets the sopdoyey Dnergeagy Holine,

+ Provige st advice pertsining fo costacts, Insumines, propery, ond mal estate, sfe. during
et v epsTatnmy,

*  Perbmwlegel eeviows of of plennes! ternsl sndedemsl communizaiions,

w« Agsishin S noifvelion aod mondioring of regulsiory seoeriing requirenenis Sursg o
folicwing & Bsavisr svent

Ehe-Boginess Suppod Team s divided into Hree 130 separets bk forcey the Recovery Fagiily
Freparation Tesk Fome, te Firemgia! Buppot Tash Fose, sngd e Logstcs Tosk Forse, Thy twam i
responaibe e enweting el the seooery oty s resdy oo voe. The Busmess Supeor Tems Taal
Fores avtons tninde Hw ol

Hecowsey Foolily Breparation Task Force

= Propars for gnd countinate pocupntion of Bup reoowary facilly, insluting nmws:i ¥ uiiities,
Barsitue, Weeconimanicstions, eqipment, sod pirne service, 58 renuinsd

Heslify Livinie Compmumication Teors ard ERT thal e reoovery iy & ready for employess,
Eglabint phope service s pesded by other ooy Inams.

i inate slis seourBy il the pheeics! secusly oroey.

Helly the Techrobegy Reorsry Tear when the recovery Teeilily b meedy for revhorstion of e
gt cxader

LI I .

Fropnpie! Bupport Tesk Force
»  Provide sty fende veguied o decly saeist by B roogvety offort

i ppatloy Trek Forow

a  Ciptein sny needed owlerisis, squipment, oF services &e veouesied by tos BUIT andier oiver
fosk foroes b prepersdinn for Recovery Peollly selvation.

< Teanggeet e Recovery Faclily Propasation Task Force antd gnv nocoscens egeibment or Sama
B S reeovery tag

*  Deder ard deleer offios
recpsrereni.

+  Frestom senpeny inteensd visdl andd posial sovvioes o oY Recovery Facitliss.

e B the Recovery Faolities bosed on deparimenial

Actvation of the Emersency Doerafions Centar

T rzaponsibiitty for estabhehing an Smergency Cramtions Canler (P00 Bl o the Dmeroensy
henssement Tamm €r~i>s". s boud g, i he abeence of e BAIT Lasd the Emergenny Bosponse
Coordinator, B bedboine OO0 and BRE s abeent, sry smember of e FET ot aotvaie e BOE
Thes lncsion of the Z00 I fluld, mesning thet depesding or e affecisd arees; the EOC may be
Incabed on the Yowl temgun, oF the fon Ador localion. Sibohessst 4, Emergency and Recovery
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Faciilies, gesorben he BOU noalions, ITCMW BEOC oelions @ desorivad in Attachmend 13,
TORY Disoster Recovery Addendurs,

Activation of a Designated Recovery Facility

Thie resporsibiity for sirevting acfivation of the desionated rmoovery faoiline fals on the DT Lesd or, In
the aheance of e EMT Lo, the ERC. i both mie sbeer?, any ciber member of e BMT may aoiivai
e reoovery oy, Do o T Beld faciities, sinacfures, and sysions thad soves e Nowl
Haadawiers antbior &n s facilty indeet »ill Be ansoed fop Biose neafions, o6 aoropnisis

Assuming the sl destiuction or moperability of the Mol Headuuariers of Ann Avbor Sacility In
Blictdaan, andior e Coedar Banlds or Duibuoee Sanlty i ows

»  WiEhEy Tour bodrsof e ditaster, the BEIT Load, or an sitemule, dele

the prognosis Tor

recoveny of the damagsd systensinb or sreafs) ol e affscly looslon Buough consutiation with
the Damage Assessmg TS,

I fachit damgs 88 e Noyl Hesdouerters, Cedsr Rapits, or Setasnee fnclity is eolimated oo
teks longerthan 24 hours o reial o &fow rengnition of & srabors tho BT noiffes
the Heoowely Faclity Prep Task Forse o mmdgementis & Ere shamate work sl
Altachment 4, Emengency syl Beoovery Feolilies, containe sione rhinn ahod Beom-

arrangest recovern: faciflies i Michigan sod Efnchment 13, IR i’;?s.%fw CHgaalsr Recrary
Spichenaurs omvising iowe Tacilfhe Inforamtion.

For fess Uan wisksbcase fenstor sosratos where sslocadion i Bie reodvery forly wmay nei e
mRCensaty, ¥ damags b ostimeted o take loos han 24 hours o reower, ¥ AT Lepd ey tasd i
e soms of 3 of he deslnetad aliemale work siiey depending on the spetied Impact o 1T0%
Lpsinpns, ol e event’s eifsct on Crdlica] Phvsicel sndior Dyber Assets.

6. Business Continuity Procedurss

Ttz section of e Digesler Recovery Pl deserbos hove oo bush F o ol Buns
fumetioning st atiemate oostions oice covapary nelworks, nSomsiion, aﬂﬁ m*‘rammﬁm syslamm
have been rerpessd,

Ay wiormetion woseding cordrachy belwien 110 work omuos and exlemg sniifes, mate o srsan
husiness condioully wosupnort of this Plas, smasi b rideied v pvaistie for relereree in B
restiicisd soress Disoster Retovery sharsd o e T mabieork, Each depabmentiand s
responisibie for prosuring Fud bdormalion regarding el vercon and @ suboenuon updelss are

grovided o the Legel Desartment R incormoraiior in this document,

Alternate Work Site Plan

Sings melner of e Michicen reoovery faclBes In Ane Abor sl Beliovilie con sunport o complats
complement of personnel, an Allemale Work Bie Plan [Alischment 71, has beoo ssiablished o prvide
gelabed isbings of stemale work eslions sod peronssd sesioned o sach dunng o oxdonds dsesisr
fEroyeEry pigcess, ITORNY mm@ﬂ facHilies and the gusonated Allemate Wik Bile Plan as
ceRcribes v Allachment 13, ITOMW Disnsler Reooveny bdctendun,
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To ensurs & snooll bansiton fors disaster mecoveny work i buginess contimully procedures, ol work
areur- Eesds are responsinde for pe-aranging faclly seoess o afomain work ncatines. o% apolicabie,
o thedr sl membars,

Dlenarimerntal Procedures

Dusrtiyg & thisaster racnvsry offorl, mplomentation of Business Continglly Procedhies mey e reguired in
mraindain busness funalions 5 e raadnmur-eriont pussible and alfow restrption of day-fo-tiay
cpsrafions, Thedse procedures desoibe e aolions pechesany io i chemster rorovesy by
funchiong group snd prwvitde 5 hiph-devel process Te help resumie deperiment fenclions opte ooty
syshams, sehwidks, and comenenications have been resiorer. Deleled descripbons of S vtk oroups
showr beliny, ntheling stratogies, riscures plans, sliemaie work site neads, st other sranifing
mformpien e provided in Allechment 3, Business Donlimdly Plan Roles snd Responsinifliss, For
ITC Siwes! omeation, sos Alathererd 13, YO Disesisr Recovery Addendun:, Thoss
procedures provide 8 working stucie for the neoessary sl anlt depathments Beve roluna i
wisial operation in g pernenent Eolly wilh e W8 comploment af siafl

Al Beparimas
Thardes Reooeshyr
Tharing iniial reoovery sffors, e miss of 8 deparbreniz will be iy

*  Coordinale with el ERET represontalivesideparment heads, e BT Lexd, st the
Ernprgenoy R e Coprdamior o aesisl with Cleasley monvery effvts asdesuibed n
Section 5, Diseste Recowry Protedores.

+ Al Manscers/Supervisry with-divect reports I contact Swelr divsct reporss (oth empioisss s
comractorg} ongtly hem of the disasier,

w  Bofily sialf mesnbers when systems and neteorks sre ool fyoservivs snd whendehens in
vt 1 iy per e Allemisle Work Gite Plan.

* dact citical vendors andior contrasions iy assislance s desenibed o ouerrend suppe
oomirachs, ¥ anyg.

Followhyy Betwork and Systens Restoraiinm
ey 4

Thee first dary sfter nebeock ang system reslortion, e roles of aach woik g Wi belnde nois
necessany i reestabiish Banotisnally ave relur fo notme! Business 1o the mpdmum sslent prssivie.
Tor gl b thal efipel, sach wok geoup Load will groange o Mleoning mesting with o, or p core e, of
the g sinf &

+«  Ensure et of work gious resmerces oo what B do, how o comanunitets vt eacdy aier,
wivere o rmeel 47 not colopetadt srdihow B coordinele tasis

s idandy and prioriice coreend needs, oiher woss By progesss, and ootsianeling Boues priorin the
dmssier b formuiales o ation plan brihe groug.

= Uromnive sk ks assiovments, ssteblish sebedolies, sy communicals et fomstien i
e wink group stfl
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+  Hoily oifier wetk groups how © companicas winh the dialt during the Business ConSrlty Pian
T

*  mplemend coningencies § iy sbell i anavaiiable, or sswork renuires, nchifing reassioning
siaft, proviibeg access privieges to sfiow pedormants of key fasks, and oo Stk

Business Strategy
Foliowing network & eystem restoration Doys B+
The Lead sog Cors Tearm wil

»  Mofiy other Business Staegy siaff wher they should redum 1o work and poovige guidonss on
el priorities s weliviling, ¥ nol alesady dones

= Faciiste boefings sndd convrunitaiions bebeeen mambers of ihe grosp.

»  Dztonwine whelher & work-srowsd process Ereguined a3 he CRmneny reUmes nomal

Corporate and Financial Bccourtding

Dmiring recovery offorisy

ey meleiiion o the aotionsraoterd snder "l Depatiments” shove, the Condralier, i conpnotion with
Tremsurer, Wi approve sesh erslersipayments doving reonvery offods,

Fallowing nebenrk & systom restorsting Days 3+
The Corolier wilh
= Orpgemse Domorate and Foereid Accoonting aotvities.

+  Armengs for Accounting Depariment beisfings and commmunicafions Riomally and sxternoly, as
Spproprite.

« fract sotifinetion of Comorate il Financial Acoounting olat, bviermald ITS cusiomers, gt

cuiskie audines regarting tee plwrefa rambers whar the Delleviils offices e reoty for uss,

w  idversss peannfion of i soiivities

= Dhelonsing whelher & work-amung srocess {e reouired 1 process paymends foudsite of 2w
sisasier ICiyETY Provess oy e COTDETyY TRELIMeS ol aparation.

TP L REnERsnTy, Broptnting stl will manusly ool purcheses, aprovels, ang
irmnkingdnmpment of munkoes, .

G Human Fespurses sysem puly bo S poyeoll processing systom s reslbeed, smployes
paphacks will agsln be processed normatle. ¥ necessary dup toedended sysiem unaves
Arouring — Payroll oy slect i pary emplovess based o thelr bt regler paychecks and provide
2 e o these prymands sfler complsls sustew reelnlion,

E

Enginsering Maintenance / Power Eguipmeant
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Following aetwork & system restoration Day 1+

*  The Enginesnng Malntenance srd Douloment lBas wit taciitets smouler commmunications. emong
Engineenng stafl, sther work groups, s ULE eganding maitensnoe schatuling aoiivitios ang
enerdinaiion,

= Hofiy Mantenancs and Power Bgnipment Eopineers of the scheduls foy reporiing tn work of S
Hortheest Subsiation and aesiy wisk priodiss,

Design Engineering

D te ds epechaizad areg of cxpartise, e Deslgn Engineering oroup hes Smited abily 1o aesiel with
oifier work, ubwill provide recovery support to the o oot possi,

Foliowing netwerk & systor restoeation: Days t+

The Design Engineerbeg Lead wilf condact Blerk & Yeaich and arssgs fov Bis oroup 1o work from Seb
offives. Desigy Engireerg Lesd slong wilh the documend managemend resooress wilt work from &nn
Fuber. Blaek & Veaich wilf provide netwerk aossss 5o e Desion armue memders col! VER Inlo B
T mefnrl,

Project Engineering

Folswingnetwork & systeny restoration: Day §+

v Phe Propct Engineering Lead wllf notify Feld Supstrisors ang Frolect Enginees o report i
thadr aliemais work slfes,

»  ThePrject Engivesring Lesd wi faclifdie o mesting wilh Principal Enoinsens fo coordingls
with Rt Uiy (hevers, supply ohaln a0 warshouss), 55 wel ey ULO DispetchéFisid pereonnel,
st The Opevstions Department regerding blanned aoiiifies

«  Priide guidente regarding priodiies and resunnlion of proless oriieiing,

*  ldenity any work-seound prosedusss-wit Resd Uiy, UL orother grovns ¥ iese s an
mterrupdion by connsclieily or dats aropss.

Relay Enginesring - Relay Desion / Relay Performance / SCADA

i adtiion to e artons nobed under “Al Deporingonts” abovs, the Bolay Engineering Lead vl
comgmupieate reooverny siatus and sesitlonce needs o VLD and Hudaberiheatinke

Following network & syston restoration: Dey 1+

Tive Relry Enginesvng Lea wilh

b
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«  Fooifahe Iat cormrasications. bedwess enginesring lafl, other depariments, VLD, an
Fhyinker-Whesliake ok S18F works Tom e Norifeast Bubsiation.

«  Proside direction st discoss work plans with e Sendyy Relay Desipn Ergineer and B Serdor
Heklpy Performance Sngiheer i prepare work assionmends for he remaining Relay Desion s
Parfa o8 Enginesrs,

+  Hotly Helay Design and Performance Enginesrs of the schedule for reporiing forwork stihe
nrthesst Subsiation and Anh Arkor lncations and assion work pricsifes.

Communicsie siolus and soodineie resorces with the Dibecior - Assel Manapement.

Bays 3+

The Folsy Enpinesring Lead will

*  Provie divection o Beisy Deslpy and Pedonmance Enginoers reporing Tor work 5t e

Horthens! Bubkistion.
Hotsr The Rusley Dosion and Pedormance group way nat reed to sepott to work for sevars
gy Rellowing o disasier, depending upon the ovel of Selt woek,
Ty Felay Design end Performance group's work load foliowing s dizaster would primasiy alipn
willy the dove! of gotive Reld work, which b rgely driven brprsiects, This gioun msintsing diay
setings, offen chenped i real e, i CAPEIASPEN mnt Aosst Seniry, s com work off mos-
nebroiiad nplpsio do siudies while e ITC vebpo b oot suvaiiable o ong a2 he softears
ey i praiiable. I tils cabe, the sellings o sefiing leopiiles cwrently soved on the server
couid be nin o boioes and ater updahnd o the series

Facilities

Biawing regovery efforbs

by addiion to the aotions notad ander A1 Deparfments™ shove, $ie Theinr — Facllifies s Seourily

i
E 3

Ed

»

Funciion as Foclles Domane Sssossment Coordinaie
Chrest preparabon of allornads work siles forusn,

Determing ¥ addiional, slemete spece is nestded for oveifow thee o company growih shes e
izt plan undeis.
Wolly the wight crow of o disasier and provide dirsclion 29 1o what Hhe ney! slens o

Folowheg notwork & sysben resioration: Days T+
The Direcior — Faolitios sr Sevurily will

&

Froiflate planaing discossions with e PaclitisaBecurily orotp 10 delommine His sunpert
seprhed af the sllernate work gites

Commicete ferllly phans S odher deparinets, palioulardy Tor oroups thal will have o
oo 0 semnolebe ondil adhiBioned o permanent work sies are wvaiiahle.
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Fhysical Security
Puring recovery efforis:

i atiditior: 1o the actions noted under “All Beperiments” sbove, e Secutlly Manager vt

= Lsad physicel securly disasier responss and recovary effors undl shsicsl serwsy and
moniiorigg systems are mainred

+  Podomyatheyr sclivitles govered by physles! seowily poficies, procetives and plans, such 5o
o Cooedinating with cresgency vesporse sng local auihorfies,
o Asnargibegy o seidiBonst physics) seowBy resources SuTIRG fesponEs s RLoVETY BT
o Dellingan sooess coniob sysioms and fing Shomate vwork 2ites iy use, sie,

Folhrwing petwor & system mstoration

Dy _
Thie Senriy Manager wilt fackitets o plrning session vtk s Seowity siaf o

= Belup atosss condrol for Believils gl meise aeosss puiviieges for 5350 working 28 atemas
sites,

»  Dmploy Gevurity stadf oo vadoss 1TC lscalions W pvsrses seonrity eliors on-siie,

D 2
Thie Seturky Wanzosr wit
= Pryvige dgirsction o Secufly Coondinglors ang sialt

= Hotly stafwhen obwer 170 nersormed ore sl gp o work i Bellsvllle and olber sifes fas
sppilcablel-and provide new contsc ommsion.

Wil securkyy arens thet renuie repaivreconaingtion.

irformation T

glogy: Information Security £ T Sovernance

D vecovery effors:

wer "AE Deparbvenld” sbove, the Infommpstion SeosBy 817

drciions reguired By Allachigent 1, UIP-084 Clios! Assel Fleogysny

B acion b the aoibes poted e
Smvemanos Lesd wit coordinaie
Flan,

Fnecessery, the Lead will disgol backupdape dels minovel sn oalordion B Sseribed in e Tape
Backiip and Baglvration Progess,

Following netwoek & syeiem restorating

Bays b
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Thir Lead wilt mrrange sevd faciBiate & meeling wilh ey members of e proup, Bokuadng e iT
Purchasing Leat, Telscommmications, snd Applicetions Supoort personne!, i develon & plan for
retuming o nemel-opsration. The mesting should nglede discussions on sk recessery B ohangs
e focus frony reopvery i oordingd z

information Technology: &fter the Fact Reporting
Fotivwing nebeork & sysiem restoration:

Doy 1+

The groun bead olff amange and Doliiste o planning discussion o ey members of s After e Pact
g proup, Inclucing the Production Lest arg Bk Serior Bysiones Ansdyet i develon & pias for
ming o ol cperation. The mesting should ngiude Hscussions on work necessary to changs
s fonus Tor reovery 30 sondinety offons,

information Technology: PeonleSoft

Folowing network & gysiom restoration:

froy 1

The PeunlSoll Leasd wifl avvange and Tiltete 3 plnndg disous
FaonieBoll isam, including the Systony Analel and Dol Ad
redurning o pormost operation,  The miseting shoul) s discuss
e Bonus froby reoovsny o sontinuily eifons,

Wil ey merabers o e
Bbrator, to develnn g plan oy
s F Wk gmosssEry o ohings

Erany de

The Peuple STt Leay will notlly adolions PeopleSalt ressumion 0 returme work and will proviie
Ghrection on he pioriies s soibitles Bl neod 10 bo sddmseer

information Technology: TMS/ISCADSA

Doy recpvsry efioris,

ity woofion W the aolions nofed
THSBCADA Leatls will coon
Aanet Reooesny Plan,

Hey Al Bepstiments” above, the bromsalion Techeningy —
e TRBESCADA arliors remdres by Allpchunend §, CPO54 ool

Foliowing netvort § svsten restoration:

The Leads for e TR srd SUAD omups o and facilals & plaveing discussion o dovolon
A pan for reduaving fo nonnat epesgting,.  The mesting should nchale idenification of any ks et o
e petormes remdsly and esigrment of renuied restross s identfioalion of pereannel whe
should pian fowork Iy the Ann Avborlscation.
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Following network & system restorstion:

Gay
The Generml Qo By Uy Coerslions wig
«  Apavee and faciltele o plorwdng session wih Se Leos! Depanment siomeys v tisouss the
statue and impact of recowsry sffons,
»  imerdiy sppropriate poids of contactiaiemate ponde-of conlac! io ohdeln the informatinn e
begal Deparbment neads o addmess e Bsuss,
«  ideniiy and pricdiize leget oues selated 0 recovgry efionts, oS work i prooress . oF
seisianiding issuss grior fo e disaster
servive providers, siwd e SN where the Leas! Deparbment wit
msunicale ol the guee,

+ By nlemal coslomens
b operating and how in

Baye ¥
The Gonersl Counss! o LRy Coermiions will overses Legs! Deparmendwod sod
«  Provice dirsction o e suppon ol
«  Fpeiitei brisfings and communicalions idemally and-suipmaly, os sporoprisis

»  Holfy Legal Deparhment siaff, infemal customers, s oulelds cotpeel of row phonoifex
reamhers wien mioceting b Culside Coynsst Offices ke Dokems,

Real Time Operations {(Does not include Shutdown Cogrdination and
Control Ares Dperations

B recovery offorts:

by ncdfion o e actions noder under AR Deparhesnd” above, e Res! Time Ooentiions.ang Sonbad
Avpa Dperabions Laads o vons Fest Tene Gparations atw! Control Ares Uparalions efforts o
remechar any disrplion o Sonspiesion system sl Loval Balanclig AulueBy operations.

Foliowing network § syt restoraibm

Diays Be

The: Regh Tine Operations s Condrod Ares Operslions Leads will cversee and marnage Coorslions
wiek, ok ast

«  Prosdding dreetinn §m “i‘mmms%m Hyaten Coodinglors srd Sysiern Relabily Sonalees

i m dirsciion fo Cpemiions Teohpicians warking fom homs, diuding chorges o
siadion ooke Hoe disgrams il ses mnintainied aod socessedd by field sl

Toe foliowing ore gorwens cuidelines for rakons shel o relum Ioowarks
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«  Transmission Sr;;ﬂsz‘ﬁfﬁ Coerdinsions bt Bystem Relliabily Controliers will work ot of Ann Sshor

aopriing o e sohelules osts g Sor Operations.
*  The Diecior - Real-Time Cpetatiens, Manager - Operativns Coxio! Hooey, Benager — Coniesl
Frwg Dperatirn, and Supendsor — Coniag Aren Opestions el work e of Av Arbar

Faoltowdng mebeork & Syetermn restoration:

Dinys, B
The Bhudown Cogrdination and OpemBonz Sngineoring Leads will averses amd ma e
ariyibes, such s
* Providing dieecion o-stalf ot sach nosllon € siaff repants fo moliipls eations.

+  Faclitaling regulor communicalions, since siaf may be working gt diffsrent bopfions, ared
sranging e-in-dace meslrns whes sporopviis.

+  Hotfying st expecied 1o work ot the Asn Arbor lecation wien the feeiiy i seady for uss.
«  BrtBying odher veoel groups and paviners of A Aoy phonelSay nunhers,

e Cpsrabions Eogineering Lead wil slso padicnats i the PIT g e Opsrations Lagd ang
Wil sl ae e reneseniative of the Fes! Tine Opsmiions, Comrol Ares Cosmtions, and
Cipeeatinns Enginpeding groups to provide rmetivery and restoration undetss ang connlinge
QOH elfore with the BEMT Wroughout e recovery eforis.

Safety
During recovery slfnrte:
Iy meldifion o the sclions noled under ™Al Departmerdis” ghove, B Safely Lead wit

+  Pesiom oferaclivties =g govemed by 70 selely polidles, pronadures and plene, sueh a5
o Loowdineling with emergeney resposes ond ool suthortieg

o ing smergenny evateliane, sesisting wilh andt coprsinaling cars o the injuss,
ri welth Hurven Resouess o netify fumilies.

= it edilional salfedy resourtes for SupooT! ooponse aig setmvery offors.

o fevestoete sy Deidends vobdng Worksss Compensalion ae eoon as possihie.

Following nebrork & sysiom resloration

Hray s
The Salely Lead will nrange sl tacliisle & plewding seasion with he Sofery ol i derdey Salely il

e various 0 ipoations o overses safiety ond ssoorty sfforls 20 each alte
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Days 2o
T Safety Losd will oversae and marces Safely offors, sudh s
+  Prowvidig direction i %&f@g Coorimaion.

tate ot a;g; o wem iy Bellevile and ofher sites fas
cable’) sred providing new mmm ird :

= Drmeing werk areas ae sofe, bwleding tose aress el sequie seemirieconsineiion.

Other Denartment Work Groups

Thesegroups mehude Qorrpilience snd Trareng. Lo Term Planrang, Supphs Thain, Treastry &
investor Relatons, Finsncial Planning 4 feslysis, Heron Ressisees, Developmont, Federal A,
mred vy ofher groups nof speciboally deniied,

Fodlowing setwork & system restoraiion

Daps 24
T Land foreach group wilh
» Rl ofber slaff when Sey should olertw rRing ont of e Allemate Work Site boation and
proielde puidenos o thelr prionfies wed molivities.
+  Faclifal briefings and commamications, sies sl staf pors sesrrestEly.
* L@&t&mst% whather & wodcamound process is requited as the company resumes norms!
ot
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