BEFORE THE PUBLIC SERVICE COMMISSION
OF THE STATE OF MISSOURI

In the Matter of a Working Docket to Address )
Effective Cybersecurity Practices for Protecting ) File No. EW-2013-0011
Essential Electric Utility Infrastructure. )

AMEREN MISSOURI’S DECLARATION OF WITNESSES
COMES NOW Union Electric Company d/b/a Ameren Missouri (Ameren Missouri or
the Company) and in response to the Missouri Public Service Commission’s (Commission)
Notice and Order Setting On-The-Record Proceeding issued on October 5, 2012, provides the
following list of witnesses who will be available to answer questions from the Commission
regarding Ameren Missouri's cybersecurity practices, along with attached biographical
information on each witness.
1) Chris Sawall
2) Mary Heger

3) Tom Rice

Respectfully submitted,

/s Wendy K. Tatro

Wendy K. Tatro, Bar # 60261

Thomas M. Byrne, Bar #33340

Union Electric Company

d/b/a Ameren Missouri

P.O. Box 66149 (MC 1310)

1901 Chouteau Avenue

St. Louis, MO 63166-6149

(T) 314-554-3484
314-554-2514

(F) 314-554-4014

AmerenMOService@ameren.com

Attorneys for Union Electric Company
d/b/a Ameren Missouri


mailto:AmerenMOService@ameren.com

CERTIFICATE OF SERVICE

I do hereby certify that a true and correct copy of the foregoing document has been hand-
delivered, transmitted by e-mail or mailed, First Class, postage prepaid, this 19" day of November,
2012, to counsel for all parties on the Commission’s service list in this case.

/s/ Wendy K. Tatro




Chris Sawall, CISSP is the Managing Supervisor — Cyber Security at Ameren Services Company in Saint
Louis, MO with over 11 years of experience in the energy industry and over 14 years of experience in the
cybersecurity field. Chris is responsible for ensuring Ameren's overall cybersecurity including
Information Technology, Power Plants, Transmission, Distribution, and Gas Operations. He leads the
company's corporate Information Security group which is charged with managing Governance,
Compliance, Business Systems Security, Control Systems Security, and Security Awareness programs as
well as providing cybersecurity subject matter experts to all business segments including a nuclear
station. Chris is responsible for ensuring Ameren responds to and is in compliance with all cyber-related
NERC and NRC regulations and alerts. Chris also focuses a significant amount of time on current and
pending legislation, working with his peers in DC and with industry groups to help shape future
regulatory requirements. He also supports the board and executive management reporting
requirements and manages the Cybersecurity Program.

Chris is an active member of the SERC CSCAG and Critical Infrastructure Protection Committee (CIPC),
chairs the Edison Electric Institute (EEI) Security Committee, is a member of the American Gas
Association (AGA) Security Committees, part of the UNITE Security Director's team, a fellow on the
National Board of Information Security Examiners, and is active on many educational research projects
at EPRI, Georgia Tech, and the University of Illinois. Chris has given security-related presentations at the
RSA Security Conference and ABB's Automation and Power World conference.

Chris holds a Bachelor of Science degree in Telecommunications Management from DeVry Institute of
Technology. He also holds a Certified Information Systems Security Professional (CISSP) certification
from I1SC°.

50 word version

With 11+ years of experience in the energy industry and cybersecurity field, Chris is responsible for
cybersecurity across all business segments; and for regulatory cyber-related compliance. Chris oversees
Governance, Compliance, Business Systems Security, Control Systems Security, Security Awareness, and
board/executive level reporting. Chris also serves on several industry committees.



Mary P. Heger
Ameren Vice President, Information Technology
And Ameren Services Center

Mary P. Heger is vice president of Ameren Services Center and Information Technology of Ameren
Services, where she directs the staff responsible for all information technology operations, including
information security and planning, development and business services operations. She was promoted to
vice president in 2009.

Heger began her career in 1976 at Union Electric Company — now known as Ameren Missouri, an
Ameren subsidiary. She moved to the Information Technology Function as a programmer in 1981. In
1992, she was promoted to assistant treasurer and manager of Investor Services. After serving in
various IT management positions, Heger was promoted to Director of Development, Information
Technology in 2004.

She holds a bachelor’s degree in management from Maryville University in St. Louis and earned her
master’s in business administration from Washington University in St. Louis. She is a member of the
board of International Institute and a former board member of Craft Alliance and SouthSide Early
Childhood Center. She was also a member of the Leadership St. Louis Program, class of 2004-2005.

Named a YWCA 2010 Leader of Distinction, Heger was recognized by the Diversity Journal as a Women-
Worth-Watching 2011 award winner. She has served on the Diversity Council at Ameren and in a
leadership role for our corporate United Way Women'’s Leadership Giving Initiative.



Tom Rice
Director, Cyber Security & Technology Planning
Information Technology

Tom Rice has more than 30 years of IT management experience in a variety of positions.

Tom Rice is Director of Cyber Security and Technology Planning where he has the responsibility
of directing and coordinating Ameren's Cyber Security Program. He also is responsible for
coordinating overall Information Technology strategy development and execution to enable IT
to meet current and changing business needs.

Tom began his career with Ameren in 1999 when he joined the Information Technology
Function as a Technical Architect. After serving in various leadership positions, Tom was
promoted to Director IT Operations in 2004 and remained in that role for 8 years. During this
time he directed all aspects of IT operations for Ameren ranging from PC support services,
microwave and radios systems operations, and data center operations in St. Louis Missouri,
Decatur lllinois and the Callaway Nuclear plant. In 2012, Tom assumed his current role as
Director of Cyber Security and Technology Planning

Prior to joining Ameren Tom served in the United States Marine Corps with the vast majority of
that time in the information technology and communications field. The last 5 years of his
military career Tom worked for the Defense Information Systems Agency where he directed IT
operations and technical support services providing support to Army and Marine Corps facilities
worldwide.

Tom retired from the United States Marine Corps as a Major after serving 23 years from 1976 to
1999. His personal decorations include the Defense Meritorious Service Medal, Meritorious
Service Medal with one Gold Star, Navy Commendation Medal, and Navy Marine Corps
Achievement Medal with one Gold Star.

He is a graduate of Northwood University with a Bachelor's Degree in Management.





