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RESPONSE TO THE COMMISSION
COMES NOW the Staff of the Missouri Public Service Commission ("the Staff") and for this response to the Commission’s July 26, 2002 Order Directing Filing states as follows:

1.  On October 31, 2001, the Commission established this case for the purpose of receiving information from public utilities concerning their emergency preparedness.

2.  The Staff surveyed Missouri utilities concerning their plans to deal with disaster and emergency situations including, but not limited to:  employee training, emergency drills, coordination with and reporting to local, state and federal agencies; procedures for dealing with terrorist threats or with actual attacks on employees or facilities, including computer systems, and remote facilities, and hazardous materials protection and handling.

3.  In its July 26 Order, the Commission posed questions to the Staff.  The responses are below: 

Public Utility Emergency Preparedness

Question 1: “Staff's Report indicates that of the 612 surveys sent to telephone companies, the Commission received 161 responses.  Please provide additional information regarding the breakdown of the surveys sent and the responses received.  For example, how many of the 612 companies are incumbent local exchange companies (ILECs), and how many of the 161 responses were from ILECs?  Are the security issues for ILECs identical to those of the competitive local exchange carriers?  Please explain.”

Forty-two (42) of the six hundred and twelve (612) surveys were sent to ILECs.  Of the one hundred sixty-one (161) responses, twenty-five (25) responses were from ILECS.  The twenty-five ILEC companies that responded provide approximate ninety-four percent (94%) of the ILEC access lines in Missouri.  All but one (1) of these twenty-five responses stated that the company had an Emergency Plan in effect.

In Staff's opinion, the security issues for ILECs are not inherently identical to those of the competitive local exchange carriers.  Those CLECs that have facilities in Missouri would have security issues very similar to those of ILECs.  The first three paragraphs of Staff's response to Question 2 delineate the nature of these issues.  However, the CLECs that do not have facilities in Missouri would have different security issues.  These security issues are discussed in the last paragraph of the Staff's response to Question 2.
Question 2:  “In Staff’s opinion, do the security concerns of facility-based telephone companies differ from the security concerns for purely resale telephone companies? Please explain”
Yes.  Staff believes there are different security concerns for a facility-based telephone company compared to a purely resale telephone company.

All telecommunication companies have the responsibility to maintain standards to assure the integrity of the infrastructure network, which would include equipment such as computer firewalls and back-up for service and billing records.  The facility-based telephone company would have the responsibility of ensuring that its entire critical infrastructure was protected from threats of terrorist attacks, cyber attacks or other attempts to disrupt service by tampering by outside parties.  A facilities-based telephone company would also need a disaster recovery plan in place to respond to either a man-made disaster or outage such as a construction cable cut or to respond to a natural disaster such as a severe storm.  A disaster plan would also include things like having diverse or alternative routes to maintain critical service, or it could include procedures such as welding the lid closed on the first manhole out of a switch center.  Current industry standards include provisions for network survivability, redundancy and recovery.

This does not mean that the purely resale telephone company is without risk.  Advances in information technology have revolutionized the telecommunications infrastructure.  Taking advantage of the speed, efficiency, effectiveness of computers digital communications and modern switching equipment, critical infrastructures are increasingly connected to networks.  Thus they are connected to one another.  If a customer installs a piece of equipment that could cause damage to the infrastructure and the company identifies this customer, the customer is required to have the equipment disconnected.

Question 3:  “Staff’s Report indicates that combination utilities, ones that provide more than one type of utility service, were sent a survey questionnaire for each of the utility services they provide.  In most cases, however, only one survey was returned from these combination utilities.  Please provide additional information regarding the combination utilities and their responses.  For example, what is the total number of combination utilities?  For each combination utility, clarify the types of utility services it provides and specify whether a survey response was received for each of these utility services.”

There were a total of twelve utilities that provide multiple utility services that reported.   They are as follows:

Water and Sewer (one survey submitted)

Aquasource

Meadows Water Company

Roark Water and Sewer

Warren county Water and Sewer

Terre DuLac

Taney County Utilities

South Jefferson County Utility Company

Shell Knob Estates

Port Perry Service Company

Peaceful Valley Service Company

Gas and Electric (one survey submitted)

AmerenUE

Electric, Water, Telephone (one survey submitted)

Empire District Electric

4.  The Staff would be happy to provide responses to any additional questions that the Commission may have.  The Staff will continue its regular activities monitoring the safety and emergency planning risks of Missouri utility companies.  Staff does not expect to receive any additional survey responses, but in the event additional responses are received, or there are other matters that should be brought to the attention of the Commission, Staff will file a report no later than January 17, 2003.

Respectfully submitted,







/s/ Lera L. Shemwell

_____________________________________

Lera L. Shemwell

Senior Counsel

Missouri Bar No. 43792

Attorney for the Staff of the

Missouri Public Service Commission

P. O. Box 360

Jefferson City, MO 65102

573-751-7431

573-751-9285 (Fax)

Certificate of Service

I hereby certify that copies of the foregoing have been mailed, hand-delivered, transmitted by facsimile or emailed to all counsel of record this 2nd day of August 2002.








/s/ Lera L. Shemwell

____________________________________

- Page 4 -


