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Appendix K Interoperability Field Demonstration Scripts

K.1
K.2
K.3
K.4
K.5
K.6
K.7
K.8
K.9
K.10
K.11
K.12
K.13

Remote CoNNECt aNd DISCONNECT .....eeviuiiiiiieiiiieite ettt ettt ettt e sttt e s bt e e sabeesba e e sabesbaesssaeenseees K-3
Demand Response — AMI ThHEIMOSTAL......cccuiiiiiiiee ettt e rtre e st e e e rare e e e ennaee e sanaeeean K-31
Demand ReSPONSE — HAN DEVICES ....cuvvieeeiiiieiieeeeiiteeeeteeesteeeestaeeeestteeeseasaeeesasseeeassaeesnnsseesssseeenn K-51
DEMANd RESPONSE — BAtLEIY ..oiiiiiiieeiciiie ettt ettt e e et e e te e e e st e e e e stte e e seasaeeesateeeeessaeesennaeeesnseeenn K-74
DemMand RESPONSE = EVCS......ciiiiiiiieiiie ettt ettt ettt et sttt et s be e e bt e s bt e s sbeebe e e sabesbeeennnesaneees K-101
First Responder VOIt/VAR CONTIOL........cioiiiieciecieeieee ettt ettt ettt et be et saaesaaesreesneebeenns K-154
First Responder Feeder LOad TranS el ... ittt ettt s rae e sbee e e st e e ssaanee s snaeeens K-167
First Responder Fault Isolation and Service ReStOration.........ccceveviieeieiiiiiiniiee e K-178
Outage and ReStOration EVENTS.........iieiciiiiciieecceeeeeees st e et eere e e st e e e e atr e e s aae e e e sataeeeeseaeesnnnes K-197
POWET StatUus VerifiCatioN ...cccuieiciiiiiie ittt ettt e s b e e sabesba e s saaeebee s K-229
Battery Operation: LOCAl CONTIOl ....cciuuiii ittt et e e st e e e are e e e eneae e e s naeeean K-246
Battery Operation: Fixed KW DiSCharge ......ccc.eeiiiiiiiiiieiie ettt K-266
Battery Operation: Load FOIlOWING DiSChArge.......cccuiiiuieriiiiiiiienieieie ettt ettt K-287
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Msg ID

1a1

Producer
(Actor 1)

Receiver
(Actor 2)

Name of Process/Transaction

Description of Process/Transaction ‘

AHE sends Outage Event Msg to OMS

Information Object
Name

Information Object Description

Transport
Method

Network
Protocols

Interface
Standard

CIS sends Daily Bill TrueUp Msg to Tunnel Text Msg from CIS to AHE that contains Daily
- Daily Bill TrueUp Msg Transfer AHE via Legacy MQ. Daily Bill TrueUp Msg Bill TrueUp data. Legacy MQ TCP/IP N/A

Msg generated by a MTR and sent from the MFR to the

Standard Msg Name

N/A

2a1 AHE OoMSs Outage Event Msg Transfer : Outage Event Msg AHE when the MFR detects a sustained voltage loss Legacy MQ TCP/IP MultiSpeak ODEventNotification
via Legacy MQ. lasti
asting at least 30 seconds.
OMS issues On-Demand Meter Status
Request to AHE via Legacy MQ. This
2.b.1 OMS AHE On-Demand Meter Status Request process is also considered the On-Demand Meter Re.que.St fram OMS to AHE for current meter_ status, Legacy MQ TCP/IP MultiSpeak GetOutagedODDevices
Transfer : e g Status Request which is accomplished through a meter reading.
Restoration Verification Application
flow (RVA) internally.
On-Demand Meter Read Request AHE sends On-Demand Meter Read On-Demand Meter Request from AHE to MMB's internal reading table for L+G L+G
5a.1 AHE MFR Transfer Request to MFR via FAN Read Request current meter usage data. FAN Proprietary Proprietary Command(OnDemandRead)
. Request from AHE to MMB’s internal reading table for
5.a.2 AHE MFR On-Demand Meter Status Request DMS issues On-ngand Meter Status On-Demand Mster current meter reading data. This data is used to FAN L+.G L+.G Command(OnDemandRead)
Transfer Request to MDM via ESB Status Request d " Proprietary Proprietary
letermine meter status.
Remote Service Order Request AHE sends Remote Service Order Remote Service Order Remote request entered into AHE by AMIOP or external L+G CREATE(EndDeviceControls
5a3 AHE MFR Transfer Request to MFR Request system FAN Proprietar IEC 61968-9 )
a a ystem. prietary CREATE(MeterReadings)
Commission HAN Command AHE sends Commission HAN Commission HAN Command from the AHE to the MTR to turn on the ESI L+G L+G P
5a4 AHE MFR Transfer Command to MFR via FAN Command and enable the UHAN. FAN Proprietary Proprietary Command(CommissionHAN)
L . Request from AHE to MTR for HAND provisioning. . .
525 AHE MFR Provision HAND Command Transfer | AHE sends Provision HAID Provision HAND Contains Meter ID, HAND MAC Address and HAND FAN ey | o arers C°mma”d(Pi’§;’;S'°”HANDe"
Install Code, and Allow Joining duration. P! Y .
Request from AHE to ESI to send a text Msg to HAND. L+G L+G - Aligns
5.a6 AHE MFR Text Msg Transfer AHE sends Text Msg to MFR via FAN Text Msg Contains text Msg, start time, duration and confirmation FAN Propri . 9 Command(HANMsg)
flag. roprietary with SEP 1.0
. " AHE sends Pricing Signals to MFR via . " Pricing information sent from AHE to ESI. Contains flat, L+G L+G - Aligns -
5.a.8 AHE MFR Pricing Signals Transfer EAN Pricing Signals time-of-use, or critical peak pricing. FAN Proprietary with SEP 1.0 Command(HANPricing)
- AHE sends HAND Pairing Info HAND Pairing Info PP " L+G L+G - Aligns - .
5.a.9 AHE MFR HAND Pairing Info Request Transfer Request to MFR via FAN Request Request from AHE to ESI for HAND pairing information. FAN Proprietary with SEP 1.0 Command(GetPairingDetails)
5.2.10 AHE MER HAND De-Provision Request AHE sends HAND De-Provision HAND De-Provision Request sent from AHE to ESI for the de-provisioning of FAN L+G L+G - Aligns Command(DeprovisionHAND
< Transfer Request to MFR via FAN Request a HAND. Proprietary with SEP 1.0 evice)
5.2.11 AHE MER UHAN De-Commission Request AHE sends UHAN De-Commission UHAN De-Commission Request from AHE to ESI for de-commissioning of the EAN L+G L+G Command(DecommissionHA
- Transfer Request to MFR via FAN Request UHAN. Proprietary Proprietary N)
Msg from AHE to ESI, through MFR, that contains the
AHE sends DR Event Msg to MFR via load curtailment details for a specific MTR. Details are L+G L+G - Aligns
5.a.12 AHE MFR DR Event Msg Transfer FAN DR Event Msg based upon the type of DR event and user defined FAN Proprietary with SEP 1.0 Command(LoadControl)
preferences in the HEMP.
Gap-Filling Meter Read Request AHE sends Gap-Filling Meter Read Gap-Filling Meter Read Request from AHE to MMB for a specific set of interval L+G L+G .
5a13 AHE MFR Transfer Request to MFR via FAN Request and/or register MTR data. FAN Proprietary Proprietary GET(MeterReadings)
. AHE sends MTR Configuration Update MTR Configuration Msg from AHE to MMB that contains a modification to L+G L+G
5a15 AHE MFR MTR Configuration Update Transfer to MFR of target MTR via FAN Update the MTR Configuration. FAN Proprietary Proprietary N/A
N AHE sends MFR Firmware Update to N Msg from AHE to MFR that contains a new version of L+G L+G
5.a.16 AHE MFR MFR Firmware Update Transfer MFR of target MTR via FAN MFR Firmware Update firmware. FAN Proprietary Proprietary N/A
y AHE sends MMB Firmware Update to y Msg from AHE to MMB that contains a new version of L+G L+G
5.a.17 AHE MFR MMB Firmware Update Transfer MFR of target MTR via FAN MMB Firmware Update firmware. FAN Proprietary Proprietary N/A
N AHE sends ESI Firmware Update to N Msg from AHE to ESI that contains a new version of L+G L+G
5.a.18 AHE MFR ESI Firmware Update Transfer MFR of target MTR via FAN ESI Firmware Update firmware. FAN Proprietary Proprietary N/A
. AHE sends Daily Bill TrueUp Msg to . Tunnel Text Msg from AHE to ESI that contains Daily L+G L+G - Aligns
5.a.19 AHE MFR Daily Bill TrueUp Msg Transfer MFR via FAN Daily Bill TrueUp Msg Bill TrueUp data. FAN Proprietary with SEP 1.0 Command(HANMsg)
5.1 MFR AHE On-Demand Meter Read Data MFR sends On-Demand Meter Read On-Demand Meter Current meter usage data retrieved from MMB's internal FAN L+G L+G Response(Readings)
o Transfer Data to AHE via FAN Read Data reading table and sent to AHE. Proprietary Proprietary P 9
Current meter reading data retrieved from MMB's
5b.2 MFR AHE On-Demand Meter Status Response | MFR sends On-Demand Meter Status | - On-Demand Meter internal reading table and sent to AHE. This data is FAN L+G L+G Response(Readings)
Transfer Response to AHE via FAN Status Response % Proprietary Proprietary
used to determine meter status.
MFR pulls Interval and Register Meter Aggregated data (could include Interval Meter Read
5b.3 MFR AHE ‘T\rgagr::fge?'ed Meter Read Data Read Data stored since its last data Qggfgi'éd Meter Data and Register Meter Read Data) from a single MTR FAN Pm"’r'i(:ta Pm";(:ta N/A
push and sends it to the AHE via FAN compiled at the MFR and sent to the AHE. prietary prietary
Msg generated by a MTR and sent from the MFR to the .
5.b.4 MFR AHE Outage Event Msg Transfer MFR sends Outage Event Msg to AHE Outage Event Msg AHE when the MFR detects a sustained voltage loss FAN L+.G L+.G Event (Endpoint Power
via FAN " Proprietary Proprietary Outage)
lasting at least 30 seconds.
" Msg generated by a MTR and sent from the MFR to the .
5.b.5 MFR AHE Restoration Event Msg Transfer MFR s_ends Restoration Event Msg to Restoration Event Msg AHE when the MFR detects a voltage following an FAN L+.G L+.G Event (Endpoint Power
AHE via FAN outage Proprietary Proprietary Restore)
. Msg generated in MTR and sent from the MFR to the . -
5.b.6 MFR AHE Advisory Event Msg Transfer MFR s_ends Advisory Event Msg to Advisory Event Msg AHE. Contains any MTR events defined as “advisory” FAN L+.G L+.G Various. See_AMI 06 for
AHE via FAN N Proprietary Proprietary details.
that were created since the last data push.
MFR sends Alarm Event Msg to AHE Msg generated in MTR and sent from the MFR to the L+G L+G Various. See AMI-05 for
5b.7 MFR AHE Alarm Event Msg Transfer via FAN Alarm Event Msg AHE. Contains any MTR events defined as “alarm”. FAN Proprietary Proprietary details.
5b.8 MFR AHE Remote Service Order Completion MFR issues Remote Service Order Remote Service Order Response from MFR indicating that the Remote Service FAN L+G |EC 61968-9 CREATED(EndDeviceContro
o Msg Transfer Completion Msg to the AHE via FAN Completion Msg Order Request was received and implemented. Proprietary

CREATED(MeterReading)
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Msg ID Producer

Receiver

Name of Process/Transacti

of Process/Transaction

Information Object
Name

Information Object Description

Transport
Method

Interface
Standard

Network

Protocols Standard Msg Name

(Actor 1)

(Actor 2)

HAN Commissioned Response

MFR sends HAN Commissioned

HAN Commissioned

Response from the ESI to the AHE indicating that the

L+G L+G

Response(HANCommissione
5b.9 MFR AHE . ESI has been enabled and the UHAN has been FAN . .
Transfer Response to AHE via FAN Response Transfer established. Contains Meter 1D and HAN Network ID. Proprietary Proprietary d
. . Response from MTR to AHE indicating UHAN is .
. MFR sends Ready-to-Pair Response Ready-to-Pair . . . . L+G L+G - Aligns .
5.b.10 MFR AHE Ready-to-Pair Response Transfer to AHE via FAN Response g?gr(]:r:;zsmned and ESl is ready to begin the pairing FAN Proprietary with SEP 1.0 Response(Ready-to-Pair)
Provision Complete Response MFR sends Provision Complete Provision Complete Response from MTR to AHE indicating that HAND has L+G L+G - Aligns -
5.b.11 MFR AHE Transfer Response to AHE via FAN Response been provisioned to ESI. FAN Proprietary with SEP 1.0 Respanse(PairingComplete)
Confirmation from ESI to AHE that CUST acknowledged "
5.b.12 MFR AHE Text Msg Response Transfer MFR s_ends Text Msg Response to Text Msg Response receipt of text Msg. Requirement for this Msg is FAN L+.G L.+G - Aligns Response(TextMsgCreated)
AHE via FAN Proprietary with SEP 1.0
controlled by the Text Msg.
- " . " . " Acknowledgement from ESI to AHE that Pricing Signals :
5.b.14 MFR AHE Pricing Signals Acknowledgement MFR sends Pricing Signals : Pricing Signals were received. Requirement for this Msg is controlled by FAN L+.G L.+G - Aligns Response(HANPricing)
Transfer Acknowledgement to AHE via FAN Acknowledgement the Pricing Signals Proprietary with SEP 1.0
. - - Response from ESI to AHE containing HAND pairing :
5.b.15 MFR AHE HAND Pairing Info Response MFR sends HAND F_’amng Info HAND Pairing Info information. Response includes MAC Address, Device FAN L+.G L.+G - Aligns Response(PairingDetails)
Transfer Response to AHE via FAN Response Type and Pair ID. Proprietary with SEP 1.0
5.b.16 MFR AHE HAND De-Provision Confirmation MFR sends HAND De-Provision HAND De-Provision Confirmation from ESI to AHE that the HAND has been FAN L+G L+G - Aligns Response(HANDeviceDepro
o Transfer Confirmation to AHE via FAN Confirmation de-provisioned. Proprietary with SEP 1.0 visioned)
5017 MFR AHE UHAN De-Commission Confirmation MFR sends UHAN De-Commission UHAN De-Commission Response from ESI to AHE confirming that the UHAN FAN L+G L+G Response(HANDecommissio
o Transfer Confirmation to AHE via FAN Confirmation has been de-commissioned. Proprietary Proprietary ned)
. . . Response Msg from ESI to AHE, through MFR, .
DR Event Received MFR sends DR Event Received DR Event Received it L+G L+G - Aligns
5.b.18 MFR AHE Acknowledgement Transfer Acknowledgement to AHE via FAN Acknowledgement :‘(l;c:]l;gm;%tl;ta:':ZePdcePand response event has been FAN Proprietary with SEP 1.0 Response(LoadControl)
Gap-Filling Meter Read Data MFR sends Gap-Filling Meter Read Gap-Filling Meter Read Interval and/or register MTR data for a specific period of L+G L+G "
5b.19 MFR AHE Transfer Data to AHE via FAN Data time that is retrieved from MMB and sent to AHE. FAN Proprietary Proprietary REPLY(MeterReadings)
5.b.21 MFR AHE MTR Configuration Update MFR sends MTR Configuration MTR Configuration Response Msg from MFR to AHE to confirm that MTR FAN L+G L+G N/A
s Confirmation Transfer Update Confirmation to AHE via FAN Update Confirmation Configuration Update was made successfully. Proprietary Proprietary
5.0.22 MFR AHE MFR Firmware Update Confirmation MFR sends MFR Firmware Update MFR Firmware Update Response Msg from MFR to AHE to confirm that FAN L+G L+G N/A
s Transfer Confirmation to AHE via FAN Confirmation firmware update was installed successfully. Proprietary Proprietary
5.b.23 MFR AHE MMB Firmware Update Confirmation MFR sends MMB Firmware Update MMB Firmware Update Response Msg from MMB to AHE to confirm that EAN L+G L+G N/A
o Transfer Confirmation to AHE via FAN Confirmation firmware update was installed successfully. Proprietary Proprietary
5.b.24 MFR AHE ESI Firmware Update Confirmation MFR sends ESI Firmware Update ESI Firmware Update Response Msg from ESI to AHE to confirm that EAN L+G L+G N/A
o Transfer Confirmation to AHE via FAN Confirmation firmware update was installed successfully. Proprietary Proprietary
MFR sends DR Event Started Msg to Msg from ESI to AHE, through MFR, indicating that the L+G L+G - Aligns
5.b.26 MFR AHE DR Event Started Msg Transfer AHE via FAN DR Event Started Msg demand response event has started. FAN Proprietary with SEP 1.0 Response(LoadControl)
MFR sends DR Event Completed Msg DR Event Completed Msg from ESI to AHE, through MFR, indicating that the L+G L+G - Aligns
5b.27 MFR AHE DR Event Completed Msg Transfer to AHE via FAN Msg demand response event has ended. FAN Proprietary with SEP 1.0 Response(LoadControl)

On-Demand Meter Read Request

MDM sends On-|

emand Meter Read

On-Demand Meter

Request from MDM to AHE for current meter usage

6.a.1 MDM AHE Transfer Request to appropriate AHE via ESB Read Request data. ESB HTTP(S) IEC 61958-9 REPLY(MeterReading)
Request from DMS (or other system) to AHE for current
6.a.2 MDM AHE On-Demand Meter Status Request MDM sends On-Demand Meter Status  On-Demand Meter meter status, which is accomplished through a meter ESB HTTP(S) IEC 61968-9 GET(MeterReading)
Transfer Request to appropriate AHE via ESB Status Request reading
Remote Service Order Completion MDM sends Remote Service Order Remote Service Order Remote request forwarded by MDM. Original request CREATE(EndDeviceControls
6.a.3 MDM AHE . : h ESB HTTP(S) IEC 61968-9 )
Msg Transfer Request to AHE via ESB. Request entered into CIS by a CSRin the call center. .
CREATE(MeterReadings)
Current meter usage data retrieved from MMB's internal
On-Demand Meter Read AHE sends On-Demand Meter Read On-Demand Meter N .
6.b.1 AHE MDM DataTransfer Data to MDM via ESB Read Data Sassel?ng)table and sent from AHE to CIS (or other ESB HTTP(S) IEC 61968-9 REPLY(MeterReading)
Current meter reading data retrieved from MMB's
On-Demand Meter Status Response AHE sends On-Demand Meter Status On-Demand Meter internal reading table and sent from AHE to DMS (or Y "
6b.2 AHE MDM Transfer Response to MDM via ESB Status Response other system). This data is used to determine meter ESB HTTP(S) IEC 61968-9 REPLY(MeterReading)
status.
AHE pulls Aggregated Meter Read
Aggregated Multi-Meter Data Data from multiple MTRs stored since Aggregated Multi- Aggregated data from multiple MTRs compiled at the - .
6.3 AHE MDM Transfer its last data push and sends it to the Meter Data AHE and sent as a batch file to the MDM. ESB HTTP(S) IEC 61968-9 REPLY(MeterReadings)
MDM via ESB
Msg generated by a MTR and sent from the AHE to the .
6.b.4 AHE MDM Outage Event Msg Transfer f\\ﬂﬁns\jgdés%u'age Event Msg to Outage Event Msg MDM when the MFR detects a sustained voltage loss ESB HTTP(S) IEC 61968-9 CREATED(E";’DE"'CEE"E”‘S
lasting at least 30 seconds.
" Msg generated by a MTR and sent from the AHE to the .
6.0.5 AHE MDM Restoration Event Msg Transfer Qgisjgdés'?s"”a""” Event Msg to Restoration Event Msg | MDM when the MFR detects a voltage following an ESB HTTP(S) IEC 619689 | CREATED(EndDeviceEvents
outage.
AHE sends Advisory Event Msg to Msg sent from the AHE to the MDM. Contains any MTR CREATED(EndDeviceEvents
6.b.6 AHE MDM Advisory Alert Msg Transfer MDM via ESB b 9 Advisory Event Msg events defined as “advisory” that were created since the ESB HTTP(S) IEC 61968-9 ) Various. See AMI-06 for
last data push. details.
. CREATED(EndDeviceEvents
6.0.7 AHE MDM Alarm Event Msg Transfer AHE sends Alarm Event Msgto MDM | 5110 Event Msg Msg sent from the AHE to the MDM. Contains any MTR ESB HTTP(S) IEC61968-9 | ) Various. See AMI-05 for
via ESB events defined as “alarm”. details
Remote Service Order Completion AHE forwards Remote Service Order Remote Service Order Response from MFR indicating that the Remote Service - CREATED(EndDeviceContro
608 AHE MDM Msg Transfer Completion Msg to MDM via ESB. Completion Ms; Order Request was received and implemented. ESB HTTP(S) IEC 61968-9 Is)
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Producer

Receiver

Name of Process/Transaction

f Process/Transaction

Information Object

Network

Interface

Msg ID

(Actor 1)

(Actor 2)

D-SCADA sends DAD Status Update

Name

Information Object Description

The message will contain the current value for either a
digital or analog status point that is associated with a

Protocols

Standard

Standard Msg Name

OMS to OMS (DMS sub-system) via the e ‘ " : Back Office :
7A.a.1 D-SCADA (DMS) DAD Status Update Transfer Back Office Network to be displayed to DAD Status Update tsp_)ec|f|cdSubst_at|or;joch;f::t;lADAD. _The isAsEa)gSe is Network ICCP IEC 60870-6 Various
distribution system operators. riggered anytime D-. receives a tatus
Update from the downstream system (DDC).
The message will contain a request for any available
D-SCADA sends Model Updates -
7Aa.2 D-SCADA OMS Model Updates Request Transfer Request to OMS (DMS sub-system) Model Updates Tags, Manual Updates, and JCGs (Jumper Cuts and Back Office Ma N/A N/A
(DMS) N " Request Grounds). The message is triggered when D-SCADA Network
via the Back Office Network. . -
services are starting up.
The message will contain the results of a DNA
D-SCADA sends DNA Notification to application that was run. The message is triggered
- OMS - OMS (DMS sub-system) via the Back I~ anytime a distribution systems operator requests that a Back Office
7Aa3 D-SCADA (DMS) DNA Notification Transfer Office Network to be displayed to DNA Nofification DNA application is run for a certain portion of the Network MQ N/A N/A
distribution system operators. electrical model via the OMS GUI (the message is sent
after the DNA application has finished running).
The message will contain the desired value for either a
oMS OMS (DMS sub-system) sends DAD digital or analog control point that is associated with a Back Office
7Ab.A1 (OMS) D-SCADA DAD Control Signal Transfer Control Signal to D-SCADA via the DAD Control Signal specific Substation or Field DAD. The message is Network ICCP IEC 60870-6 Various
Back Office Network. triggered anytime a distribution systems operator enters
a control via the OMS GUI.
The message will contain any new Tags or Manual
OMS (DMS sub-system) sends Model P " .
oMs -~ " ; Updates. The message is triggered anytime D-SCADA Back Office
7A.b.2 (OMS) D-SCADA Model Updates Transfer g?r?r?;eﬁ;tsvng?CADA via the Back Model Updates sends a request and after a new Tag or Manual Update Network MQ N/A N/A
: is applied to the model via the OMS GUI otherwise.
The message will contain any new JCGs (Jumper Cuts
OMS (DMS sub-system) sends Model o N .
omMs 9 and Grounds). The message is triggered anytime D- Back Office
7A.c.2 (OMS) DNA Model Updates Transfer HZ?;;?E to DNA via the Back Office Model Updates SCADA sends a request and after a new JCG is applied Network MQ N/A N/A
i to the model via the OMS GUI otherwise.
OoMS - These messages are used for internal . . . DMS Intergraph
7B.a.1 (DMS) CAD Internal Process Communication processes. Internal Process Data This data is used for internal control processes. Internal Proprietary N/A N/A
OMS - These messages are used for internal . . . DMS Intergraph
7B.b.1 CAD (OMs) Internal Process Communication processes. Internal Process Data This data is used for internal control processes. Internal Proprietary N/A N/A
The message will contain the current value for either a
digital or analog status point that is associated with a
. D-SCADA sends DAD Status Update specific Substation or Field DAD. The message is DMsS Siemens
7Cal D-SCADA DNA DAD Status Update Transfer to DNA to perform advanced analysis. DAD Status Update triggered anytime a distribution systems operator Internal Proprietary N/A N/A
requests that a DNA application is run for a certain
portion of the electrical model via the OMS GUI.
The message will contain the desired value for either a
After performing advanced analysis, digital or analog control point that is associated with a DMS Siemens
7C.b.A1 DNA D-SCADA DAD Control Signal Transfer DNA sends DAD Control Signal to D- DAD Control Signal specific Substation or Field DAD. The value is based Internal Proprietar N/A N/A
SCADA. upon the results of the analysis performed by a DNA P! Y
application.
¥ CIS issues On-Demand Meter Read On-Demand Meter Request from CIS (or other system) to MDM for current g "
8.a.1 CIs MDM On-Demand Meter Read Request Request to MDM via ESB. Read Request meter usage data. ESB TCP/IP IEC 61968-9 GET(MeterReading)
Remote Service Order Request CIS issues Remote Service Order Remote Service Order Remote request entered into CIS by a CSR in the call g CREATE(MeterServiceRequ
8a2 cis MDM Transfer Request to MDM via ESB. Request center. EsB TcPiP IEC 61968-9 est)
Current meter usage data retrieved from MMB's internal
On-Demand Meter Read Data MDM sends On-Demand meter Read On-Demand Meter N .
8.b.1 MDM CIs Transfer Data to CIS via the ESB. Read Data :as?el%g)table and sent from AHE to CIS (or other ESB TCP/IP IEC 61968-9 REPLY(MeterReading)
Remote Service Order Completion MDM forwards Remote Service Order Remote Service Order Response from MFR indicating that the Remote Service g UPDATED(MeterServiceReq
8b2 MDM Cis Msg Transfer Completion Msg to CIS via ESB. Completion Ms Order Request was received and implemented. ESB TCPAP IEC 61968-9 uest)
oMms OMS (DMS sub-system) issues On- On-Demand Meter Request from OMS (DMS sub-system) to AHE for
10.a.1 (DMS) MDM On-Demand Meter Status Request Demand Meter Status Request to Status Request current meter status, which is accomplished through a ESB TCP/IP IEC 61968-9 GET(MeterReading)
MDM via ESB a meter reading.
Current meter reading data retrieved from MMB'’s
MDM sends On-Demand Meter Status h 4
OMS On-Demand Meter Status Response . On-Demand Meter internal reading table and sent from AHE to OMS (DMS g "
10b.1 MDM (DMS) Transfer Ezsgggse to OMS (DMS sub-system) Status Response sub-system). This data is used to determine meter ESB TCPAP IEC 61968-9 REPLY(MeterReading)
status.
MDM sends Outage Event Msg to Msg generated by a MTR and sent from the MDM to the .
10.b.2 MDM (gmg) Outage Event Msg Transfer OMS (DMS sub-system) via ESB, if Outage Event Msg OMS (DMS sub-system) when the MFR detects a ESB TCPIP IEC 619689 | CREATED(EndDeviceEvents
necessary sustained voltage loss lasting at least 30 seconds.
: Msg generated by a MTR and sent from the MDM to the .
1063 MDM OMS Restoration Event Msg Transfer MDM sends Restoration Event Msgto | poqioration Event Msg | OMS (DMS sub-system) when the MFR detects a ESB TCPIP IEC 61968-9 | CREATED(EndDeviceEvents
(DMS) OMS (DMS sub-system) via ESB : )
voltage following an outage.
A Msg sent from DAC to DDC and a Field DAD
11.a.1 DDC Field DAD DAD Status Request Transfer D‘DC sends DAD Status Request to a DAD Status Request containing a request for the configuration settings of the DAN DNP3 IEEE 1815 Various
Field DAD via DAN Field DAD
. A " DDC sends Circuit Reconfiguration to - " A command sent from DAC to a Field DAD containing :
11.a.2 DDC Field DAD Circuit Reconfiguration Transfer a Field DAD via DAN Circuit Reconfiguration the configuration settings of the Field DAD. DAN DNP3 IEEE 1815 Various
DDC sends DAD Status Request to all " "
1123 pDC Field DAD | DAD Status Request Transfer Field DADs within the area of control DAD Status Request Monitor request sent by DCADA to one or more Field DAN DNP3 IEEE 1815 Various

via the DAN

DADs to determine optimal system parameters.
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of Process/Transaction

Information Object
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Information Object Description

Transport
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Network
Protocols

Interface
Standard

Standard Msg Name

(Actor 1)

(Actor 2)

DDC sends DAD Control Signal to all

Updated configuration settings for one or more Field

11.a4 DDC Field DAD DAD Control Signal Transfer relevant Field DADs via DAN DAD Control Signal DADs as determined by VVC. DAN DNP3 |IEEE 1815 Various
DDC sends DAD Control Signal to a . : : "
11.25 DpDC Field DAD | DAD Control Signal Transfer Field DAD via DAN to initiate load Field DAD Control Configuration settings for a Field DAD sent from DAN DNP3 IEEE 1815 Various
reduction ignal DCADA to the Field DAD.
" Field DAD sends DAD Status A Msg sent from a Field DAD to DDC containing the :
11.b.1 Field DAD DDC DAD Status Response Transfer Response to DDC via DAN DAD Status Response configuration settings of the Field DAD. DAN DNP3 |IEEE 1815 Various
" Field DAD sends DAD Status Update A Msg sent from a Field DAD to DAC containing the :
11.b.2 Field DAD DDC DAD Status Update Transfer to DDC via DAN DAD Status Update configuration settings of the Field DAD. DAN DNP3 |IEEE 1815 Various
11b.3 Field DAD DDC DAD Status Response Transfer Field DAD sends DAD Stalus DAD Status Response | esponse from a Field DAD to DCADA that DAD Status DAN DNP3 |EEE 1815 Various
Response to DDC via DAN has been sent.
" An alarm Msg sent from a Field DAD to DCADA to
11b.4 Field DAD DpDC DAD Alarm Report si'ae'dD EK?D sends DAD Alamm to DDC Field DAD Alarm report an alert condition that has occurred at the Field DAN DNP3 |EEE 1815 Various
DAD.
115 Field DAD DDC DAD Status Report DAD sends DAD Status Update to Field DAD Status A Msg containing DAD status sent from a Field DAD to DAN DNP3 IEEE 1815 Various
DDC via DAN DCADA.
The message will contain any new Tags or Manual
D-SCADA sends Model Updates to Updates. The message is triggered anytime DAC sends Backhaul Siemens
12a1 D-SCADA DAC Model Updates Transfer DAC via the Backhaul WAN. Model Updates a request and after a new Tag or Manual Update is WAN Proprietary NIA NIA
applied to the model via the OMS GUI otherwise.
The message will contain a request for any available
DAC sends Model Updates Request to Model Updates Tags, Manual Updates, and JCGs (Jumper Cuts and Backhaul Siemens
121 DAC D-SCADA Model Updates Request Transfer D-SCADA via the Backhaul WAN. Request Grounds). The message is triggered when DAC WAN Proprietary NIA NIA
services are starting up.
The message will contain the results of a DNA
DAC sends DNA Notification to D- application that was run. The message is triggered
-~ I SCADA via the Backhaul WAN to be e anytime a DNA application is run for a certain portion of Backhaul Siemens
12b2 DAC D-SCADA DNA Notification Transfer displayed to distribution system DNA Notification the electrical model while DAC is in control (the WAN Proprietary N/A N/A
operators via the OMS GUI. message is sent after the DNA application has finished
running).
The message will contain any new JCGs (Jumper Cuts
DNA sends Model Updates to DAC via and Grounds). The message is triggered anytime DAC Backhaul Siemens
121 DNA DAC Model Updates Transfer the Back Office Network. Model Updates sends a request and after a new JCG is applied to the WAN Proprietary N/A N/A
model via the OMS GUI otherwise.
— I
oMs . oms ?Sﬁscgﬂfg;g:rﬁu )D o e Bk Current geographical data needed to build the OMS Back Office
13.a.1 GlIs (OMS) Map Migration Office Network. This process mostly Map Data {zagl\lﬂssretneved from GIS on an ad hoc basis and sent Network TCPNP N/A N/A
consists of manual steps. .
]
The message contains a list of all the switches that |EC 61968-3
14.a.1 D-SCADA DERM Network Model Sync Response D-SCADA sends Network Model Sync Network Model Sync currently in an abnormal state. It is a response to the ESB HTTP(S) & with ReplyDiscreteMeasurements
o Transfer Response to DERM via ESB. Response GetDiscreteMeasurements message sent from DERM JMS MQ N (KCP&L Msg Name)
extenstions
to D-SCADA.
The message contains the requested set of DPF _ —
D-SCADA sends DPF Results DPF Results (Distribution Power Flow) results. It is a response to the HTTP(S) & IEC 6?968 3 RepIyDls_tnpul_lonF_’owerFlowL
14.2.2 D-SCADA DERM DPF Results Response Transfer . P g ESB with imitViolation
Response to DERM via ESB. Response GetDistributionPowerFlowLimitViolation message sent JMS MQ extenstions (KCP&L Msg Name)
from DERM to D-SCADA. 9
DPF Limit Violations Modification D-SCADA sends DPF Limit Violations DPF Limit Violations The message contains one or more existing DPF HTTP(S) & IEC 61968-3 ChangedDistributionPowerF|
14.2.3 D-SCADA DERM Notification Transfer Modification Notification to DERM via Modification (Distribution Power Flow) limit violations that have been ESB JMS MQ with owLimitViolation
ESB. Notification modified. extenstions (KCP&L Msg Name)
1aad D.SCADA DERM DPF Limit Violations Creation g;faoﬁ’;g*,\\‘2‘;22;3’:';"5’2'%"‘1;“""5 DPF Limit Violations The message contains the DPF (Distribution Power £ss HTTRES) & | 'EC a:ta68-3 C’ea'e‘:v?_'ifr"?‘?/‘i‘ggt‘izﬁwe”:'°
Notification Transfer ESB. Creation Notification Flow) limit violations that have been created. JMS MQ extenstions (KCPSL Msg Name)
DPF Limit Violations Deletion D-SCADA sends DPF Limit Violations | - ppr: | jmit violations The message contains the DPF (Distribution Power HTTP(S) & | 'ECE1968-3 | DeletedDistributionPowerFlo
14.a5 D-SCADA DERM Notification Transfer Deletion Nofification to DERM via Deletion Notification Flow) limit violations that have been deleted ESB JMS MQ with wLimitViolation
ESB. : extenstions (KCP&L Msg Name)
. . . . IEC 61968-3 GetDemandResourceControl
: DERM sends DR Event List Request f This message contains a request for the list of the HTTP(S) & y
14.a2.6 D-SCADA DERM DR Event List Request Transfer . DR Event List Request ESB with s
to D-SCADA via ESB. currently scheduled DR (Demand Response) events. JMS MQ extenstions (KCP8L Msg Name)
Network Model Status Change D-SCADA sends Ng?work Model Network Model Status The message contains a list of all the spontaneous HTTP(S) & IEC 6.1968'3 ChangedDiscreteMeasureme
14.a.7 D-SCADA DERM Notification Transfer Status Change Notification to DERM Change Notification switch status changes, ESB JMS MQ with nts
via ESB. 9 ges. extenstions (KCP&L Msg Name)
Msg from D-SCADA to DERM to acknowledge opt-in or
. opt-out disposition for a previously created DR (Demand
14.2.8 D-SCADA DERM DR Event Msg Response Transfer geicg\nzg f:BdESR[;/TViVEnS‘é‘ASQ geRSEZﬁQ;Msg Response) event for the Grid-Connected DER. It is a ESB HJTIJI—SP(S)Q& OpenADR oadrCreatedEvent
P : P response to the oadrDistributeEvent message sent from
DERM to D-SCADA.
. The file contains the current Network Static Model from
14.2.9 D-SCADA DERM Network Static Model Transfer DS sands Network Static Model | Netyork static Model D-SCADA. It is manually extracted and transferred after Internet TCPIP IEC S1970- N/A
i a new model is built in D-SCADA.
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Producer Receiver ) . ) q Information Object . o Network Interface
Msg ID (Actor 1) ) Name of Process/Transaction f Process/Transaction Name Information Object Description Protocols Standard Standard Msg Name
The message contains a request for DERM to
synchronize its dynamic network model with the DMS. |EC 61968-3
14.0.1 DERM D-SCADA Network Model Sync Request DERM sends Network Model Sync Network Model Sync The message can be sent in real-time, after DERM re- ESB HTTP(S) & with a GetDiscreteMeasurements
s A Transfer Request to D-SCADA via ESB. Request starts following the creation of a new Study Case in JMS MQ extenstions (KCP&L Msg Name)
DMS, or after a different set of dynamic data has been
loaded into the DMS.
IEC 61968-3 GetDistributionPowerFlowLi
142 DERM D-SCADA | DPF Results Request Transfer DERM sends DPF Results Requestto | ppr pogyits Request | | Message enables DERM to query DMS for a ESB HTTP(S) & with mitviolation
D-SCADA via ESB. specific set of DPF (Distribution Power Flow) results. JMS MQ extenstions (KCP&L Msg Name)
DR Event Creation Nofification DERM sends DR Event Creation DR Event Creation This message s a nofification to D-SCADA that DERM HTTRS) 8 | 'ECE1968-3 | CreatedDemandResourceCo
14.b.3 DERM D-SCADA - N : " " ESB with ntrols
Transfer Notification to D-SCADA via ESB. Notification has created a DR (Demand Response) event. JMS MQ extenstions (KCP8L Msg Name)
" . " : e " " This message is a notification to D-SCADA that DERM IEC 61968-3 ChangedDemandResourceC
14b.4 DERM D-SCADA .[I.’g ri‘;:r’“ Modification Nofification Rgtﬁ"é'af:;dg %?S%’:S:\“f,g"ggg""” ﬁzif'f;’:t’i‘é"l\"°d'ﬁ°a"°" has modified an existing DR (Demand Response) ESB HJTJ;’ (,a)Q& with ontrols
. event. extenstions (KCP&L Msg Name)
DR Event Deletion Notifcati DERM sends DR Event Deleti DR Event Deleti Thi is a notification to D-SCADA that DERM HTTP(S)8 | 'ECE1968-3 | DeletedDemandResourceCo
1405 DERM D-SCADA vent Deletion Notification RM sends vent Deletion Event Deletion is message is a notification to D- al ESB (S) with ntrols
Transfer Notification to D-SCADA via ESB. Notification has deleted an existing DR (Demand Response) event. JMS MQ extenstions (KCP&L Msg Name)
This message includes a list of the currently scheduled
14.0.6 DERM D-SCADA DR Event List Response Transfer DERM sends DR Event List Response DR Event List DR (Demand Response) events. It is a response to the ESB HTTP(S) & IEC a?lﬁss-s ReplyDemaniR;esourceContr
e P to D-SCADA via ESB. Response GetDemandResourceControls message sent from D- JMS MQ extenstions (KCP&L Msg Name)
SCADA to DERM. 9
Msg from DERM to D-SCADA to schedule a utility-
14b.8 DERM D-SCADA | DR Event Msg Transfer DERM sends DR Event Msg to D- DR Event Msg managed DR (Demand Response) event for the Grid- ESB HTTPE) & | 5enaDR oadrDistributeEvent
SCADA via ESB. JMS MQ
Connected DER.
\
Msg from DERM to HEMP to schedule, modify, or
15.2.1 DERM HEMP DR Event Msg Transfer DERM sends DR Event Msg o HEMP | pg Event s cancel a utility-managed DR (Demand Response) ESB HTTP(S) OpenADR oadrDistributeEvent
. event.
Msg from HEMP to DERM to acknowledge opt-in or opt-
HEMP sends DR Event Msg DR Event Ms: out disposition for a previously created DR (Demand
15.b.1 HEMP DERM DR Event Msg Response Transfer Response to DERM via ESB, if Response 9 Response) event. This Msg is only sent if the ESB HTTP(S) OpenADR oadrCreatedEvent
required. P corresponding DR Event Msg required a response from
HEMP.
\
Request from HEMP to CHR to send a text Msg to Tendril -
16.a.1 HEMP IPI Text Msg Transfer HEMP sends Text Msg to IPI Text Msg HAND. Contains text Msg, start time, duration and Internet TCPIP Aligns with N/A
confi ion flag.
. Msg from HEMP to CHR containing changes to the Tendril -
16.a.3 HEMP IPI HEMP Settings Update Transfer gElglP sends HEMP Settings Update HEMP Settings Update HEMP settings including set piont, fan operation and Internet TCPNP Aligns with N/A
daily/weekly schedule. SEP 1.0
. . Tendril -
16.0.4 HEMP Pl HEMP Settings Update Transfer HEMP sends HEMP Settings Update HEMP Settings Update | '3d from HEMP to CHR containing changes to the Internet TCPIP Aligns with N/A
to IPI HEMP settings. Includes schedule and on/off state. SEP 1.0
- . . - Aligns with
16.25 HEMP Pl HAND De-Provision Request HEMP sends HAND De-Provision HAND De-Provision Request from HEMP to CHR to de-provision a HAND Internet TCPIP ZigBee SEP N/A
Transfer Request to IPI Request from the HANG. 10
Request from HEMP to CHR to cancel a previously sent Tendril -
16.a.6 HEMP IPI Cancel Text Msg Request Transfer gsl\l‘ljpess‘e‘gﬂzl(?ancel Text Msg g:nuczls;l'ext Msg text Msg. Includes ID of previously sent Msg and, Internet TCP/IP Aligns with N/A
a a optionally, requests and acknowledgement of receipt. SEP 1.0
Confirmation from CHR to HEMP that CUST Tendril -
16.b.1 IPI HEMP Text Msg Response Transfer I}_l:’éhs/lsg\ds Text Msg Response to Text Msg Response acknowledged receipt of text Msg. Requirement for this Internet TCP/IP Aligns with N/A
Msg is controlled by the Text Msg. SEP 1.0
" MAC Address and Install Code for the HANG. Provided Tendril -
16.b.2 HANG HEMP HANG Information Transfer :éug sends HANG Information to HANG Information by the HANG manufacturer and typically printed on a Internet TCP/IP Aligns with h’lll:\s?aﬁ?(:zzs
sticker applied to the device. SEP 1.0
: Msg from CHR to HEMP containing changes to the PCT Tendril -
16.b.5 IPI HEMP PCT Settings Update Transfer Eé;?ds PCT Settings Update to PCT Settings Update settings including set point, fan operation and Internet TCP/IP Aligns with N/A
daily/weekly schedule. SEP 1.0
. Lo Tendril -
IPI sends Cancel Text Msg Response Cancel Text Msg Confirmation from CHR to HEMP indicating successful . .
16.b.7 IPI HEMP Cancel Text Msg Response Transfer to HEMP Confirmation cancellation of a previously sent text Msg. Internet TCP/IP Ag%rs ;Ngh N/A
This command is used to shed load for one or more ChargePoint
DERM sends Shed Load Command to EVCSs. The message can specify that either a certain
18.a.1 DERM VCMS Shed Load Command Transfer VCMS. Shed Load Command percentage of an EVCS's current power output or the Internet HTTP(S) Serv‘ﬁ:: - shedLoad
absolute maximum allowable load be shed.
. : ChargePoint
DERM sends Clear Shed State Clear Shed State This command is used to clear the shed state from one
18.a.2 DERM VCMS Clear Shed State Command Transfer Command to VCMS. Command or more EVCSs. Internet HTTP(S) Web clearShedState
Services AP|
This command is used to shed load for a specific EVCS. Hosted
VCMS sends Shed Load Command to The message can specify that either a certain
19.a.1 VCMS EVCS Shed Load Command Transfer EVCS. Shed Load Command percentage of the EVCS's current power output or the l\cl:eetl\lAl/J(IJarl'( OCPP N/A N/A
absolute maximum allowable load be shed.
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Producer
(Actor 1)

Msg ID

VCMS

Receiver
(Actor 2)

Name of Process/Transaction

Description of Process/Transaction

Information Object
Name

Information Object Description

VCMS sends Clear Shed State Clear Shed State This command is used to clear the shed state from a
EVCS Clear Shed State Command Transfer Command to EVCS. specific EVCS.

Transport
Method
Hosted
Cellular
Network

Network
Protocols

OCPP

Interface
Standard

N/A

Standard Msg Name

N/A

Substation DDC sends DAD Status Request to a A Msg sent from DAC to DDC and a Substation DAD
21.a1 DDC DAD Status Request Transfer . : a DAD Status Request containing a request for the configuration settings of the SDPN MMS IEC 61850 Various
DAD Substation DAD via SDPN ;
Substation DAD.
Substation DDC sends Circuit Reconfiguration to A command sent from DAC to a Substation DAD
21.a2 DDC Circuit Reconfiguration Transfer " : 9 Circuit Reconfiguration containing the configuration settings of the Substation SDPN MMS IEC 61850 Various
DAD a Substation DAD via SDPN DAD
Substation DDC sends DAD Status Request to all Monitor request sent by DCADA to one or more
21.a.3 DDC DAD DAD Status Request Transfer Substation DADs within the area of DAD Status Request Substation DADs to determine optimal system SDPN MMS IEC 61850 Various
control via SDPN .
Substation " DDC sends DAD Control Signal to all " Updated configuration settings for one or more :
21.a4 DDC DAD DAD Control Signal Transfer relevant Substation DADs via SDPN DAD Control Signal Substation DADs as determined by VVC. SDPN MMS IEC 61850 Various
: DDC sends DAD Control Signal to a : : : :
Substation " . : P Substation DAD Configuration settings for a Substation DAD sent from :
21.a5 DDC DAD DAD Control Signal Transfer i\;l;s::gﬁzﬁlzl:D via SDPN to initiate Control Signal DCADA to the Substation DAD. SDPN MMS IEC 61850 Various
Substation Substation DAD sends Fault Detected A signal sent to DAC from a Substation DAD indicating :
21b.1 DAD DDC Fault Detected Msg Transfer Msg to DDC via SDPN Fault Detected Msg the Substation DAD has detected a fault. SDPN MMS IEC 61850 Various
Substation Substation DAD sends DAD Status A Msg sent from a Substation DAD to DDC containing .
21b.2 DAD DDC DAD Status Response Transfer Response to DDC via SDPN DAD Status Response the configuration settings of the DAD. SDPN MMS IEC 61850 Various
Substation Recloser Open and Fault Detected RECL sends Recloser Open and Fault Recloser Open & Fault A signal sent to DAC from a Substation DAD indicating .
2163 DAD pbc Msg Transfer Detected Msg to DDC via SDPN Detected Msg the Recloser is open due to a fault that has occurred. SDPN MMS IEC 61850 Various
Substation Substation DAD sends DAD Status A Msg sent from a Substation DAD to DAC containing .
21.b.4 DAD DDC DAD Status Update Transfer Update to DDC via SDPN DAD Status Update the configuration settings of the Substation DAD. SDPN MMS IEC 61850 Various
Substation . Substation DAD sends Lock-Out . A signal sent to DAC from a Substation DAD indicating .
21b.5 DAD DDC Lock-Out Signal Transfer Signal to DDC via SDPN Lock-Out Signal the CBR is locked due to the fault. SDPN MMS IEC 61850 Various
Substation Substation DAD sends DAD Status Response from a Substation DAD to DCADA that DAD .
21b.6 DAD DDC DAD Status Response Transfer Response to DDC via SDPN DAD Status Response Status has been sent. SDPN MMS IEC 61850 Various
. . An alarm Msg sent from a Substation DAD to DCADA to
21.b.7 Substation DDC DAD Alarm Report Substa_tlon DAD sends DAD Alamm to Substation DAD Alarm report an alert condition that has occurred at the SDPN MMS IEC 61850 Various
DAD DDC via SDPN y
Substation DAD.
Substation Substation DAD sends DAD Status " A Msg containing DAD status sent from a Substation .
DAD DDC DAD Status Report Update to DDC via SDPN Substation DAD Status DAD to DCADA. SDPN MMS IEC 61850 Various
D-SCADA begins Fault Isolation .
" : A Msg sent from D-SCADA to DDC & a DAD containing Backhaul :
22.a.1 D-SCADA DDC DAD Status Request Transfer gzlci:]:;lct)g B)E)éendlng DAD Status DAD Status Request a request for the configuration settings of a DAD. WAN MMS IEC 61850 Various
- ’ D-SCADA sends Circuit - " A command sent from D-SCADA to DDC containing the Backhaul :
22.a.2 D-SCADA DDC Circuit Reconfiguration Transfer Reconfiguration Command to DDC Circuit Reconfiguration configuration settings of a DAD. WAN MMS IEC 61850 Various
D-SCADA sends a DAD Status Monitor request sent by D-SCADA to DDC to determine Backhaul :
22.a3 D-SCADA DDC DAD Status Request Transfer Request to DDC DAD Status Request optimal system parameters. WAN MMS IEC 61850 Various
" D-SCADA creates and sends a DAD " Updated configuration settings for a Substation or Field Backhaul :
22.a.4 D-SCADA DDC DAD Control Signal Transfer Control Signal to DDC DAD Control Signal DAD as determined by VC. WAN MMS IEC 61850 Various
" D-SCADA sends DAD Control Signal " Configuration settings for a Substation or Field DAD Backhaul :
22.a5 D-SCADA DDC DAD Control Signal Transfer to DDC DAD Control Signal sent from D-SCADA to DDC. WAN MMS IEC 61850 Various
" D-SCADA sends DAD Control Signal Field DAD Control Configuration settings for a Field DAD sent from D- Backhaul :
22.a.6 D-SCADA DDC DAD Control Signal Transfer to DDC Signal SCADA to DDC. WAN MMS IEC 61850 Various
-~ DDC sends Fault Detected Msg to D- A signal sent to D-SCADA from DDC indicating a DAD Backhaul .
22.b.1 DDC D-SCADA Fault Detected Msg Transfer SCADA Fault Detected Msg has detected a fault. WAN MMS IEC 61850 Various
-~ DDC sends DAD Status Response to A Msg sent from DDC to D-SCADA containing the Backhaul .
22b.2 DDC D-SCADA DAD Status Response Transfer D-SCADA DAD Status Response configuration settings of a DAD. WAN MMS IEC 61850 Various
-~ Recloser Open and Fault Detected DDC sends Recloser Open and Fault Recloser Open & Fault A signal sent to D-SCADA from DDC indicating a Backhaul .
2263 bbc D-SCADA Msg Transfer Detected Msg to D-SCADA Detected Msg Recloser is open due to a fault that has occurred. WAN MMS IEC 61850 Various
-~ DDC sends DAD Status Update to D- A Msg sent from DDC to D-SCADA containing the Backhaul .
22b.4 DDC D-SCADA DAD Status Update Transfer SCADA DAD Status Update configuration settings of a DAD. WAN MMS IEC 61850 Various
~ -~ N DDC sends Lock-Out Signal to D- -~ N A signal sent to D-SCADA from DDC indicating a CBR Backhaul .
22b.5 DDC D-SCADA Lock-Out Signal Transfer SCADA Lock-Out Signal is locked due to the fault. WAN MMS IEC 61850 Various
2206 pDC D-SCADA | DAD Status Response Transfer DDC sends DAD Status Response to DAD Status Response | Response from DDC to D-SCADA that a DAD Status Backhaul MMS IEC 61850 Various
D-SCADA has been sent. WAN
22b7 pDC D-SCADA | DAD Alarm Transfer DDC sends DAD Alarm to D-SCADA | Substation DAD Alarm | AN 8larm Msg sent from DDC to D-SCADA to report an Backhaul MMS IEC 61850 Various
alert condition that has occurred at a Substation DAD. WAN
2b8 pDC D-SCADA | DAD Alarm Transfer DDC sends DAD Alam to D-SCADA |  Field DAD Alarm An alarm Msg sent from DDC to D-SCADA o report an Backhaul MMS IEC 61850 Various
alert condition that has occurred at a Field DAD. WAN
DDC sends DAD Status Update to D- . A Msg containing a Substation DAD status sent from Backhaul .
22b.9 DDC D-SCADA DAD Status Transfer SCADA Substation DAD Status DDC o D-SCADA. WAN MMS IEC 61850 Various
DDC sends DAD Status Update to D- " A Msg containing a Field DAD status sent from DDC to Backhaul .
22b.10 DDC D-SCADA DAD Status Transfer SCADA Field DAD Status D-SCADA. WAN MMS IEC 61850 Various
\ \
Meter Interval and Register Reads AHE sends Meter Interval and Meter Interval and The file contains day-behind meter reads (interval and Private
Transfer Register Reads to DERM. Register Reads register). Connection
\ \
DAC begins Fault Isolation Calculation -
h A Msg sent from DAC to DDC & a DAD containing a :
24.a1 DAC DDC DAD Status Request Transfer B)B%endlng DAD Status Request to DAD Status Request request for the configuration settings of the DAD. SDAN MMS IEC 61850 Various
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Msg ID

Producer

Receiver

Name of Process/Transacti

Description of Process/Transaction

Information Object
Name

Information Object Description

Transport
Method

Interface
Standard

Network

Protocols Standard Msg Name

(Actor 1)

(Actor 2)

DAC sends Circuit Reconfiguration

A command sent from DAC to a DAD containing the

DAC

HEMP sends HAND Info Request to

DCADA.

Request from HEMP (or other Utility back-office system)

24.a2 DAC DDC Circuit Reconfiguration Transfer Command to DDC Circuit Reconfiguration configuration settings of the DAD. SDAN MMS IEC 61850 Various
2423 DAC DDC DAD Status Request Transfer DCADA sends a DAD Status Request | 5 gya1us Request Monitor request sent by DCADA to a DAD to determine SDAN MMS |EC 61850 Various
to DDC optimal system parameters.
" DAC creates and sends a DAD " Updated configuration settings for a Substation or Field :
24.a4 DAC DDC DAD Control Signal Transfer Control Signal to DDC DAD Control Signal DAD as determined by VVC. SDAN MMS IEC 61850 Various
" DAC sends DAD Control Signal to " Configuration settings for a Substation or Field DAD :
24.a5 DAC DDC DAD Control Signal Transfer DDG DAD Control Signal sent from DCADA to a Substation DAD. SDAN MMS IEC 61850 Various
" DAC sends DAD Control Signal to Field DAD Control Configuration settings for a Field DAD sent from .
24.a6 DAC DDC DAD Control Signal Transfer DDG Signal DCADA to a Field DAD. SDAN MMS IEC 61850 Various
24.b.1 DpDC DAC Fault Detected Msg Transfer DDC sends Fault Detected Msg to Fault Detected Msg A signal sent to DAC from a DAD indicating the DAD SDAN MMS IEC 61850 Various
DAC has detected a fault.
242 DDC DAC DAD Status Response Transfer DDC sends DAD Status Response to DAD Status Response | A Msg sent from a DAD to DAC containing the SDAN MMS |EC 61850 Various
DAC configuration settings of the DAD.
Recloser Open and Fault Detected DDC sends Recloser Open and Fault Recloser Open & Fault A signal sent to DAC from a DAD indicating the .
2463 bbc bAc Msg Transfer Detected Msg to DAC Detected Msg Recloser is open due to a fault that has occurred. SDAN MMS IEC 61850 Various
24b.4 DDC DAC DAD Status Update Transfer DDC sends DAD Status Update to DAD Status Update A Msg sent from a DAD to DAC containing the SDAN MMS |EC 61850 Various
DAC configuration settings of the DAD.
2405 DpDC DAC Lock-Out Signal Transfer DDC sends Lock-Out Signal to DAC Lock-Out Signal 2 Signal sent 1o DAC irom a DAD indicating the CBR is SDAN MMS IEC 61850 Various
2406 DpDC DAC DAD Status Response Transfer DG sends DAD Status Response to | pap status Response | fosbonse ffom DAD to DCADA that DAD Status has SDAN MMS IEC 61850 Various
. An alarm Msg sent from a Substation DAD to DCADA to N
24.b.7 DDC DAC DAD Alarm Transfer DDC sends DAD Alarm to DAC Substation DAD Alarm report an alert condition that has occurred at the DAD. SDAN MMS IEC 61850 Various
) An alarm Msg sent from a Field DAD to DCADA to :
24b.8 DDC DAC DAD Alarm Transfer DDC sends DAD Alarm to DAC Field DAD Alarm report an alert condition that has occurred at the DAD. SDAN MMS IEC 61850 Various
24b.9 DpDC DAC DAD Status Transfer D sends DAD Status Update to Substation DAD Status | £ M58 contaiing DAD status sent from a Substation SDAN MMS IEC 61850 Various
24.5.10 pDC DAC DAD Status Transfer DDC sends DAD Status Update to Field DAD Status A Msg containing DAD status sent from a Field DAD to SDAN MMS IEC 61850 Various

PCT.

25.a.4 HEMP AHE HAND Info Request Transfer AHE via ESB HAND Info Request to AHE for HAND information. ESB HTTP(S) IEC 61968-9 GET(HANDeviceAssets)
Msg from HEMP to AHE that contains the load
HEMP sends DR Event Msg Transfer curtailment details for a specific MTR. Details are based - CREATE(HANDeviceControl
25.a.8 HEMP AHE DR Event Msg Transfer to AHE DR Event Msg upon the type of DR event and user defined preferences ESB HTTP(S) IEC 61968-9 s)
in the HEMP.
Response from AHE to HEMP (or originating Utility
AHE sends HAND Info Response to back-office system) containing HAND information. g .
25.b.5 AHE HEMP HAND Info Response Transfer HEMP via ESB HAND Info Response Response includes MAC Address, Device Type, ESB HTTP(S) IEC 61968-9 REPLY(HANDeviceAssets)
ion Code, Installation Date and Pair ID.
" . . Response Msg from AHE to HEMP indicating that the .
DR Event Received AHE sends DR Event Received DR Event Received CREATED(HANDeviceEvent
25b.9 AHE HEMP Acknowledgement Transfer Acknowledgement to HEMP via ESB Acknowledgement demand response event has been scheduled at the ESB HTTP(S) IEC 61968-9 s)

25.b.14

26.a.1

AHE

RTAC

HEMP

DDC

Meter Interval and Register Reads
Transfer

Grid-Connected DER Status Update
Transfer

AHE sends Meter Interval and
Register Reads to HEMP via Legacy
MQ.

RTAC sends Grid-Connected DER
Status Update to DDC via DAN.

Meter Interval and
Register Reads

Grid-Connected DER
Status Update

The file contains day-behind meter reads (interval and
register). Legacy MQ process used to re-format the file
received from AHE (converted each meters' interval
reads to register reads) before being sent to HEMP.

The message will contain the current value for either a
digital or analog status point that is associated with the
Grid-Connected DER. Depending on the point, the
message is trigged by any change in value or by the
defined polling period configured in DDC.

Legacy MQ

DAN

SFTP N/A N/A

DNP3 IEEE 1815 Various

26.b.1

DDC

RTAC

Grid-Connected DER Control Signal
Transfer

Single Sign-On Authentication

DDC sends Grid-Connected DER
Control Signal to RTAC via DAN.

Customer logged into ALNK portal
clicks on button to navigate to HEMP.
After HEMP sends Assertion Request

Grid-Connected DER
Control Signal

Single Sign-On

The message will contain the desired value for either a
digital or analog control point that is associated with the
Grid-Connected DER. The message is triggered
anytime the DDC receives a Grid-Connected DER
Control Signal from the upstream system (D-SCADA).

Only Customers that are enrolled in HEMP program can
see button from their ALNK session. Customers aren't

DAN

DNP3 IEEE 1815 Various

30.a.1

Cls

GIs

Assertion Request Transfer

Customer Status Transfer

ALNK to verify Customer already has
an active ALNK session.

CIS sends current Customer Status
Data to GIS via the Back Office
Network.

Assertion Request

Customer Status Data

ALNK responds to the Assertion Request sent by ALNK.

A shadow database containing the current status for
each customer is extracted from CIS and sent to GIS to
synchronize all of the customers on each Point of
Service in GIS. This database includes Service Point ID,
Point of Service, and Transformer for each customer.

Back Office
Network

29a1 ALINK HEMP Assertion Response Transfer to ALNK, ALNK sends Assertion 2:;23?2?'225" onse allowed access to the HEMP until ALNK sends the Internet TCPiP SAML N/A
Response to HEMP to finish Single P Assertion Response to HEMP.
Sign-On process.
After Customer navigates to HEMP, Single Sign-On

29..1 HEMP ALINK Single Sign-On Authentication HEMP sends Assertion Request to Authentication Customers aren't allowed access to the HEMP until Internet TCPIP SAML N/A

SFTP N/A N/A
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Producer Receiver
(Actor 1) (Actor 2)

Information Object
Name

Transport Network Interface

Msg ID Method Protocols Standard

Name of Process/Transaction Description of Process/Transaction Information Object Description Standard Msg Name

Current mapping between Service Point ID, Point of
GIS sends current Customer Service, and Transformer is retrieved from GIS and sent
Customer Connectivity Status Connectivity Data to CIS via the Back Customer Connectivity to CIS via a daily batch process. This data ensures CIS Back Office
Change Transfer Office Network. A portion of this Data stays in sync with GIS after a customer is added to a Network
process involves manual interaction. Point of Service, removed from a Point of Service, or
moved to a different Point of Service.

\ \ \
Customer Account Information CIS sends Customer Account Customer Account This information includes customers' enroliment status, Private
\ \ \

A shadow database containing the the current status for

32.a.1 CIs DERM Customer Status Transfer gIaStasteongsEgJ’\;Ir-ent Customer Status Customer Status Data ?:f:;:;fan;gi:fcﬁl)g;a:tse:nzggnpﬂﬁtalg? ;zmttngERM. CoF:\rr?/eactt?on SFTP N/A N/A
Service, and Transformer for each customer.
o The§e messages are used for internal . ) ) o . . SAE J1772
34.a.1 EVCS PEV i?é;’"g,gg’fgi:&"mm””"’a""" fopggf;;":hg%'g ;"Pegsb;f tﬂ“:;gg; Internal Process Data E\‘,'égag;:rzeed;‘gé’\‘}_erna' application logic for a given cléi\rlgc |t|0 i SAEJ1772 | SAE J1772 N/A
- rl'alf:%e messages are used for internal . . . o . . SAE J1772
34.6.1 PEV EVCS el Process Communication f‘opgg?;‘y"’cnhg%': o enable the ;Xfesr Intenal Process Data | Lriegaals :rzeed  for intemal application logic for a given Levelll | SAEUITT2 | sAE T2 NIA
rate.

- These messages are used for internal . . . DAC Siemens
Internal Process Communication processes. Internal Process Data This data is used for internal control processes. Internal Proprietary

A shadow database containing the the current status for
CIS sends current Customer Status each customer is extracted from CIS and sent to OMS

37.a.1 CIS (gmg) Customer Status Transfer Data to OMS (DMS sub-system) via Customer Status Data on a weekly basis. This database includes Service Point B‘;ﬁ;\g:fe SFTP N/A N/A
the Back Office Network. ID, Point of Service, and Transformer for each
customer.
I e e Y
Meter Interval and Register Reads AHE sends Meter Interval and Meter Interval and The files contain day-behind meter reads (interval and Connection
Transfer Register Reads to DMAT. Register Reads register).
& Internet
I I [ Y
On-Demand Meter Read Request MFR sends On-Demand Meter Read On-Demand Meter Request from AHE to MMB's internal reading table for Meter L+G L+G
50.a.1 MFR MMB Transfer Request to MMB Read Request current meter usage data. Internal Proprietary Proprietary Command(OnDemandRead)
Gap-Filling Meter Read Request MFR sends Gap-Filling Meter Read Gap-Filling Meter Read Request from AHE to MMB for a specific set of interval Meter L+G L+G .
50.a.2 MFR MMB Transfer Request to MMB Request and/or register MTR data. Internal Proprietary Proprietary GET(MeterReading)
¥ I I Request from AHE to MMB's internal reading table for
5043 MFR MMB On-Demand Meter Status Request MFR sends On-Demand Meter Status On-Demand Meter current meter reading data. This data is used to Meter L+_G L+_G Command(OnDemandRead)
Transfer Request to MMB Status Request " Internal Proprietary Proprietary
determine meter status.
y MFR sends MTR Configuration MTR Configuration Msg from AHE to MMB that contains a modification to Meter L+G L+G
50.a5 MFR MMB MTR Configuration Update Transfer Update to MMB Update the MTR Configuration. Internal Proprietary Proprietary N/A
5046 MFR MMB MMB Firmware Update Transfer MFR sends MMB Firmware Update to MMB Firmware Update Msg from AHE to MMB that contains a new version of Meter L+_G L+_G N/A
MMB firmware. Internal Proprietary Proprietary
50.b.1 MMB MFR On-Demand Meter Read Data MMB sends On-Demand Meter Read On-Demand Meter Current meter usage data retrieved from MMB's internal Meter L+G L+G Response(Readings)
- Transfer Data to MFR Read Data reading table and sent to AHE. Internal Proprietary Proprietary P 9
MMB sends Interval Meter Read Data Interval Meter Read ANSI C12.19 formatted interval usage data generated Meter L+G L+G .
506.2 MMB MFR Interval Meter Read Data Transfer to MFR Data and stored in the MMB's reading table and sent to MFR. Internal Proprietary Proprietary IntervalReadings
. . ANSI C12.19 formatted total daily usage reading
50.b.3 MMB MFR Register Meter Read Data Transfer MMB sends Register Meter Read Data Register Meter Read generated and stored in the MMB's register and sent to Meter L+.G L+.G RegisterReadings
to MFR Data MFR Internal Proprietary Proprietary
. ESI, MMB, or MFR sends Advisory . Msg generated in a MTR sub-device and sent to the Meter L+G L+G Various. See AMI-06 for
50b.4 MMB MFR Advisory Event Msg Transfer Event Msg to MFR Advisory Event Msg MFR. Contains any MTR events defined as “advisory”. Internal Proprietary Proprietary details.
ESI, MMB, or MFR sends Log Only Msg generated in a MTR sub-device and sent to the Meter L+G L+G Various. See AMI-07 for
5065 MMB MFR Log Only Event Msg Transfer Event Msg to MFR Log Only Event Msg MFR. Contains any MTR events defined as “log only”. Internal Proprietary Proprietary details.
ESI, MMB, or MFR sends Alarm Event Msg generated in a MTR sub-device and sent to the Meter L+G L+G Various. See AMI-05 for
506.6 MMB MFR Alarm Event Msg Transfer Msg to MFR Alarm Event Msg MFR. Contains any MTR events defined as “alarm”. Internal Proprietary Proprietary details.
Current meter reading data retrieved from MMB'’s
50b.7 MMB MFR On-Demand Meter Status Response MMB sends On-Demand Meter Status On-Demand Meter internal reading table and sent to AHE. This data is Meter L+_G L+_G Response(Readings)
Transfer Response to MFR Status Response % Internal Proprietary Proprietary
used to determine meter status.
50b.9 MMB MFR MTR Configuration Update MMB sends MTR Configuration MTR Configuration Response Msg from MMB to AHE to confirm that MTR Meter L+G L+G N/A
o Confirmation Transfer Update Confirmation to MFR Update Confirmation Configuration Update was made successfully. Internal Proprietary Proprietary
MMB Firmware Update Confirmation MMB sends MMB Firmware Update MMB Firmware Update Response Msg from MMB to AHE to confirm that Meter L+G L+G
50.b.10 MMB MFR : " : . : N/A
Transfer Confirmation to MFR Confirmation firmware update was installed successfully. Internal Proprietary Proprietary
Gap-Filling Meter Read Data MMB sends Gap-Filling Meter Read Gap-Filling Meter Read Interval and/or register MTR data for a specific period of Meter L+G L+G .
50611 MMB MFR Transfer Data to MFR Data time that is retrieved from MMB and sent to AHE. Internal Proprietary Proprietary REPLY(MeterReadings)
501 MFR Esl Commission HAN Command MFR sends Commission HAN Commission HAN Command from the AHE to the MTR to turn on the ESI Meter L+G L+G Command(CommissionHAN)
o Transfer Command to ESI Command and enable the UHAN. Internal Proprietary Proprietary
- L Request from AHE to MTR for HAND provisioning. . .
50..2 MFR Esl Provision HAND Command Transfer | MR sends Provision HAND Provision HAND Contains Meter ID, HAND MAC Address and HAND Meter L+G L+G - Aligns | Command(ProvisionHANDev
Command to ESI Command Internal Proprietary with SEP 1.0 ice)

Install Code, and Allow Joining duration.

V2.0 05/22/2015 L-9



KCP&L Green Impact Zone SmartGrid Demonstration

Final Technical Report: Appendices

Msg ID

Producer

Receiver

Name of Process/Transacti

of Process/Transaction

Information Object
Name

Information Object Description

Transport

Method

Network
Protocols

Interface
Standard

Standard Msg Name

(Actor 1)

(Actor 2)

Request from AHE to ESI to send a text Msg to HAND.

Meter

L+G

L+G - Aligns

50.f.3 MFR ESI Text Msg Transfer MFR sends Text Msg to ESI Text Msg ﬂC:gntalns text Msg, start time, duration and confirmation Internal Proprietary with SEP 1.0 Command(HANMsg)
. § . " - " Pricing information sent from AHE to ESI. Contains flat, Meter L+G L+G - Aligns -
50.f.5 MFR ESI Pricing Signals Transfer MFR sends Pricing Signals to ESI Pricing Signals time-of-use, or critical peak pricing. Internal Proprietary with SEP 1.0 Command(HANPricing)
- MFR sends HAND Pairing Info HAND Pairing Info - " Meter L+G L+G - Aligns - .
50.f.6 MFR ESI HAND Pairing Info Request Transfer Request to ESI Request Request from AHE to ESI for HAND pairing information. Internal Proprietary with SEP 1.0 Command(GetPairingDetails)
50.£.7 MFR EsI HAND De-Provision Request MFR sends HAND De-Provision HAND De-Provision Request sent from AHE to ESI for the de-provisioning of Meter L+G L+G - Aligns Command(DeprovisionHAND
o Transfer Request to ESI Request a HAND. Internal Proprietary with SEP 1.0 evice)
UHAN De-Commission Request MFR sends UHAN De-Commission UHAN De-Commission Request from AHE to ESI for de-commissioning of the Meter L+G L+G Command(DecommissionHA
50.f.8 MFR ESI . .
Transfer Request to ESI Request UHAN. Internal Proprietary Proprietary N
Msg from AHE to ESI, through MFR, that contains the
load curtailment details for a specific MTR. Details are Meter L+G L+G - Aligns
50.f.9 MFR ESI DR Event Msg Transfer MFR sends DR Event Msg to ESI DR Event Msg based upon the type of DR event and user defined Internal Proprietary with SEP 1.0 Command(LoadControl)
preferences in the HEMP.
50.£.10 MFR EsI ESI Firmware Update Transfer MFR sends ESI Firmware Update to ESI Firmware Update Msg from AHE to ESI that contains a new version of Meter L+_G L+_G N/A
ESI firmware. Internal Proprietary Proprietary
PR MFR sends Daily Bill TrueUp Msg to P Tunnel Text Msg from AHE to ESI that contains Daily Meter L+G L+G - Aligns
50.f.11 MFR ESI Daily Bill TrueUp Msg Transfer S| Daily Bill TrueUp Msg Bill TrueUp data. Internal Proprietary with SEP 1.0 Command(HANMsg)
o o et Response from the ESI to the AHE indicating that the ool
50.9.1 ES| MFR _Il-_lr/:l;ls(f:eormmlssmned Response Ei s:'r:g: :;I)ANI\IIFCRommlsswned g:sN Sr?sn;mlsswned ESI has been enabled and the UHAN has been Ir':f::ﬁzral ProL:i(e;tar ProL;Sta Response(HAg;Commlssmne
P P established. Contains Meter ID and HAN Network ID. P! Y prietary
. . Response from MTR to AHE indicating UHAN is .
. ESI sends Ready-to-Pair Response to Ready-to-Pair A N 4 > Meter L+G L+G - Aligns .
50.9.2 ESI MFR Ready-to-Pair Response Transfer MFR Response :?orr;zslzsnoned and ESl is ready to begin the pairing Internal Proprietary with SEP 1.0 Response(Ready-to-Pair)
Provision Complete Response ESI sends Provision Complete Provision Complete Response from MTR to AHE indicating that HAND has Meter L+G L+G - Aligns -
50.9.3 Esl MFR Transfer Response to MFR Response been provisioned to ESI. Internal Proprietary with SEP 1.0 Response(PairingComplete)
. ESI, MMB, or MFR sends Alarm Event . Msg generated in a MTR sub-device and sent to the Meter L+G L+G Various. See AMI-06 for
50.g.4 Esl MFR Advisory Event Msg Transfer Msg to MFR Advisory Event Msg MFR. Contains any MTR events defined as “advisory”. Internal Proprietary Proprietary details.
ESI, MMB, or MFR sends Log Only Msg generated in a MTR sub-device and sent to the Meter L+G L+G Various. See AMI-07 for
50.9.5 Esl MFR Log Only Event Msg Transfer Event Msg to MFR Log Only Event Msg MFR. Contains any MTR events defined as “log only”. Internal Proprietary Proprietary details.
ESI, MMB, or MFR sends Alarm Event Msg generated in a MTR sub-device and sent to the Meter L+G L+G Various. See AMI-05 for
50.9.6 Esl MFR Alarm Event Msg Transfer Msg to MFR Alarm Event Msg MFR. Contains any MTR events defined as “alarm”. Internal Proprietary Proprietary details.
Confirmation from ESI to AHE that CUST acknowledged Meter L+G L+G - Aligns
50.9.7 ESI MFR Text Msg Response Transfer ESI sends Text Msg Respone to MFR Text Msg Response receipt of text Msg. Requirement for this Msg is . N 9 Response (TextMsgCreated)
Internal Proprietary with SEP 1.0
controlled by the Text Msg.
- . . . - ’ Acknowledgement from ESI to AHE that Pricing Signals _ Al
50.9.9 ESI MFR Pricing Signals Acknowledgement ES| sends Pricing Signals Pricing Signals were received. Requirement for this Msg is controlled by Meter L+.G L.+G Aligns Response(HANPricing)
Transfer Acknowledgement to MFR Acknowledgement the Pricing Signals. Internal Proprietary with SEP 1.0
L - . Response from ESI to AHE containing HAND pairing Al
50.g.10 ESI MFR HAND Pairing Info Response ESI sends HAND Pairing Info HAND Pairing Info information. Response includes MAC Address, Device Meter L+.G L.+G Aligns Response(PairingDetails)
Transfer Response to MFR Response Type and Pair ID. Internal Proprietary with SEP 1.0
50..11 Es| MFR HAND De-Provision Confirmation ESI sends HAND De-Provision HAND De-Provision Confirmation from ESI to AHE that the HAND has been Meter L+G L+G - Aligns Response(HANDeviceDepro
9 Transfer Confirmation to MFR Confirmation de-provisioned. Internal Proprietary with SEP 1.0 visioned)
UHAN De-Commission Confirmation ESI sends UHAN De-Commission UHAN De-Commission Response from ESI to AHE confirming that the UHAN Meter L+G L+G Response(HANDecommissio
50.g.12 ESI MFR " " " e . .
Transfer Confirmation to MFR Confirmation has been de-commissioned. Internal Proprietary Proprietary ned)
. . . Response Msg from ESI to AHE, through MFR, Al
50.g.13 ESI MFR DR Event Received ES sends DR Event Received DR Event Received indicating that the demand response event has been Meter L+.G L.+G Aligns Response(LoadControl)
Acknowledgement Transfer Acknowledgement to MFR Acknowledgement scheduled at the PCT. Internal Proprietary with SEP 1.0
50..14 Es| MFR ESI Firmware Update Confirmation ESI sends ESI Firmware Update ESI Firmware Update Response Msg from ESI to AHE to confirm that Meter L+G L+G N/A
9 Transfer Confirmation to MFR Confirmation firmware update was installed successfully. Internal Proprietary Proprietary
ESI sends DR Evnet Started Msg to Msg from ESI to AHE, through MFR, indicating that the Meter L+G L+G - Aligns
50.9.16 ESI MFR DR Event Started Msg Transfer MER DR Event Started Msg demand response event has started. Internal Proprietary with SEP 1.0 Response(LoadControl)
ESI sends DR Evnet Completed Msg DR Event Completed Msg from ESI to AHE, through MFR, indicating that the Meter L+G L+G - Aligns
50.9.17 Esl MFR DR Event Completed Msg Transfer to MFR Msg demand response event has ended. Internal Proprietary with SEP 1.0 Response(LoadControl)
Request from HEMP to CHR to send a text Msg to HANG Tendril Tendril -
51.a.1 IPI CHR Text Msg Transfer IPI sends Text Msg to CHR Text Message HAND. Contains text Msg, start time, duration and N Aligns with N/A
n . Internal Proprietary
confirmation flag. SEP 1.0
. Msg from HEMP to CHR containing changes to the . Tendril -
51.a3 IPI CHR HEMP Settings Update Transfer IPI sends HEMP Settings Update to HEMP Settings Update HEMP setings including set point, fan operation and HANG Ten_drll Aligns with N/A
CHR " Internal Proprietary
daily/weekly schedule. SEP 1.0
. . " Tendril -
51a4 = CHR HEMP Settings Update Transfer IPI sends HEMP Settings Update to HEMP Setiings Update Msg from HEMP to CHR containing changes to the HANG Ten_drll Aligns with N/A
CHR HEMP settings. Includes schedule and on/off state. Internal Proprietary SEP 1.0
51a5 Pl CHR HAND De-Provision Request IPI sends HAND De-Provision HAND De-Provision Request from HEMP to CHR to de-provision a HAND HANG Tendril Z’?"g’;se‘g'g}, NA
o Transfer Request to CHR Request from the HANG. Internal Proprietary 9 10
Confirmation from CHR to HEMP that CUST HANG Tendril Tendril -
51.b.1 CHR P Text Msg Response Transfer CHR sends Text Msg Response to IPI Text Msg Response acknowledged receipt of text Msg. Requirement for this . Aligns with N/A
; Internal Proprietary
Msg is controlled by the Text Msg. SEP 1.0
" Msg from CHR to HEMP containing changes to the PCT " Tendril -
51b.4 CHR IP1 PCT Settings Update Transfer CHR sends PCT Settings Update to PCT Settings Update settings including set point, fan operation and HANG Ten_drll Aligns with N/A
IPI . Internal Proprietary
daily/weekly schedule. SEP 1.0
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Msg ID

Producer
(Actor 1)

CHR

Receiver
(Actor 2)

Name of Process/Transaction

Description of Process/Transaction

Information Object
Name

Information Object Description

Request from ESI to HAND to display a text Msg.

Transport
Method

Network
Protocols

HAND De-Provision Confirmation CHR sends HAND De-Provision HAND De-Provision Confirmation from CHR to HEMP that HAND has been HANG Tendril
Transfer Confirmation to IPI Confirmation de-provisioned from HANG. Internal Proprietary

Interface

Standard

Aligns with
ZlgBee SEP

Standard Msg Name

52.a.1 ESI HAND Text Msg Transfer ES sends Text Msg to HAND via Text Msg Contains text Msg, start time, duration and confirmation UHAN IEEE ZigBee SEP Display Msg
UHAN flag 802.15.4 1.0
- " ESI sends Pricing Signals to HAND via . " Pricing information sent from ESI to HAND. Contains IEEE ZlgBee SEP " :
52.a.3 ESI HAND Pricing Signals Transfer UHAN Pricing Signals flat, time-of-use, or critical peak pricing. UHAN 802.15.4 Publish Price
. ESI sends HAND Pairing Info Request HAND Pairing Info Request from ESI to HAND for HAND pairing IEEE ZlgBee SEP : "
52.a.4 ESI HAND HAND Pairing Info Request Transfer 0 HAND via UHAN Request information. UHAN 802.15.4 Device Discovery
HAND De-Provision Request ESI sends HAND De-Provision HAND De-Provision Request from ESI to HAND for the HAND to leave the |IEEE ZlgBee SEP
52a5 ES| HAND Transfer Request to HAND via UHAN Request UHAN. UHAN 802.15.4 1.0 Leave Command
Msg from ESI to PCT that contains the load curtailment
ESI sends DR Event Msg to PCT via details for a specific MTR. Details are based upon the IEEE ZigBee SEP
52.a.6 ESI PCT DR Event Msg Transfer UHAN DR Event Msg type of DR event and user defined preferences in the UHAN 802.15.4 10 Load Control Event
HEMP.
PR ESI sends Daily Bill TrueUp Msg to PR Tunnel Text Msg from ESI to IHD that contains Daily Bill IEEE ZigBee SEP "
52.a.7 ESI IHD Daily Bill TrueUp Msg Transfer |HD via UHAN Daily Bill TrueUp Msg TrueUp data. UHAN 802.15.4 10 Display Msg
Real-Time Energy Usage Response ESI sends Real-Time Energy Usage Real-Time Energy Response from ESI to IHD containing real-time energy IEEE ZigBee SEP
52a8 ESI HD Transfer Response to IHD via UHAN Usage Response usage. UHAN 802.15.4 1.0 Instantaneous Demand
. ESI sends Current Price Response to Current Price Response from ESI to IHD containing current energy IEEE ZlgBee SEP . .
52.a.9 ESI IHD Current Price Response Transfer IHD via UHAN Response prices. UHAN 802.15.4 10 Publish Price
ESI sends Text Msg Response to IHD Response from ESI to IHD containing the latest utility- IEEE ZlgBee SEP .
52.a.10 ESI IHD Text Msg Response Transfer via UHAN Text Msg Response generated text Msg. UHAN 802.15.4 10 Display Msg
g Generic ZigBee compliant command originating from .
52413 ESI HAND ZigBee Command Transfer ES| sends ZigBee Command to HAND |- 7,556 Command either the ESI or a HAND. The destination could be a UHAN IEEE ZigBee SEP Various
via UHAN 802.15.4 1.0
HAND or the ESI.
Confirmation from HAND to ESI that CUST :
52.b.1 HAND ESI Text Msg Resonse Transfer HANE.) sends Text Msg Response to Text Msg Response acknowledged receipt of text Msg. Requirement for this UHAN IEEE ZigBee SEP Msg Confirmation
ESI via UHAN : 802.15.4 1.0
Msg is controlled by the Text Msg.
L . - " . " Acknowledgement from HAND to ESI that Pricing )
Pricing Signals Acknowledgement HAND sends Pricing Signals Pricing Signals N N N " / IEEE ZigBee SEP : .
52.b.3 HAND ESI Transfer Acknowledgement to ESI via UHAN Acknowledgement Signals were recelv_ec_j. Regulrement for this Msg is UHAN 802.15.4 10 Publish Price Response
controlled by the Pricing Signals.
L - . Response from HAND to ESI containing HAND pairing . Simple Descriptor
52.b.4 HAND ESI HAND Pairing Info Response HAND sends HAND Pairing Info HAND Pairing Info information. Response includes MAC Address, Device UHAN IBEE ZigBee SEP Startup Parameters Attribute
Transfer Response to ES| via UHAN Response Type and Pair ID 802.15.4 1.0 Set
5205 PCT Esl DR Event Received PCT sends DR Event Received DR Event Received Response from PCT to ESl indicating that the demand UHAN IEEE ZlgBee SEP Report Event Status
o Acknowledgement Transfer Acknowledgement to ESI via UHAN Acknowledgement response event has been scheduled at the PCT. 802.15.4 Command
Real-Time Energy Usage Request IHD sends Real-Time Energy Usage Real-Time Energy ™ |IEEE ZlgBee SEP
52.b.6 IHD ESI Transfer Request to ES| via UHAN Request Request from IHD to ESI for real-time energy usage. UHAN 802.15.4 Instantaneous Demand
52.b.7 IHD ESI Current Price Request Transfer g'SEIJ siznﬂzg;\i‘rrent Price Request to Current Price Request Request from IHD to ES| for current energy prices. UHAN S(EEE 4 Z|gB1eeOSEP Get Current Price
IHD sends Text Msg Request to ESI Request from IHD to ESI for latest utility-generated text IEEE ZigBee SEP
52.b.8 IHD ESI Text Msg Request Transfer via UHAN Text Msg Request Msg. UHAN 802.15.4 10 Get Last Msg
. Generic ZigBee compliant command originating from "
52.6.10 HAND ESI ZigBee Command Transfer HAND sends ZigBee Command to ESI |, 50 command sither the ESI or a HAND. The destination could be a UHAN IBEE ZigBee SEP Various
via UHAN HAND or the ESI 802.15.4 1.0
PCT sends DR Event Started Msg to Msg from PCT to ESl indicating that the demand IEEE ZigBee SEP Report Event Status
52.b.11 PCT ESI DR Event Started Msg Transfer ESI via UHAN DR Event Started Msg response event has started. UHAN 802.15.4 10 Command
PCT sends DR Evnet Completed Msg DR Event Completed Msg from PCT to ESl indicating that the demand IEEE ZigBee SEP Report Event Status
52b.12 pcT EsI DR Event Completed Msg Transfer to ESI via UHAN Msg response event has ended. UHAN 802.15.4 1.0 Command
. Generic ZigBee compliant command originating from "
52.c.1 HAND HAND ZigBee Command Transfer HAND sends ZlgBee Command to ZigBee Command either the ESI or a HAND. The destination could be a UHAN IBEE ZigBee SEP Various
another HAND via UHAN 802.15.4 1.0
HAND or the ESI.
. Request from CHR to HAND to display a text Msg. )
53.a.1 CHR HAND Text Msg Transfer CHR sends Text Msg to HAND via Text Msg Contains text Msg, start time, duration and confirmation CHAN IBEE ZigBee SEP Display Msg
CHAN flag 802.15.4 1.0
. CHR sends HEMP Settings Update to . Msg from CHR to LCS containing changes to the HEMP |EEE ZigBee SEP Demand Response and Load
53.a.2 CHR Lcs HEMP Settings Update Transfer LCS via CHAN HEMP Settings Update settings. Includes schedule and on/off state. CHAN 802.15.4 1.0 Control Cluster
g . CHR sends HAND De-Provision HAND De-Provision Request from CHR to HAND to de-provision a HAND |EEE ZigBee SEP
53.a.3 CHR HAND HAND De-Provision Request Request to HAND via CHAN Request from the HANG. CHAN 802.15.4 10 Leave Command
. Generic ZigBee compliant command originating from .
53.a.4 CHR HAND ZigBee Command Transfer CHR ser_\ds ZigBee Command to ZigBee Command either the CHR or a HAND. The destination could be a CHAN IEEE ZigBee SEP Various
HAND via CHAN 802.15.4 1.0
HAND or the CHR.
. Msg from CHR to PCT containing changes to the HEMP . . "
53.a.6 CHR PCT HEMP Settings Update Transfer CHR s_ends HEMP Settings Update to HEMP Settings Update settings including set point, fan operation and CHAN IEEE ZigBee SEP Thermostat Settings Aftribute
PCT via UHAN . 802.15.4 1.0 Cluster
daily/weekly schedule.
Confirmation from HAND to CHR that CUST :
53.b.1 HAND CHR Text Msg Response Transfer HAND_sends Text Msg Response to Text Msg Response acknowledged receipt of text Msg. Requirement for this CHAN IEEE ZigBee SEP Msg Confirmation
CHR via CHAN : 802.15.4 1.0
Msg is controlled by the Text Msg.
. Generic ZigBee compliant command originating from .
530.2 HAND CHR ZigBee Command Transfer gﬁgt\’li:eg‘:;ﬂg%e Command to ZigBee Command either the CHR or a HAND. The destination could be a CHAN 8&555 4 Z'QB:’GOSEP Various

HAND or the CHR.
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Msg ID

Producer

Receiver

Name of Process/Transacti

of Process/Transaction

Information Object
Name

Information Object Description

Transport
Method

Network
Protocols

Interface
Standard

Standard Msg Name

(Actor 1)

(Actor 2)

PCT sends PCT Settings Update to

Msg from PCT to CHR containing changes to the PCT

IEEE

Thermostat Settings Attribute

. " : : " N " ZigBee SEP
53.b.4 PCT CHR PCT Settings Update Transfer CHR via CHAN PCT Settings Update settings including set point, fan operation and CHAN 802.15.5 10 Cluster
daily/weekly schedule.
. Generic ZigBee compliant command originating from N
53.c.1 HAND HAND ZigBee Command Transfer HAND sends Z|g_Bee Command to ZigBee Command either the CHR or a HAND. The destination could be a CHAN IBEE ZigBee SEP Various
another HAND via CHAN 802.15.4 1.0
HAND or the CHR.
Each GOOSE message broadcasted by a Feeder Relay
Feeder Relay (Substation DAD) sends contains a trip indicator, breaker position, event record
54.a.1 Substation Substation GOOSE Broadcast Message GOOSE Broadcast Message out to all GOOSE Broadcast indicator, average to_tal load, average sheddable load, SDPN GOOSE |EC 61850 Various
DAD DAD Transfer other Substation DADS via SPDN Message and ground fault indicator. The relay sends out a
: message anytime its status changes and on a 1-second
interval otherwise.
Each GOOSE message broadcasted by a Main Bus
Main Bus Relay (Substation DAD) Relay contains a trip indicator, breaker position, event
Substation Substation GOOSE Broadcast Message sends GOOSE Broadcast Message GOOSE Broadcast record indicator, load shed indicator, feeder shed .
54.2.2 DAD DAD Transfer out to all other Substation DADs via Message indicator, load scheme status, and fault indicator. The SDPN GOOSE IEC 61850 Various
SPDN. relay sends out a message anytime its status changes
and on a 1-second interval otherwise.
Each GOOSE message broadcasted by a Bus Tie
. " Relay contains a trip indicator, breaker position, event
" " Bus Tie Relay (Substation DAD) sends T P
Substation Substation GOOSE Broadcast Message GOOSE Broadcast record indicator, close-from-main indicator, load values, .
54.2.3 DAD DAD Transfer SggSsikii‘;z(i%a;g\g?;:gg;g:\‘m all Message lockout contacts, and fault indicator. The relay sends SDPN GOOSE IEC 61850 Various
: out a message anytime its status changes and on a 1-
second interval otherwise.
Bus Differential Relay (Substation gaf;:h GO?%EImessage broadcast:d by afBus hb
. . ifferential Relay contains a trip indicator for each bus
54.a.4 Su%s/t\a[;lon Suté)sl;aslon '(I'Br(a)nos?:' Broadcast Message ﬂéD)ﬂsﬂeﬂngztG“? ;)IISOEhzoafi LcaSt EOOSE Broadeast feeder, event record indicator, and lockout contact. The SDPN GOOSE IEC 61850 Various
DADs via SPDN ! relay sends out a message anytime its status changes
i and on a 1-second interval otherwise.
Each GOOSE message broadcasted by a Transformer
Transformer Differential Relay Differential Relay contains a trip indicator, breaker
Substation Substation GOOSE Broadcast Message (Substation DAD) sends GOOSE GOOSE Broadcast position, event record indicator, average available load .
54.2.5 DAD DAD Transfer Broadcast Message out to all other Message for both downstream buses, and transformer lockout SDPN GOOSE IEC 61850 Various
Substation DADs via SPDN. contact. The relay sends out a message anytime its
status changes and on a 1-second interval otherwise.
These messages are used for internal
" : application logic to enable a . : : - . . Substation
54.b.1 SUtE)S;\T:;mn su%s;%'o" Internal Process Communication Substation DAD to analyze and/or Internal Process Data ;I;Ibssctj:ttigl‘lls; :;‘,’ngcgte';gig?ﬂZi}';';]lgg'c foragiven DAD Prosi_ta N/A N/A
operate based upon its local protection P! : Internal P! ry
scheme.
These messages are used for internal
application logic to enable a Field DAD This data is used for internal application logic for a given Field DAD
55.a.1 Field DAD Field DAD Internal Process Communication to analyze and/or operate based upon Internal Process Data Field DAD's local configuration profile or protection Internal Proprietary N/A N/A
its local configuration profile or scheme.
rotection scheme.
The message will contain the current value for either a
. : : digital or analog status point that is associated with the
56A.a.1 sMs RTAC Crid-Connected DER Stalus Update | SMS sends Grid Cornected DER Sria-Connected DER Grid-Connected DER. Depending on the point, the ER DNP3 IEEE 1815 Various
P . P message is trigged by any change in value or by the
defined polling period configured in RTAC.
The message will contain the desired value for either a
.y . . i digital or analog control point that is associated with the
56A.b.1 RTAC SMS Grid-Connected DER Control Signal RTAC sepds Grid-Connected DER Grid Conr_\ected DER Grid-Connected DER. The message is triggered DER DNP3 |EEE 1815 Various
Transfer Control Signal to SMS. Control Signal ) . Ny Internal
anytime the RTAC receives a Grid-Connected DER
Control Signal from the upstream system (DDC).
The message will contain the current value for either a
Grid-Connected DER Status Update DESS sends Grid-Connected DER Grid-Connected DER digital or analog status point that is associated with the DER
568.a.1 DESS Sms Transfer Status Update to SMS. Status Update Grid-Connected DER. The message is trigged by any Internal MODBUS N/A N/A
change in value for the status point.
The message will contain the desired value for either a
.y " .y .y digital or analog control point that is associated with the
56B.b.1 SMS DESS %g‘:\;:r”"eded DER Control Signal g':'rir;eg‘ijsngl”g g‘l’z"s"sec‘ed DER gg:'f;fg?eﬁ;fd DER Grid-Connected DER. The message is triggered |n[t)eEr§a| MODBUS N/A N/A
9 . 9 anytime the SMS receives a Grid-Connected DER
Control Signal from the upstream system (RTAC).
56C.a.1 DESS DESS Internal Process Communication These messages are used for internal Internal Process Data This data is used for internal control processes. DER Kok_am N/A N/A
processes. Internal Proprietal
58.a.1 Residential Residential Internal Process Communication These messages are used for internal Internal Process Data This data is used for internal control processes. DER Sunv_erge N/A N/A
DER DER processes. Internal Proprietary
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Certification :

I hereby certify, as a Professional Engineer in the state of Missouri, that the information in the document
was assembled under my direct personal charge. This report is not intended or represented to be suitable
for reuse by Kansas City Power & Light or others without specific verification or adaptation by the
Engineer. This certification is made in accordance with the provisions #f thg laws and rules of the State of
Missouri. VIl '
s Ty,
\?\\:\\6 OF Mlg :I/#

........
. .,
o B

. I”/,’ I G. Cupp, PE Missouri License # 25698
%}”: fte: // = / 7 - a4

(Reproductions are not valid unless signed,

dated, and embossed with Engineer’s seal)
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NISTIR-7628

Logical

NISTIR-7628 Logical Interface Category Description

Interface

Category

2 Interfaoe between control systems and equipment withoat high availability, but with compute and/or
bandwidth constritmts

4 Interface between control systems and equipment without hagh svaitability, wathout compute nor
© 8 Interfice between control systems within the same organzation

o Interfiace between control systems in different organizations

8 bluﬁneb«mlukomccmm«nmmwmmm

12 Interface between sensor networks and control systems

¥ Interface betwesn systems that 1se the AMI network with high avalability

16 [nterfice berween extemal systems and the customer site
© 1T Inferfiuce botween systems and mobile ficld srew laptopsioquipment
s Interfisce between metenng equapinent
© 9 lmerface botween operstions decision support systems.
2 Ierface between engineering mntenance systens and control equipeent
| S

n Interface between secunty'network/system management corsoles wnd all netwoeks and systems
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KCP&] NISTIR-7628
From Logical Logical

NISTIR-7628
NISTIR- 7628 Logical Interface Logical
Category Description Interface
Category

Interface Interface

Interface between control systems. D-
it s Stices 5 DAC 12a New

Interfbce between bock offics DERM AHE
systems not under common 8 . ! 4 o
management authivity HEMP AHE 2 U2

Interince between control systems 10 D“s MOM 10 Us
and non-control corposate systems. ;
MWFM 13 U102
Ida utl
———
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Imﬁubawmmhtm
customer (resiclentral, commerceal, 15 ESI
and industrial) site networks HAND

Interface between systams thal use
the AMI network (with high 1314
avinlalulity)

CHR

EVSE
Residantial DER
PEV
Commercinl &
Industrial DER
HAND
ESI
HAND
HAND

U62
ul3o

uss

U120
U120
N/A
NA
NIA

U24
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Name

: AccourtLink (ALNK) i an interactive Webesite that is nccessible vin the
ALNK AccountLink lmmu&unﬂuhcﬂmmﬂﬁphyotmmﬁmﬁonhm

mcmmmmswm(askmmm»m

Custoenes wmmuu&wwmmammm
cis bfnsation Customers. In addition to Customer revenise i and service ceder
System the 18 supparts the Utility fimetion that manages Customer

management, :
:ﬂnmbymmammwmﬁmm

The Distribution Data Concentrator (DDC) acts as a nmulti-profoool ppeline
for data fow between the Sabstation, Field Autommation, ind Distibution

wmmnuummmdmw
Comolnlbdlquﬁ-Mn (DCADA),

Grid-Connected Distributed Energy Resources { DER) include

sall-scale
genezation of stotage of any form thet 18 attached 1o the distrbution grid.
Mwmmmmwﬁmc:lmwm :
£ mmmmmmmmm
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Name

mmwmmmmmmnm
Distribuied Energy used to manage demand response events. The DERM schedules events bused
DERM Ma m)mmmwwmmmm

COMIETEIN
WWMW(DEM

The Distnbution Management System (DMS) is & suite of application
software that momtors ind controls the distnbution system squipment based

Dtstribution an computer-asded applications, market information, and opetator control
DMS Management decisions. The DMS integrates the Distribation Operates GUI (DOG),
Systesn Distbution Supervisoey Control and Data Acquisition (D-SCADA)
Distribution Network Analysis (DNA), Outage Management System {OMS),
and Mobile Workforce Management Svstemn (MWEM),

amvms\myzqw(wse;mmmwm
and connectors that are specified by applicable Society of Automotive
Engineers (SAE) standards to provide the transfer of electnic engrgy from the
charging point to the Plug-im Electric Vehicke (PEV),

mmsmm(alsnnm asset marsgement system

Geogtaphic.
Mpmkhsﬂte with asset information and network connectivity for
dvanced applications.

A Hoete Aren Netwoek Gatewny (HANG) 1s a device that registers with the

SmastMeter (MTR) to receive usage data and creates a secondary HAN 0
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MWFM

PEV

Name

Mobie Workforee
Management

System

Plug-n Electnio
Veluale

Description

MWMMWSMMDM)MQMMM
mmmk)dm(em.wm energy genaration, meter logs,
meter fest results) and nuikes duta evailable to authonzed systems. The MDM
performs VEE (vwdmm. amnd editing) and creates bill
determinants for the Custamer Information System (CIS) tlling engine,

TkMohlekaRxeeMllmmSym(MWFM)unmm
z:mﬂmhundmnmemﬂend«uﬂmod«dhmhb
crews.

A Plug-In Electric Vehicle (PEV) s & motorizad car of trck witich runs.
exclisively o parteally on stored hattery power; is opposed to being powsred
directly by carbon-based fisl L 0 PEV plugs info premise

mmvmwymm(evsmmmmm

Substation Distribution Automation M@S(DANISIVM of devices.
'(mwhn, unmncmchan, regulators, ete) located in

Substation that support Estribution sutomition Anetionatity.
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NISTIR-T628
NISTIR-7268 Smart Grid Requirement Name Volume | Page
Number(s)

NISTIR-7628 Smart Grid
Requirement Number

Wireless Accass Restrictions

Usa of Extemal Information Control Systems

Publicly Accessible Content 103

Awarensss and Trainirg Policy and Procedures

S
Seourity Responsitality Testing

Aundit and Accountability Policy and Procedures 108-109

SGAU-3 Content of Audit Records He-110

mmm%m 12

Reasponse to Andit Processing Failures 110-151

Progection of Audit Information 113

Conduct and Frequancy of Audits 113-114

SGAU.3 Audit Tools 114-115
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NISTIR.7
NISTIR-7268 Smart Grid Requirement Name Volume | Page
Number(s)

NISTIR-7628 Smart Grid

Requirement Number

Syrart Grid [nformation Systerm Conmections

Continmors Morstoring 120-121
A W )
SGOM-6 Configuration Settings 124125
Factory Defmdt Sattings Management
Contimity of Operutions Palicy and Procedure

Contimaty of Cperations Roles and Responsibalities
Contimaty of Operations Plan Testing

Altemats Storage Sites

130
e
131
Comuam
132
[T
SG.CP-9 Altermite Control Center 133.134

SGCP-11 Fail-Safe Response 135
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NISTIR-T628
NISTIR-7268 Smart Grid Requirement Name Volume | Page
Number(s)

NISTIR-7628 Smart Grid
Requirement Number

igation and Analysis
SGIR-10 Synart Grid Information System Backup 148
Smart Grid [nformation System Marmtenanee Polioy and
SCGMA-1 Procedutes 149-150

Smart Grd Information System Maintenncs

Maintenance Pesscanel

SG.MP-2
SGMP-4

SGMP-6 Medk Sanitization and Disposil 157

Media Storage 156

SGPE2
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NISTIR-T628
NISTIR-7268 Smart Grid Requirement Name Volume | Page
Number(s)

NISTIR-7628 Smart Grid
Requirement Number

Emesgency Shutoff Protection

sGPES  EmewexyBwa ledes
Delivery and Removal ;
Cee

Location of Smart Gd [nformation System Assets 164

Sirwart Grid Information System Security Plan

Privicy Impact Assessment
‘Sectinty Policy and Procedures 168

SGPM-5 Risk Mamgement Strategy 170:171
Mission/Business Process Defiration

Personnet Security Policy and Procedures
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NISTIR.7

NISTIR-7628 St Grid

NISTIR-7268 Smart Grid Requirement Name Volume | Page
Requirement Number

Number{s)

Secunity Policies foe Contrsctors suxd Thard Parties

Acquisitions
Softwure License Usage Restrictions.

SGSAS Security Enginecring Principles 185-186

SGSA-10 Developar Security Testing
St Grid Information System and Communication
SGSC1 Protection Policy and Procedures
SGSC-4 Information Remnents 1%

Mobile Code

SGSC-19 Secunty Roles 198

199

201

213-204
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NISTIR- 7628
NISTIR-7268 Smart Grid Requirement Name Volume | Page
Number(s)

NISTIR-7628 Smart Grid

Requirement Number

SG812 Flaw Remediation 208
SGSE3 Mabcrous Code and Spem Protection 200
Sirart Gnd Information System Monitosing Tools and
SGSiA l'echmques 206-207
SG S-S Seonnty Alerts and Advisories 207208
SG Sko Seounty Functionality Venficution 208
SGSLT Software wred Information Integrity 08200
S SI-8 Information Input Validation 200
8G 80 Emor Hunedling 200-210
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APPENDIX E

CONTROL ANALYSIS RESULTS
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APPENDIX F

SECURITY REQUIREMENTS FOR CONTROL SETS
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APPENDIX G SAMPLE QUESTIONNAIRE FOR HOSTING VENDORS
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Service/Software/System Description

Name of Service/System

Short Description of

Service/System

Sponsoring Department Name

Lead Project Administrator

Lead Technical Contact

Additional KCP&L. Contacts Name Department

list any additional administrative contacts
or those providing techuical support from

other departments

Hosting Scrvice Provider

Company Name

Contacts Name Phone Email Address

Administrative
Representative

Technical Contact

Reference URL

Additional Information
Needed

Data Classification Definitions

reputation, or financial repercussions. Access is limited to specific individuals.

Internal Use Only: Information that is generally available to emplovees and approved non-
employees

Public: Information officially released for widespread public disclosure or considered to have
value but no risk of unauthorized disclosure

Restricted: Information tor which inadvertent access or disclosure would have legal, regulatory,
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Security Controls

1.0 HIGH LEVEL DESCRIPTION

1.1

Please provide a briel description ol the purpose ol the system, including how the

information will be used. Il possible, include a simple diagran of the dataflow and where

Restricted or Internal Use Only Data will be stored.

2.0 AUTHENTICATION

YES

21

Will users of the hosted service be authenticated by KCP&L systems?

2.2

Will users be authenticated by the hosting service provider?

Will userids assigned by the service provider match KCP&L

221 userids?

2.2.2 | Will each user have a unique userid?

233 Can the scrvice provider's system be configured to require strong
passwords?

234 Can KCP&L dictate password criteria as needed to ensure
compliance with KCP&L security standards?
Can the service provider's system be configured Lo expire user

2.2.5 | passwords pertodically in accordance with KCP&L security
standards?

226 Does the service provider provide a function to enable users to
change their own password securely?

227 Can accounts be locked after a KCP&I. defined number of
unsuccessful login attempts?

228 Can the service provider's system de-authenticate users afier a
KCP&L defined period of inactivity?

2.2.9 | Does the hosted service provide a logout on-demand option?

2.2.10 | Are passwords entered in a non-display field?

2.2.11 | Are passwords encrypted during network transit?

2.2.12 | Arc passwords encrvpted in storage?
Are all attempted and successful logins logged, include date/time,

2.2.13 | userid, source network address. and are maintained [or at least one

year?
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3.0 AUTHORIZATION — Logical Access Control YES [ NO
3.1 | Will users be authorized by a KCP&L based system?
3.2 | Will users be authorized by the hosting service provider's system?
324 Does the service provider’s system ofler the ability to restrict access
within the application based on roles assigned to authorized users?
Will the service provider's system provide easy to read security
3.2.2 | reports that identitv users and their access levels for periodic
review?
Can the authorization process be configured to automatically disable
3.2.3 | uscr accounts or access privileges affer a KCP&L defined period of
non-usc?
3.3 | Can the service provider’s security controls detect and report unauthorized
access attempts?
4.0 DATA SECURITY YES | NO

4.1

Iz all network transfer of KCP&IL, Restricted or Internal Use Only Data
encrypted when traversing the service provider's network and the KCP&L
network or non-KCP&L networks?

4.2

Is all network transfer of KCP&L Restricted or Internal Use Only Data
encrypted between multiple service providers” systems (e.g. web and
database servers)?

4.3

Iz all physical transfer of KCP&L Restricted Data encrypted (e.g. backups to
tape, disk. DVD)?

4.4

Will any KCP&L Restricted or Internal Use Only Data be stored,
temporarily or otherwisc, on end-user workstations, portable devices, or
removable media?

If so. will the data be stored encrypted using a strong encryption

441 methodology?

If encryption is used, are there procedures for key generation, distribution,
storage. use. destruction, and archiving?

4.6

Does the service provider's software provide appropriate controls to cnsure
data mtegrity (¢.g. input validation, checksums of stored data, transaction
redo logs)?

4.7

Will the service provider's developers and systems administration staff who
have access to KCP&T. Restricted or Internal Use Only Data, have unique
account IDs assigned to them?
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Are the duties of the service provider’s technical staff separated to ensure

4.8 . C e
least privilege and individual accountability?

Are there documented job descriptions that accurately reflect

4.8.1

assigned duties and responsibilities and that segregate duties?

Is the activity of service provider's technical staft' logged when performing

4.9 .
system maintenance?

4.9.1 | If s0, are activity logs maintained for at least one year?

410 Is user-level access to KCP&L Restricted or Internal Use Only Data logged,
) monitored, and possible security violations investigated?

4.10.1 | Can this log data be made available to KCP&L?

Does this log data specity the data element or data record accessed

4.10.2 . . .
and the action taken upon the data (e.g. View, Modify, Delete)?

4103 Can the log data support after-the-fact investigations detailing who,
7 | when, and how data or systems were accessed?

Will the service provider's system provide easv to read access audit

4.10.4 . .. .
reports for periodic review?

4.10.5 | Will access to the audit reports be logged and strictly controlled?

S.0RECOVERABILITY YES | NO

5.1 | Is the service provider fully aware of KCP&L’s recoverability objectives?

Does the service provider have and follow a data and system backup plan
commensurate with KCP&L's recoverability objective?

Does the service provider have an adequate hardware maintenance contract
5.3 | or hot spare inventory to meet KCP&1.'s recoverability objective after a
hardware failure?

Does the service provider have the capabilily Lo execute a recovery from a
5.4 | security incident, complete system failure or destruction within the time-
frame of KCP&L’s recoverability objective?

5.5 | To what extent does the hosting service provider ensure system availabilitv consistent with
KCP&L’s recoverability objectives? (e.g. backup power systems, redundant network
paths, use of virtual machines, etc)
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6.0 OPERATIONAL CONTROLS YES | NO

6.1

Does the service provider outsource hosting of their application and data
storage servers to a third-party?

6.2

Has the service provider taken measures to ensure the physical security of
the data center(s) in which the application and data storage scrvers are
housed. specifically addressing aceess controlled and audited centry ways,
temperature monitoring and control, tire prevention and suppression, and
use of a backup power source?

6.3

If the service provider is currently providing hosting services for other
clients, is multi-client access effectively controlled to ensure users are
restricted to only the data they are authorized to access?

6.4

Does the service provider maintain and apply hosl security standards on
their servers and verily thein whenever changes in conliguration are
mtroduced into the system?

6.5

Does the serviee provider have and exercise a process to maintain current
patch levels of software running on their systems?

6.6

Does the service provider implement anti-malware controls on servers?

6.7

Does the service provider practice effective electronic data destruction
procedures when hardware is recycled for repair or removed for disposal?

If the service provider outsources information destruction services, 1s
8.6.1 | the outsourced destruction service a NAID Certified Operation®?
sce: http://www.naidonline.org/certificd members.html

If the service provider outsources information destruction services, please specify
8.6.2 | the name and address of the outsourced vendor:

6.8

What process will be provided to purge old records Iroin service provider svstens?

6.9

Does the service provider have an information security audit or evaluation
program for their operation?

6.10

What methods are used to ensure the expertise of service provider employees who have
access to KCP&I. Restricted or Internal Use Only Data?

6.11

What methods are used to ensure that service provider employees, who have access to
KCP&L Restricted or Internal Use Only Data, have been properly vetted? (e.g. law
enforcement background checks)

6.12

Does the service provider have an effective procedure for timely termination
of access of their staff and KCP&I. users (upon notification) who no longer
need access to the service provider’s systemn?
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6.13 | What methods are used by service provider staff for remote access to systems that store
KCP&L Restricted or Internal Use Only Data?
6.14 | What administrative access will KCP&I. IT workers have to hosted service on vendor
systems?
6.15 | To what cxtent docs the scrvice provider test its software for sccurity vulnerabilitics,
including conducting sofiware penetration tests?
6.16 | Are tests and examinations of key controls routinely made, i.e., network
scans, analyses of router and switch settings, penetration testing?
7.0 INCIDENT RESPONSE YES | NO
Does the service provider have a documented process for reporting security
7.1 | incidents involving svstems used Lo store/access/modily hosted KCP&L data
to the KCP&L Departiment contact or, il appropriate. law enlorceiment?
7.2 | Are security incidents monitored and tracked until resolved?
73 Is incident information and common vulnerabilitics or threats shared with
) owners of interconnected systems or data hosting customers?
7.4 Will a third party ever have access to the service provider's hardware or
* | systems that store KCP&L Restricted or Internal Use Only Data?
75 Are the service provider's database and web server access and etror logs
’ regularly reviewed [or anomalies that could indicate a compromise?
7.6 | What process does the service provider have in place to identity sceurity breaches on
vendor managed systems (¢.g. file integrity checks)?
7.7 | Inthe case of a security breach or unexpected exposure of KCP&T. Restricted or Internal
Use Only Data, what are the hosting service provider’s incident response procedures?
7.8 | What is the service provider's process for disclosing to KCP&L any data requests, such as
subpocnas or warrants, from a third party?
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8.0 APPLICATION SECURITY

81

Does the software development life-cvele model used by the hosting service
provider in the development of their software, incorporate features from any
standards based framework models (e.g. TSP-Secure, SAMM, Microsott
SDI., OWASP, NIST SP80(-64 rev 2, )? If so, please specify.

Are sccurity components identified and represented during cach

8.1.1 .
phase of the software development life -cycle?

8.2

Does the service provider have change management policies in place?

8.2.1 | Is a pre-determined maintenance window used to apply changes?

8.2.2 | How much lead-time will the service provider give KCP&L of upcoming

changes?

8.2.3 | How are customers notified of changes?

8.2.4 Does the service provider have a process to lest their soltware [or
- anomalics when new operating system patches are applied?

825 Ilas a technical and/or security evaluation been completed or
7 | conducted when a significant change occurred?

8.3

Are source code audits performed regularly?

3.1 Are source code audits performed by someone other than the person

or team that wrote the code?

84

Is aceess to the service provider's application restricted to enerypied channels
(c.g. hitps)?

Describe the session management processes used by the hosted service's applications.

9.0 TESTING AND VALIDATION

9.1

Are risk assessments performed and documented on a regular basis or
whenever the system, facilities, or other conditions change?

9.2

Can the hosting service provider make available a test evaluation instance of
their service or application that can be used by KCP&L I'I security stail to
validate the information sccurity assertions madc by the vendor?

931 Can the test evaluation instance include access at both the user-level

interface and management-level interface?
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APPENDIXH UNCONFIRMED SECURITY REQUIREMENTS FROM UCAIUG AMI AND DM
SECURITY PROFILES
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UCAlug AMI Security
Profile Requirement

Requirement Title

DHS-2.8.23

ure mg/Addms Resolution Service
(Recursive or Caching Resolver)

DHS-2.9.4 lnhlmation Classlﬁcatiou
DHS-2,9.7 lniormauon and Documen! Retriwal
Information and Document Destruction
DHS-2.9.9 Information and Document Management Review
‘DHS2103  SystemMonitoringand valuation
DHS-2.10.5 Unplanned System Maintenance
Unauthorized Communications Protection
DHS-2.14.9 mfomauon lnput Restrk:bons
AMISP-2.15.1 Supervasaon and lle\new
bHS23514

Untrusted rr Equipment

DHS-2.15.27

AMISP-2.15.2

Unau&orized Access Repotting

Source: The Advanced Security Accelerahon Project for the Srnart Gnd (ASAP-SG)
- Security Profile for Advanced Metering Infrastructure V2.0
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UCAlug DM
Security Profile Requirement Title
Requirement [
Redundancy
Electmmr.l.ogl’onnat
Detection.5 LocationofMoblle Components
Detection.9 Seif kdentification

Message Delay Detection

Non-adjacent Network Restrictions

Message Identities

Application Layer Security

Physical Access Correlation
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UCAlug DM

Seciurity Profile Reqguirement Title
Requirement

Reaction.? End Point lsolation
Recovery 4 Rebuild System

Source: The Advanced Security Acceleration Project for the Smart Grid (ASAP
5G) - Security Profile for Distribution Management V0.9
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APPENDIX 1

ADDITIONAL REFERENCES
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Standards for Security Categorization of Federal Information and Information Systems. FIPS
PUB 199. htt s 199TFIPS-PUB-199-final.pdf

Creating a Patch and Vulnerability Management Program. National Institute of Standards and
Technology (KIST) Special Publicaton 800-40 Version 2.0.

http://csre nist. gov/publications/nistpubs/800-40-Ver?/ SPRO0-40v2. pdf

-/esre.nist. govipublications fips/fy

Study ol Securily Allributes ol Smint Grid Systems  Current Cyber Security Issues April 2009,
Idaho National Lab (INL) Critical Infrastructurc Protection’/Resilicnee Center. U.S. Department
of Energy, Office of Electricity Delivery and Energy Reliability.

http:/'www.inl. gov/scada/publications/d/sceuring the smart grid current issucs.pdf

Recommended Secunity Centrols for Federal Infomation Systems and Organizations. National
Institute of Standards and Technology (INIST) Special Publication 800-53 Revision 3.

http://csre.nist. gov/publications/nistpubs/800-33-Rev3/sp800-53-rev3-final. pdf

Guidc to Industrial Contrel Systeins (ICS) Sceurity. Reccommendations of the National Institute
of Standards and Technology (NIST) Special Publication 800-82.
http://csre. nist.gov/publicalions/nistpubs/800-82/SP800-82-final.pdf
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KCP&L Green Impact Zone SmartGrid Demonstration

Appendix N

Cyber Security Controls Matrix

Legend (Non-Network Requirements)
For each control that was found to be applicable to a system ("Yes"), the cellis shaded a specific color to indicate the following:

Green indicates that the requirement is the responsibility of the vendor(s) to implement.
Yellow indicates that the requirement is the responsibility of both KCP&L and the vendor(s) to implement.

Blue indicates that the requirement is the responsibility of KCP&L to implement.
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1.0 EXECUTIVE SUMMARY

Kansas City Power & Light Company (KCP&L) retained BDurns & McDonnell to conduct an assessment
ol Smart Grid application vendor Landis+Gyr and their Command Cenler application used by KCP&L as
their Advanced Metering Infrastructure [lead-End (AIIL). The purpose of this assessment is to determine
Landis+Gyr’s capabilities to host KCP&T. Smart Grid application(s) and adherence to application
controls, policics, processes and procedures in accordance with the NISTIR 7628 guidclines. The
security contrals for the wireless ficld area network that I.andis+Gvr hosts and the backhaul of data from
the wireless field area network to Landis+Gyr’s datacenters is outside the scope of this report. This report
focuses on the security controls for the application hosted within Landis+Gyr’s datacenters. The
assessment approach includes four phases: Pre-Verification Data Collection and Review, On-Site

Verification, Analysis, and Report Generation and Delivery.

The assessment results contained in this report are designed to meet the following objectives:

e Evaluate Smart Grid Project application(s) hosting services

s Demonstrate to the Department of Energy that KCP&IL is on target in meeting its expectations
with assessing security for the Smart Grid Project application(s)

s Gap Analysis of Smart Grid Project application(s) maturity towards meeting adherence to the

NISTIR 7628 guidelines

Based on the resulls of Pre-Assessment Data Collection, On-Site Verlication and Analysis, the
assessment team has concluded that the Landis+Gyr Command Center (AIIE) application and
Landis+Gyr practices are safisfactery in the assessed arcas of Cyber Security and Information
Technology controls. Landis | Gyr demonstrated a vigorous cyber sccurity program that utilizes industiy
best practices. Landis+Gyr currently complies with 113 of the 116 applicable NISTIR 7628 security
control requircments and satisfics the standards/guidclines for twenty-two (22) arcas of Cyber Sceurity
and Information Technology controls. The only applicable NISTIR 7628 security control requirement
that Landis~Gvr does not currently comply with is AC-11 (Concurrent Session Control). Landis—Gyr has
acknowledged that they currently do not meet this requirement and has identified a path to resolution for

this requirement in their future feature enhancement roadmap.

Descriptions of the assessment and the assessment results are provided in Sections 2.0 through 5.0 of this

report.

Kansas City Power & Light Company 1-1 Burns & McDonnell
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3.0 AMI & LANDIS+GYR COMMAND CENTER APPLICATION

This section containg an overview of Advanced Metering Infrastructure (AMI) and the Landis+Gyr

Command Cenler (AHE) Application.

3.1  AMIOverview

The Landis+Gyr Gndstream Smart (Grid communication system and Smarl Meters provide (he building
blocks for Advanced Metering Infrastructure (AMI) and Ilome Area Networks (IIAN) via a common
two-way communicalion infrastructure. The Gridstream syslem supporls the acquisition of load profile,
time-of-use and demand meter data, and meter and site diagnostic information from the electric meters
that perform these measurements. Using meters equipped with these capabilities, the system also supports
“undcr-glass” remote physical disconnect and HAN communication via the ZigBcc- standard Smart
Energy Profile. Smart Meters also support outage and restoration reporting and real-time on-demand

reads.

‘The Landis+Gyvr AMI 18 composed of two main components: Command Cenler  the AMI Head-End
Svstem (AIIL) and the Gridstream Wireless Field Area Network (FAN). The ALIL is the software and
hardware that allows (he utility Lo interact with the AMI and integraie the AMI with other syslems within
the utility. The FAN is the hardware (collectors, routers, and meters) that enables the utility to receive

meter data and send commands to meters,

32 Command Center — The AMI Head-End (AHE) System

‘The Gridstream AHE is the advanced metering software and hardware platform that ¢nahles data
reporting and svstem control between it and the FAN. The scalable system enables KCP&L to remotely
program meters, manage remote connects/disconnects, analyze critical peak usage, view load control
indices, and perform other cntical, dav-to-day functional opcrations. The AHE simultancously manages
the meter data collected from all Smart Meters within the Smart Grid Project area, validating cach data
element. and integrates the data with the Meter Data Management system (MDM). The Gridstream AHE
is compliant with the Multispeak, CIM, and [EC CIM 61968 standards. It also utilizes Web Service
Application Programming Interfaces (APIs) to interface with other systems and can deliver specific

scheduled data extracts to these systems.

Kansas City Power & Light Company 31 Burns & McDonnell
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Landis+Gyr Cyber Securty Assessmeant Securfty Assessment Results

4.0 SECURITY ASSESSMENT RESULTS

This scetion contains a detailed summary of the cyber security assessment conducted on the Landis=Gyr
Command Center (AHE ) application. The assessment was conducted in four phases: Pre-Verification

Data Collection and Review. On-Site Venfication, Analysis and Report Generation and Delivery.

4.1 Phase l: Pre-Verification Data Collection

In the first phase of the assessment, the assessment team submitted a data request to Landis +Gyr to gather
data about their Smart Grid application product offerings and how well they adhere to the NISTIR 7628
guidelines. The data request included:

1. Completion of a security questionnaire that included all applicable NISTIR 7628 requirements

(118 in total)

™~

A detailed list of servers and work stations that would be used for hosting the KCP&IL

application(s)

3. A diagram detailing the network topology of the hosted applications

4. Copy of intemal or third party audit reports (general IT or cyber security specific) performed for
hosted site

5. The reports, findings. and action plans of any vulnerability assessment performed within the last

twelve calendar months

6, A detailed description of implemented physical security controls to secure the hosted site

The detailed responses to the Data Collection Questionnaire can be found in Appendix A, Based on the

information provided by Landis+Gvr, out of the 118 applicable NISTIR security controls:

e 112 controls are supported
e | control is not supported
o AC-11 (Concugrent Session Control): Future feature enhancement (roadmap) - Earliest it
would be available would be 2014, no definite date at this time,
e 1 control is partially supported
o AC-13 (Remote Session Termination); Command Center will log out the user after a certain
peried of time but it only does a lockout if the password i entered incorrectly too many

times.

Kansas City Power & Light Company 4.1 Burms & McDannell
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Landis+Gyr Cyber Security Assessment Security Assessment Results

s 4 controls are not applicable

o AC-18 (Use of External Information Control Svstems): Per contract, all information is

confidential and not shared with outside sources.

o AU-14 (Secunty Policy Compliance): Audits to validaie security policy compliance outside

scope of Command Center Head-End System.

&)

IA-1 (Identification and Authentication Policy and Procedures): Definition of Identification

and Authentication Procedure outside scope of Command Center Head-End System.

o 8C-30 (Smart Grid Information Svstem Partitioning): Partitioning in different environments
oulside scope of Command Center Head-End System. Customer is able to deline different

Command Center environments (production, development, testing).

4.2 Phase ll: On-Site Verification
Following the Data Collection and Review phasc, the asscssment team cngaged in an on-site visit with
Landis+Gvr to discuss the questionnaire results and confirm the accuracy of Landis—Gyr provided

information. The asscssment tcam prioritized focus arcas for the on-sitc visit based on:

o NISTIR 7628 Assessment Guidelines

e  KCP&L Smart Grid Deplovment Project Design

¢ Risk Assessment Results from Fall-2011

e Arcas applicable to Landis+Gyr’s hosling of KCP&L Applications
e Lessons leamed from NERC CIP audits and violations

e Observations and outcomes of vulnerability assessments

The selected focus arcas consisted of seventy-two (72) of the NISTIR 7628 requirements answered by
Landis+Gyr in the Phase I Pre-Verification Security Questionnaire. These requirements are listed in
Tablc 4-1 below. The assessment tcam utilized various audit approaches (intervicws, obscrvations,
discussions, documentation review, and evidence reviews) to evaluate the seventy-two (72) NISTIR
security controls. The methodology applied to each of the seventy-two (72) requirements during the On-

Site Verification Phase can be found in Appendix B.

Table 4-1: On-Site Verification Focus Areas

Requirement Results of
Number Title Questionnaire On-Site Objective
SGAC- Access Control Pohcy & Supported Confirm Requirement is supported through
Procedures Examination and Interviews
3G.AC-2 Remote Access Policy & Supported Confirm Requirement is supported through
Procedures Examination, Interviews & Testing
Kansas City Power & Light Company 4-2 Burns & McDonnell
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Security Assessment Results

Requirement Results of
Number Title Questionhaire On-Site Objective
SG.AC-3 Account Management Supported Confirm Requirement is supported through
Examination and Interviews
SGAC-4 Access knforcement Supporled Conliurm Reyuirement 1s supported through
Exantination
SG.AC-S Information Flow Supported Confirm Requirement is supported through
Enforcement Fxamination and Testing
5G.AC-6 Separation of Duties Supported Confirm Requirement is supported through
Examination, Interviews & Testing
3G.AC-7 Least Privilege Supported Conlirm Requirement 15 supported through
Examination and Interviews
SG.AC-R Unsuccessful LoginAttempts Supported Confirm Requirement is supported through
FExamination and Testing
SGAC-1T Coneurrent Session Control Not Supported Confirm Requirement is not supported
through Examination and T'esting
3G.AC-13 Remote Session Termination Fartialiy Confirm Requirement is partially
Supported supported through Examination & Testing
5G.AC-15 Remote Access Supported Confirm Requirement is supported through

Examination, Interviews & Testing

SGAC-18

Use of External Inlormation
Control Systems

Not Applicable

Confirm Requirement 15 not applicable
through Examination and Interviews

SG.AC-21 Passwords Supparted Conlirm Requirement is supperted through
Examination and Testing
S5G.AT-1 Awareness and Training Supparted Confirm Requirement is supported through
Policy and Procedures Examination and Interviews
3G.AU-14 Security Policy Compliance Nuot Applicable Confirm Requirement 13 not applicable
through Examination and Interviews
5G.CA-4 Information System Supparted Confirm Requirement is supperted through
Connections Examination and Interviews
5G.CAG Continuous Monitoring Supported Confirm Requirement is supported through
Examination and Interviews
3G.CM-1 Contiguration Management Supporled Conlfirm Requirement is supporled through
Policy and Procedures Examination and Interviews
5G.CM-2 Baseline Configuration Supported Confirm Requirement is supported through
Examination and Interviews
53.CM-3 Configuration Change Supported Confirm Requirement is supported through
Control Examination and Inferviews
5G.CM-4 Monitoring Configuration Supported Conlirm Recuirement is supported through
Changes Examination and Interviews
3G.CM-3 Access Restrictions for Supparted Confirm Requirement is supperted through
Configuration Change Examination, Interviews & Testing
3G.CM-6 Configuration Setlings Supported Conlirm Requirement is supported through
Examination and Interviews
SG.CM-7 Configuration for Least Supported Conlirm Requirement is supperted through
Tunctionality Examination, Interviews & Testing
5G.CM-9 Additien, Removal, and Supported Confirm Requirement is supported through
Disposal of Equipment Examination and Interviews
3G.CM-11 Configuration Management Supporled Conlirm Requirement 15 supported through
Plan Examination and Interviews
Kansas City Power & Light Company 4-3 Burns & McDonnell
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Requirement Results of
Number Title Questionnaire On-Site Objective
5G.CP-2 Continuity of Operations Supported Confirm Requirement is supported through
Plan Examination and Interviews
3G.CP-3 Continuity of Operations Supported Confirm Requirement is supported through
Roles and Responsibilities Examination and Interviews
5G.CP-5 Continuity of Operations Supported Confirm Requirement is supported through
Plan Testing Examination and Interviews
5G.CP-6 Continuity of Operations Supported Confirm Requirement is supported through
Plan Update Examination and Interviews
5G.CP-8 Alternate o Supported Confirm Requirement is supported through
Telecommunication Examination and Interviews
Services
5G.CP-10 Smart Grid Information Supported Confirm Requirement is supported through
System Recovery and Examination, Interviews & Testing
Reconstitution
5G.CP-11 Fail-Safe Response Supported Confirm Requirement is supported through
Examination, Interviews & Testing
5G.IA-1 Identification and Not Applicable Confirm Requirement is not applicable
Authentication Policy and through Examination and Interviews
Procedures
SGID-3 Information Handling Supported Confirm Requirement is supported through
Examination and Interviews
3G IR-2 Incident Response Roles and Supported Confirm Requirement is supported through
Responsibilities Examination and Interviews
SGIR-3 Incident Response Training Supported Confirm Requirement is supported through
Examination and Interviews
SG IR-4 Incident Response Testing Supported Confirm Requirement is supported through
and Exercises Examination and Interviews
SGIR-5 Incident Handling Supported Confirm Requirement is supported through
Examination, Interviews & Testing
3G IR-6 Incident Monitoring Supported Confirm Requirement is supported through
Examination, Interviews & Testing
SGIR-7 Incident Reporting Supported Confirm Requirement is supported through
Examination and Interviews
5GIR-8 Incide_nt R_CSPOHSC ) Supported Confirm Requirement is supported through
Investigation & Analysis Examination and Interviews
SG.IR-9 Corrective Action Supported Confirm Requirement is supported through
Examination and Interviews
SG IR-10 Smart Grid Information Supported Confirm Requirement is supported through
System Backup Examination and Interviews
SGMA-1 Smart Grid Information Supported Confirm Requirement is supported through
System Maintenance Policy Examination and Interviews
and Procedures
SGMA-3 Smart Grid Information Supported Confirm Requirement is supported through
System Maintenance Examination and Interviews
3G MA-5 Maintenance Personnel Supported Confirm Requirement is supported through
FExamination and Interviews
3G MP-1 Media Protection Policy and Supported Confirm Requirement is supported through
Procedures Examination and Interviews
Kansas City Power & Light Company 4-4 Burns & McDonnell
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Requirement Results of
Number Title Questionnaire On-Site Objective
SG MP-3 Media Marking Supported Confirm Requirement is supported through
Examination and Interviews
3G.MP-4 Media Storage Supported Confirm Requirement is supported through
Examination and Interviews
SG MP-5 Media Transport Supported Confirm Requirement is supported through
Examination and Interviews
S5G.MP-6 Media Sanitization and Supported Confirm Requirement is supported through
Disposal Examination and Interviews
SG PE-2 Physical Access Supported Confirm Requirement is supported through
Authorizations Examination and Interviews
SG.PE-3 Physical Access Supported Confirm Requirement is supported through
Examination, Interviews & Testing
SG PE-4 Monitoring Physical Access Supported Confirm Requirement is supported through
Examination, Interviews & Testing
5G.PE-5 Visitor Control Supported Confirm Requirement is supported through
Examination, Interviews & Testing
3G PE-6 Visitor Records Supported Confirm Requirement is supported through
Examination and Interviews
SG.PE-7 Physical Access Log Supported Confirm Requirement is supported through
Retention Examination and Interviews
SG.PE-8 Emergency Shutoff Supported Confirm Requirement is supported through
Protection Examination and Interviews
5G PE-9 Emergency Power Supported Confirm Requirement is supported through
Examination and Testing
5G.PS-3 Personnel Screening Supported Confirm Requirement is supported through
Examination and Interviews
3G P34 Personnel Termination Supported Confirm Requirement is supported through
Examination and Interviews
5G PS-5 Personnel Transfer Supported Confirm Requirement is supported through
Examination and Interviews
5G.P3-6 Access Agreements Supported Confirm Requirement is supported through
Examination and Interviews
SG PS-7 Contractor and Third-Party Supported Confirm Requirement is supported through
Personnel Security Examination and Interviews
3GP3-8 Personnel Accountability Supported Confirm Requirement is supported through
Examination and Interviews
5G PS-9 Personnel Roles Supported Confirm Requirement is supported through
Examination and Interviews
SG3C-T7 Boundary Protection Supported Confirm Requirement is supported through
Examination, Interviews & Testing
3G.5C-30 Information System Not Applicable Confirm Requirement is not applicable
Partitioning through Examination and Interviews
SG SI-3 Malicious Code and Spam Supported Confirm Requirement is supported through
Protection Examination, Interviews & Testing
SG .SI-4 Smart Grid Information Supported Confirm Requirement is supported through
System Monitoring Tools Examination and Interviews
and Techniques
Kansas City Power & Light Company 4-5 Burns & McDonnell
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Requirement Results of
Number Title Questionnaire

On-Site Objective

5G.5I-3

Advisories

Security Alerts and Supported Confirm Requirement is supported through
Examination and Interviews

1.
2.

R A R o

Hosting Services applicable 1o KCP&I.
Secure Software Development Life Cyele (SDLC)
Security Configurations Management
a. Ports and Services

b. Patch Management

c. Malicious Software Prevention

d. Logging, Auditing and Monitoring
Access/Account Management

Change Management

Network Securily Archilecture

Code Management

Vulnerability and Securily Assessments

Elcctronic Access Controls and Momitoring

. Physical Access Controls and Monitoring
11,
12,
13.
14.
15.
16.
17.
18.
19.
20.
21.
22,

Cvber Sceurity Incident Response Process and Procedures
Data Backup & Restoration

Disaster Recovery/Continuity of Operations
Data Center Operations

Information Prolection

Test Environment

Testing Methodology

Personnel Security and Training

Cyher Secunty Team

Leadership Commitment/Support

Internal/ Third Party Audits

Industiv Participation

In addition to the seventy-twao (72) NISTIR requirements, the On-Site Verification also evaluated
Landis+GyT against twenty-two (22) areas of Cyber Security and Information Technology included in the

NISTIR 7628 guidelines:

Kansas City Power & Light Company 4-6
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During the On-Site Verification, Landis+Gvr provided the assessment team with the following

documentation for review:

o Landis+Gyr Technology Hosted SOC1 Report FINAL.pdf

e 2012-08-15_Responsc to L1 G Questionnaire 111412 x1sx

¢ Badge Access Work Instruction. SCS-W-014

e User Request Form Woik Instruction - SCS-W-002

¢ Produclion Firewall Authentication Work Instruction - SCS-W-047
e IT Bascline Security policy (no document number)

®  Change Management Procedure SCS-P-010

e Business Continuity Plan Procedure SCS-P-041

e Business Continuity Plan - Master Plan

e Business Continuity Plan - Site Plan - Lenexa

¢ Landis+Gyr Disaster Recovery — Lenexa Data Center Plan;

¢ Landis+Gyr Business Continuity Crisis Communication Plan

¢ Landis | Gyr Pandcmic Preparcdness Plan; SCS-P-039

¢ Disaster Recovery Universal Plan

e Corrective Action Preventative Action Procedure CQ-P-002

e Business Ethics Policy HR-F-007

e Employee Access Termination Procedure SCS-P-040 HR Infrastructure Form
¢ HR-F-005; Personnel Change Notice - HR-F-014

e  Associated Training and documentation Procedures

4.3 Phase lll: Analysis

In this phase, the assessment team analyzed the information collected in the first two phases of the
assessment. The analvsis focused on verification of the seventy-two (72) NISTIR security control
requirements and adherence to the twenty-two (22) arcas of Cyber Security and Information Technology

controls identified in Phase I for the Landis+Gyr AHE application and practices.

Utilizing the methodology provided in Appendix B, the assessment leam evaluated the AHE application

against the crferia described above and provided an appropnate conclusion for cach criterion:

e “Sagfisfactory " - Satisfies the standards/guidelines

s “Other than Satisfaciorv” - Falls short of satistying the standards/guidelines

Kansas City Power & Light Company 4-7 Burns & McDonnell
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A summary of the On-Site Verification results are described below (details of the results can be found in
Appendices C and D). The On-Site Verification concluded that out of the twenty-two (22) arcas of Cyber
Securily and Information Technology controls, the T.andis—(ivr AHE application and practices satisfied
the standards/guidclines for all twenty-two (22) arcas.  In addition, out of the seventy-two {72) NISTIR

7628 security control requirements, the On-Site Verification concluded that;

e 66 controls are fullv supported
¢ | control is not supported

o AC-11 (Concurrent Session Control): Future feature enhancement (roadmap) - Earliest it

would be available would be 2014, no definite date at this ime.

e | contral previously determined (in the Pre-Vernification Phase) as “partially supported™ was
asscssed to be fully supported
o AC-13 (Remote Segsion Termination): Thirty minutes of inactivity will automatically log out

the user. Three unsuccessful login attempts causes lockout.

s 2 controls previously determined (in the Pre-Verification Phasce) as “not applicable” was assessed
to be fully supported

o AU-14 {(Sccurity Policy Compliancc): Document SSAE-16 covers sceurity controls validation

performed annually IMS (Integrated Management System): audited by external vendor, multi
ISO standard compliance system, recertification or checkup annually (recertification every 3

vears). Internal audits are performed at least yearly (continuous).

o SC-30 (Smart Grd Information System Partitioning): Customer is able to define different

Command Center environments (production, development, testing).

s 2 controls were confirmed as not applicable

AC-18 (Use of External Information Control Systems): Per contract, all information is

confidential and not sharcd with outside sourccs.

o IA-1 (Identification and Authentication Policy and Procedures): Definition of Tdentification

and Authentication Procedure outside scope of Command Center Head-End System.

Out of the sixty-nine (69) NISTIR controls that were confirmed to be supported and applicable, the most
significant controls dealt with access control, configuration management. continuity of operations, and
communication protection. Detailed results for a sampling of these key controls are provided below.

Detailed results of all seventy-two (72) NISTIR controls assessed during the On-Site Verification can be

Kansas City Power & Light Company 4-3 Burns & McDonnell
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found in Appendix C. Furthermore, detailed results of all twentv-twe (22) areas of Cvber Security and

Information Technology asscssed on-site arc provided in Appendix D.

o AC-7 (Least Privilege)
o Individual privileges are documented through a User Request Form.
o There are some shared administrative accounts.
From an application perspective, Command Center utilizes RBAC and Security Admin Roles.
RBAC is applicd based upon job function.
Landis+Gyr goes through a detailed, formal approval process that involves the user’s direct
manager and the supervisor of the tcam responsible for granting access to the user.

o The User Request Forms are renewed on an annual basis.

o AC-8 (Unsuccessful Login Allempts)
o Users are locked out of Command Center after 3 unsuccessful login attempts by default.

The quantity of attempts to cause lock-out 18 configurable.

o  AC-15 (Remote Access)

2 Remote access to Command Center for Landis+Gyr personnel requires 2-factor
authentication (via VPN client and RSA (oken) 1o connect 10 Landis+Gvr corporate network
followed by authentication with the production firewall.

Firewall authentication is based upon I.IDAP account.

o Command Center access for KCP&L personnel is available from any KCPL corporate 1P

address. Communication traveling between KCP&L and Landis+Gyr traverses private T1

lines.

o  CM-3 (Configuration Change Control)
4 Landis+Gyr has a change management precedure that is reviewed internally at lsast annually.
o Tickets ercated for change control request include a description of functionality being
added/removed'modified, answers for a set of 11 default questions, the customers affected,

and the level of risk.

@]

Change control process breaks down tasks that need to be handled by different Landis+Gyr
groups. Process includes automated procedure that notifies personnel responsible for next
phase of change. Process also auto populates who needs to approve change.

o Change conlrol process includes audil trail o (rack what Landis+Gvr personnel performed

which task at which time.

Kansas City Power & Light Company 4-9 Burns & McDonnell
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o (CP-2 (Continuity of Operations Plan)

Landis+Gyr continuity of operations plans are reviewed at least once per vear internally.
Landis+Gyr performs internal disaster recovery testing for each customer on an annual basis.
Disaster recovery testing involving the customer is offered on contractual basis.

Disaster recovery plan includes high level timelines.

Landis+Gyr has a disaster recovery site in Alpharetta, GA.

Landis+Gyr has both external and inteinal policies for disaster recovery. Intemal policies
include employee-specific information (such as contact information) that is excluded from the

external policies.

¢+ SC-7 (Boundary Protection)

Firewall rules are configured as implicit-deny.

Anti-spoofing is on by default on Landis+Gvr’s ASA flirewalls.

Landis+Gyr has 3 separate Intrusion Protection System (IPS) modules in datacenter: one
protecling WAN interlace, one protecling Inlernel connection, one protecling Landis+Gyr
user access to Internet. A third party Sccurity Opcerations Center monitors the IPS modulcs.
Landis+Gyr is moving toward implementing an IPS combined with an Intrusion Detection
System at the external boundary of their datacenter.

Landis+Gyr logically separates their internal business Internet connection from the Internet

conncction utilized for customer acccess.

o SC-30 (Information System Partitioning)

Landis+Gyr segregates KCP&T. data from other customer’s data using VI.ANs and DMYs.
KCP&L's Command Center instance is running on a dedicated virtual server.

KCP&L's database is logically separated from other customer’s databases.

VMWare template images are used to build virtual machines for Command Center

application server and web server.

Kansas City Power & Light Company 4-10 Burns & McDonnell
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§.0 CONCLUSION

Landis+Gyr demonstrated a vigorous cyber security program that utilizes industry best

praclices. Landis+Gyr complies with 115 ol the 116 applicable NISTIR 7628 security control
requirements including excellent implementation of security controls to support the major families of the
NISTIR 7628 security requirements: access control, configuration management, continuity of operations,
and communication protection. Examples of specific NISTIR 7628 requircments which Landis | Gyr has
fully supported include: Least Privilege (AC-7), Unsuccessful Login Attempts (AC-8), Remote Access
(AC-15), Configuration Change Control (CM-3), Continuity of Operations Plau (CP-2), Boundary
Protection (SC-7), and Information System Partitioning {(SC-30) (among many others). Landis+Gyr also
satisfies the standards/guidelines for all twenty-two (22) areas of Cyber Security and Informatiou

Technology controls.

One area with room for improvement was identified during the Pre-Assessment Data Collection and
confirmed during the On-5ite Verification and Analysis phases. The assessment determined that

Landis | Gyr docs not comply with onc of the applicable NISTIR 7628 requirements (AC-11: Concurrent
Session Control). Landis—(ryr has acknowledged that they currently do not meet this requirement and has

identified a path to resolution for this requirement in their future feature enhancement roadmap.

Based on the resulls of Pre-Assessment Dala Collection, On-Site Verification and Analysis, the
assessment team has concluded that the Landis+Gyr Command Center (AILE) application and
Landis+Gvr praclices are safisfactory in the assessed areas of Cyber Security and Information

Technology controls.

Kansas City Power & Light Company 5-1 Burns & McDonnell
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P.1 All KCP&L Customers

P.1.1 Project Literature

P.1.1.1 SmartGrid — An initiative to benefit our customers and the communities we serve (with map)
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P.1.1.2 SmartGrid — An initiative to benefit our customers and the communities we serve

V2.0 05/22/2015 P-6



KCP&L Green Impact Zone SmartGrid Demonstration Final Technical Report: Appendices

P.1.1.3 SmartGrid demonstration fact sheet
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P.1.1.4 SmartGrid demonstration project timeline
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P.1.1.5 SmartGrid demonstration map
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P.1.1.6 SmartGrid demonstration Q & A
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P.1.1.7 Current partners & vendors
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P.1.1.8 SmartGrid Overview
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P.1.1.9 SmartGrid Demonstration Q & A
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P.1.1.10 SmartGrid Demonstration Fact Sheet
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P.1.1.11 SmartGrid Demonstration (component map)
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P.1.1.12 SmartGrid Demonstration Map (w/Green Impact Zone)
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P.1.1.13 SmartGrid Demonstration Map (w/Green Blue Boundaries)
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P.1.1.14 SmartGrid Demonstration Pilot Program
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P.1.1.15 Demonstration Project Overview
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P.1.1.16 SmartGrid Project Message Map
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P.1.1.17 SmartGrid Project Talking Points

SmanGnd Taking Points 12/14/10

rview

What is the KCP&L SmartGrid project? KCP&L's SmartGrid project s a five-year inibative that
will test a variety of naw products and technologies and study how the different system parts best
work together to benefit our customers and KCP&L. Specifically, KCP&L will Introduce new
technologies and test @ varisty of energy-efficiency measures, storage capabifities and supply
and distribution options. The SmantGrid also will improve reliability, lower energy delivery costs,
reduce the environmental impact and enhance information fiow between KCP&L and aur
customers

In particutar, the SmanGnd project will provide customers with products and tools they can use to
monitee and manage their eiectricity usage, which can potentially save them money on their
monthiy bills. SmantGrid also will help the company Identify which combination of applications
customers find most useful.

KCP&L's SmantGrid project will cover a number of Kansas City' neighborheods, inciuding the
180-square block Green Impact Zone (an initiative led by U.S. Rep. Emanuel Cleaver [l o focus
federal stimulus dollars on a targeted geographic area.)

In 2000, KCP&L applied for and received a $24 million grant from the Dapartment of Energy
{DOE) Office of Electricity and Energy Reliability to build a fully integrated smart grid system in
the project area. Using federal stimulus funding, this award is part of the DOE's effort to
modemnize the electric grid and enhance secunty and reliability of the nation's energy
infrastructure. The DOE grant will be matched by KCP&L and our project partners for a total
investment of approximately $50 million in the SmartGrid area

Project Bonefits

KCP&L's SmantGrid project will provide customers with greater:

Choice: Customers will be offered products and services not previously available to them, and
they will be abile decide which they want to use and take advantage of.

Confrol: The new SmartGrd products and tools will give customers the ability to manage their
electricity use, which can help them save money on their monthly electric bills, As custamers
reduce their energy usage and use the SmantGrid's renewable energy options, tha region’s
carbon lootprint will also be reduced.

Caonvenience: The rniew technology also will enable KCPEL to provide faster custemaer service:

« The updated system will instantly re-route sarvice to prevent outages and resiore servioe
more quickly when problems occur.

= Qur SmantGnd support team will be able to view 15-minute Interval data when customers
have questions or need help.

» MySmart Portal: A personalized website that helps customers understand how they use
electricity and enables them to make dacisions that consarve energy, help the
environment and save money

« MySmart Thermostat: For homes with central air canditioning, this thermastat can he
proarammed to automatically set temperatures based on the season, time of day and
customers’ schedule, helping them save money on heating and cooling bills

« MySmart Display: A hand-heid In-horme electronic device that takes information directly
from customar's meter and presants it in easy-to-understand screens that increase
customer's awareness of their eleciricity use and identifies opportunities to reduce
consumption and save maney. Does not require an Internat connection
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SmartGrd Talking Points 1211410

mart suite of products and services
e area network, plug-in electric
y options

« Beginning in 2011 KCPAL will be adding to the MyS
Som and serves are a

s of use rales and pre-p:
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P.1.1.18 FAQs from Website
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SmartGrid - Frequently Asked Questions age 3 of 3
SmartGrid - Frequently Asked Q Page 3 of

itp:fwww. keplsmartgrid.com/products and services/Productfags.himl

V2.0 05/22/2015 P-27



KCP&L Green Impact Zone SmartGrid Demonstration Final Technical Report: Appendices

P.1.1.19 SmartGrid Solar
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P.1.1.20 SmartSolar
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P.1.2 Paid Advertising Initiatives

P.1.2.1 SmartGrid Billboards

KCPsL .-
SmartGrid

(Green. Reliable. Smart.

rat KCPLSmartGrid.com

KCPiL .
Smart(rid

Partnering in Our Community.

r KCPILSmartGrid.com
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P.1.2.2 KCATA Bus SmartGrid Signage
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P.1.2.3 Kansas City Star Newspaper Ads

Sm arthid

the future of energy

(Green.
Reliable.

Smart.

KCP&L'’s SmartGrid Demonstration

Project is making the grid more
efficient, improving reliability and
making Kansas City smarter

about energy.

Get Smarter at

KCPLSmartGrid.com

V2.0 05/22/2015 P-36



KCP&L Green Impact Zone SmartGrid Demonstration

Final Technical Report: Appendices

Sm arthid

the future of energy

IheFyture

Energy.

The future of energy is here. KCP&L,

the Department of Energy, several

industry partners and 14,000 KCP&L

customers are partnering on a pilot

program to test new technolagy,
infrastructure and information —
illowing KCP&L to better meet the

future needs of customers everywhere.

Get Smarter at

KCPLSmartGrid.com
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Sm arthid

the future of energy

Partnerin
nOuyr

Community.

KCP&L s \fll uT{J,r(j D(‘Jll onstration

Projectis introducing new technology

to Kansas City’s urban core that will
make delivering electricity more
efficient and enhance rehability!
At KCP&L, we're preparing for

the future of energy.

Get Smarter at

KCPLSmartGrid.com
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P.1.2.4 SmartGrid Innovation Park Battery Wrap

)
-

NiX

Exerg
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P.1.3 Kansas City Media Initiatives

P.1.3.1 The Green Impact Zone
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P.1.3.2 KCP&L to Receive Stimulus Grant for Kansas City SmartGrid Demonstration
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sustainable energy technology and electricity delivery systems. Customers should realize many
benefits as a result, including improved service reliability, reduced outages and energy delivery
costs,

“The Green Impact Zone is an exciting project that will provide an excellent opportunity to learn
the potential for investments in SmartGrid technologies, energy efficiency and weatherization,
distributed generation and demand response programs,” said PSC Chairman Robert M. Clayton
. “The Missouri Public Service Commission will watch, with great interest, this project as it
moves forward and the lessons to be learned from it, including best practices and what
investments bring the most cost-effactive retum. Congressman Cleaver, MARC, KCP&L and
the other participants should be commended for their leadership and vision for Kansas City.”

“We are grateful that the Department of Energy saw the unique importance of this project that
seeks to make a series of comprehensive technology investments in areas that are in the
greatest need. The Green Impact Zone SmartGrid initiative will complement other efforts to
weatherize homes and create jobs in the urban core, while providing a platform for us to expand
SmartGrid technology to other parts of our system,” Chesser added. “I would like to thank
Congressman Cleaver for his vision in creating the Green Impact Zone and we look forward to
partnering with the community to complete this project.”

KCP&L's SmartGrid demonstration project will be located in Kansas City's Midtown urban core,
bounded by Main St. on the west, Swope Parkway on the east, 37th St. on the north and 52nd
St. on the south. It overtays the innovative Green Impact Zone that Congressman Emanuel
Cleaver Il announced last spring, but also extends beyond it to other area Midtown homes and
businesses to gather a larger sampling of customer needs and preferences.

“Typically, ‘green’ investments have been reserved for those who can afford the upfront cost. In
neighborhoods like these, where the median income is less than $20,000 a year, ‘greening' is
simply not possible,” said Congressman Cleaver. “This plan removes that burden and reduces
utility bills for those who need it most. We owe a debt of gratitude to KCP&L for taking the lead
on this initiative and pulling together the right resources and partners to make the Green Impact
Zone SmartGrid a reality. When you combine the SmartGrid with the job training, neighborhood
stabilization and infrastructure investments also targeted here, ‘green’ is no longer an academic
concept for someone else — it becomes a means to change people's lives right here in our
urban core.”

(353
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This list of factors is not all-inclusive becausae it is not possible 1o predict all factors. Other risk factors are
detailed from time to time in Great Plains Energy's and KCP&L's most recent quarterly report on Form 10-
Q and annual report on Form 10-K filed with the Securities and Exchange Commission. Any forward-
looking statement speaks only as of the date on which such statement is made. Great Plains Energy and
KCP&L undertake no obligation to publicly update or revise any forward-looking statement, whether as a
result of new Information, future events or otherwise,
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P.1.3.3 KCP&L Launches SmartGrid Project

V2.0 05/22/2015 P47



KCP&L Green Impact Zone SmartGrid Demonstration Final Technical Report: Appendices

V2.0 05/22/2015 P-48



KCP&L Green Impact Zone SmartGrid Demonstration Final Technical Report: Appendices

P.1.3.4 KCP&L Completes Smart Meter Installation
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P.1.3.5 KCP&L Announces Solar Project in GIZ
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P.1.3.6 KCP&L Officially Opens SmartGrid Innovation Park
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P.2 SmartGrid Demonstration Project Area Customers

P.2.1 Direct Mail Communications

P.2.1.1 Key Leaders Letter
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P.2.1.2 Welcome to SmartGrid Letter
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P.2.1.3 SmartGrid Postcard — Residential and Commercial
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P.2.1.4 SmartGrid Meter Installation Postcard
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P.2.1.5 Key Leader Update Letter
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P.2.1.6 “Get Smarter” WebKey Teaser

- GET

L ]

- SMARTER .

KCAL

Smart(GHid
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P.2.1.7 “Get Smarter” WebKey Mailer

H BN BN .3
Il.l H B '—;;—

' ®SmartGHd

hes Adioe of ansy

= e

" SMARTER

Look inside to learn more about how you

- can GET SMARTER with MySmart Portal » W

KCP&L's MySmart Portal Is an online tool that allows you to better monitor and

manage your anergy usage, which can help save you maney on your monthly bill -
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WHEN IT COMES TO SAVING ENERGY,

KNOWLEDGE IS POWER.

As a resident of KCP&L's SmartGrid Demonstration Area, we are excited to
put the key to smarter energy use in the palm of your hand. It's as easy as |-2-3,

Pop out the webkey and attach It to your key ring
(so you have it with you on a regular basis)

2 Plug the webkey into the USB port of any computer with Internet access

3 Follow the registration instructions to activate your MySmart Portal account.

You can access MySmart Portal as often
as you like —the more you know about
your energy use, the better you can
manage It {and the more you can save

on your monthly bills!)

The MySmart Portal webkey will lounch KCP&Ls web site and is soft for any computer
y . . p

MySmart Portal is a free online tool available exclusively to residents
of KCP&L's SmartGrid demonstration area. MySmart Portal allows you to:

+ View your estimated monthly bill and find out how much you've spent
so far this month

» Set energy saving goals and track your progress toward that goal
» Get tips on what you can do in your home to reach your energy saving goal

» Review dynamic charts showing your home's energy consumption and costs and
how you're doing compared to your neighbors

« Participate in discussions with your utility representatives and fellow

SmartGrid participants

Log in to the MySmart Portal by inserting the webkey into the USB port of any computer
with Internet access, or by visiting smiwebkey. You'll need your account
number, which Is found in the top right-hand corner of your bill.

To learn more about the MySmartPortal and other SmartGrid resources available to you, visit
www kcplsmartgrid.com or contact us at smartgridinfo®keplcom or (800) 535-7687

Thes matenal i based upon work supported by the Department of Energy under Award Nurmber DE-OEO00022 |
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P.2.1.8 MySmart Product Letter
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P.2.1.9 Time-of-Use Rates Letter
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P.2.1.10 You and Sustainability
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P.2.1.11 TOU Renew for 2013 Letter
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