
EarthLink, Inc. and New Edge Network, Inc.

Customer Proprietary Network Information Policy and Compliance Procedures

(Effective February 21, 2011)

The following statement outlines the policy and compliance procedures currently in place at EarthLink, Inc. (“EarthLink”) and New Edge Network, Inc. (“NEN”) (together, the “Companies”) with regard to Customer Proprietary Network Information (“CPNI”).  Federal laws regulate the use of, disclosure of, and access to CPNI pertaining to telecommunications and Interconnected Voice over Internet Protocol (“IVoIP”) services.  These laws (the “CPNI Laws”) are designed to protect our customers’ CPNI privacy.  The CPNI Laws apply to EarthLink’s trueVoice and DSL & Home Phone services as well as many of NEN’s products and services (collectively, the “Services”), but do not impact EarthLink’s Internet access products and other non-voice offerings. 
CPNI Definition 

CPNI is customer specific information that a provider possesses because of its provision of an applicable service. This information includes, but is not limited to, quality, technical configuration, type, destination, location and amount of use of an applicable service subscribed to by a customer, that the provider possesses solely by virtue of the provider-customer relationship.  For purposes of IVoIP or voice services, CPNI includes, but is not limited to, call detail records, call plans and invoice information. CPNI does not include information that identifies a customer, such as listed name, listed telephone number, listed address, primary advertising classification or any combination thereof.  General information based on the calling pattern of a group of customers, as long as no one individual customer can be identified is not subject to the CPNI Laws. 

Protecting CPNI 


The Companies’ general policy is not to disclose CPNI to unaffiliated entities, subject to certain exceptions.  The Companies may disclose CPNI if it is necessary for the provision, repair or maintenance of the Services.  For example, the Companies may disclose CPNI to vendors for purposes of the installation or repair of their network services. The Companies may use, disclose, or permit access to CPNI to protect the rights of the Companies, or to protect customers of the Companies’ Services or other carriers from fraudulent, abusive or unlawful use of the Services.  The Companies shall not use, disclose or permit access to CPNI for the purpose of identifying or tracking customers that call competing service providers. The CPNI Laws require the Companies to keep records of all sales or marketing campaigns in connection with which the Company discloses CPNI to a third party, or permits a third party to access or use CPNI, and such records must be maintained for a minimum of one year.
Generally, CPNI may not be shared between the Companies or by the Companies with other affiliated entities, subject to certain exceptions. The Companies may disclose CPNI to each other and to other affiliated entities if it is necessary for the provision, repair or maintenance of the Services, to protect the rights of the Companies, or to protect their customers from fraudulent, abusive or unlawful use of the Services.   In addition, if each Company provides Services to the same customer, but in different categories of Service, then the Companies may share CPNI for marketing in connection with the subscribed to Services.  The CPNI Laws require the Companies to keep records of sales or marketing campaigns in connection which a Company discloses CPNI to the other Company or an affiliated entity, or permits the other Company or an affiliated entity to access or use CPNI, and such records must be maintained for a minimum of one year.  Internally, the Companies only may provide access to CPNI to those employees who need to know the CPNI to perform their duties.  
If the Companies obtain any CPNI of another telecommunications service provider, the Companies must protect that CPNI and use it only in the provision of the service for which the other provider has contracted the Companies to perform. For example, if NEN resells a telecommunications service and, as a result, receives CPNI of the third-party telecommunications carrier customer, then NEN (a) must protect the use of, access to and disclosure of that CPNI, (b) only can use that CPNI for the purpose of provisioning the resold service, and (c) cannot use that CPNI for NEN’s marketing purposes.  

The Companies’ Use of CPNI For Marketing 

The CPNI Laws provide that CPNI may be used or disclosed without customer consent for purposes of marketing services in the same category of services to which the customer subscribes.  The FCC considers this type of marketing arrangement under its “Total Service Approach,” which permits a service provider to use a customer’s CPNI to market additional or different service offerings within or related to a customer’s existing service, but which restricts carriers from using CPNI to market services outside of the categories of service to which a customer currently subscribes.  For example, based on call detail records, EarthLink may solicit an EarthLink voice customer, without prior customer approval, to subscribe to an upgraded voice service plan that may be more appropriate for his/her call patterns.  Similarly, NEN may solicit a NEN MPLS customer, without prior customer approval, to subscribe to next generation MPLS technology based on the customer’s network configuration.  The CPNI Laws provide that only upon express consent from the customer may CPNI be used or disclosed for purposes of marketing services in a different category of service.    

As of the effective date of this policy, EarthLink does not disclose or use CPNI in a manner that would require express customer consent. EarthLink’s marketing practices are not currently based upon its customers’ CPNI.  EarthLink’s policy is that its employees and non-employee agents with access to EarthLink CPNI are not permitted to use this information to market non-voice services.  If EarthLink decides to disclose or use CPNI for such marketing practices in the future (e.g., use CPNI to market Internet, wireless or video services to a voice customer), then pursuant to the requirements of the CPNI Laws, it will provide notice to its voice customers and seek and document their individual express consent prior to the disclosure or use of CPNI.

As of the effective date of this policy, for marketing purposes NEN uses and discloses CPNI only to its affiliated entities.  In accordance with the CPNI Laws, NEN provides its affected customers with appropriate notice offering its customers the opportunity to opt out of any such disclosure and use prior to such disclosure or use of CPNI.  NEN will provide such customers with appropriate notice every two (2) years.  NEN will maintain all records of customer notifications for at least one year.  
The EarthLink Legal Department must review any proposals to use CPNI to market EarthLink products and service and any associated marketing materials. Likewise, NEN Division Counsel or Vice President of External Affairs must review any proposals to use CPNI to market NEN products and services and any associated marketing materials. The Companies must maintain records of the above-described review process for at least one year, and must maintain any such marketing proposals and associated marketing materials for at least two years after their distribution. 

Anti-Pretexting Safeguards 

The CPNI Laws also require service providers to initiate safeguards to protect against pretexting, which is the practice of fraudulently obtaining call detail and other private communications records of another person. EarthLink and NEN customers may obtain CPNI concerning their accounts through two means: (1) inquiries to the call center, and (2) through an online portal. The Companies’ policy is not to disclose CPNI to requesting customers via call center personnel unless an agreed-upon password is provided in the case of EarthLink or identifying customer specific account information is provided in the case of NEN.  Both EarthLink and NEN use password protection methods to protect online access to CPNI.  In addition, the Companies’ policy is to notify a customer immediately when the following are created or changed: (1) an account password; (2) a back up for forgotten passwords; (3) an online account; or (4) the address of record. In the case of EarthLink, when a customer’s password has been compromised, EarthLink advises the customer not to establish a new password based upon “readily available biographical information,” such as the customer’s social security number, the last four digits of that number, the customer’s mother’s maiden name, a home address, or a date of birth.  In addition, EarthLink offers advice and tips to customers regarding password selection through its MyAccount service. 
Procedures for Unauthorized Disclosures of CPNI


The Companies’ policy is to report any unauthorized disclosure of CPNI, whether intentional or unintentional, to EarthLink or NEN management.  Customer Support personnel shall log this information in the Companies’ CRM systems.  Other personnel shall report any such disclosure to the following contacts:

EarthLink - Voice Team’s senior management (Jennifer Spindel or her designee).
NEN - External Affairs senior management (Penny Bewick or her designee). 


Pursuant to the CPNI Laws, the Companies will notify the appropriate state and federal agencies of the unauthorized disclosure as soon as possible, and no later than seven (7) business days after the unauthorized disclosure.  The Companies will not notify the customer or disclose the breach until seven (7) business days after the notification has been provided to the appropriate state and federal agencies.  The Companies will maintain records of all unauthorized disclosures of CPNI and associated notifications for two years.  

FCC Compliance 

The Companies will file separate CPNI compliance reports with the FCC annually on March 1st. The report will provide information on the Companies’ CPNI practices and information concerning any unauthorized disclosure or use of CPNI.  The reports will be filed by the NEN Vice President of External Affairs or another delegate of the EarthLink Legal Department.

Notification and Training 

All EarthLink and NEN employees with access to CPNI will be required to review this policy and affirmatively agree to the CPNI policies and restrictions herein.  Similar notification and training will be conducted with all relevant non-employee agents.  A violation of the CPNI Laws will be subject to disciplinary action up to and including termination.


If you have any questions about this policy, please direct them to Penny Bewick at NEN or the EarthLink Legal Department.
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