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Keenoy, Erin

From: Suggett, Gaye L
Sent: Friday, January 26, 2024 1:22 PM
To: Shelley Brueggemann (shelley.brueggemann@psc.mo.gov); Commissioner Scott T. Rupp 

(scott.rupp@psc.mo.gov); Commissioner Maida Coleman (maida.coleman@psc.mo.gov); 
jason.holsman@psc.mo.gov; glen.kolkmeyer@psc.mo.gov; Hahn, Kayla; Alexander.antal@psc.mo.gov; 
Ketchum, Charlene (Charlene.Ketchum@psc.mo.gov); kristy.manning@psc.mo.gov; Johnson, Mark; 
Myers, Jamie; Busch, Jim; Loyd Wilson; Eastlick, Jay; Contessa Poole-King 
(contessa.king@psc.mo.gov); claire.eubanks; Poston, Marc; Marke, Geoff

Cc: Wood, Warren; Wills, Steven M; Krcmar, Aubrey M
Subject: Online Web Listing Scam News Release

Good aŌernoon, 

Please see the press release below related to an increase in online web listing scams. 
Scammers are creating fake online web listings with fake Ameren contact phone numbers. We 
are encouraging customers to go directly to Ameren.com and not click on a web listing link. 
We are reminding customers how to recognize a scam and how to report a scam. 

Please let me know if you have any questions or concerns. 

Have a great weekend! 

Gaye 

Ameren warns of increase in online scams targe ng customers in Illinois and 
Missouri 

Fraudulent website lis ngs through internet searches are on the rise 

ST. LOUIS (Jan. 25, 2024) – Ameren is alerƟng its customers in Illinois and Missouri to be aware of a growing number of 

fraudulent website lisƟngs that scammers are developing that mimic the company's website and include fake contact 

phone numbers and email addresses. 

How the scam works: 

An individual may use an internet search engine when seeking informaƟon on how to contact an Ameren representaƟve, 

pay their bill or change service. A search may provide several "legiƟmate looking" but fake Ameren website lisƟngs. 

Once the customer calls the fake phone number or clicks on a fake link, they are tricked into thinking they are engaging 

with an Ameren representaƟve or visiƟng the company's official website. 

Once contacted, the scammers will oŌen appear authenƟc by asking for account informaƟon, mimicking Ameren 

services offered or by sending a text message to the customer with an ask for addiƟonal informaƟon. Most oŌen the 

scammer will request the customer make an immediate payment through a cash payment app. 
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“Unfortunately, these scammers conƟnue to find new tacƟcs to trick uƟlity customers into providing payments to them 

or by obtaining their personal informaƟon,” said Maria Gomez, security supervisor for Ameren. “As new technology and 

the use of digital products increase, so do opportuniƟes for these thieves to deceive our customers."  

Rather than use a search engine to get company informaƟon, Ameren encourages customers to go directly to 

Ameren.com or call Ameren Illinois at 1.800.755.5000 or Ameren Missouri at 1.800.552.7583 to get informaƟon or 

engage with an official Ameren representaƟve.  

What customers should know: 

 Beware of false urgency. Scammers often push customers to act immediately. Remember that Ameren will

never require immediate payment.

 Look for search engine web listings that have misspelled words or web address links that don’t appear

legitimate.

 Never purchase a prepaid card or make a Zelle, Cash App or Venmo transfer to avoid service disconnection or

shutoff. Ameren customers can make payments online, by phone, electronic check, by mail or at in-person pay

locations.

 If you suspect someone is impersonating an Ameren employee, end the conversation and immediately call

Ameren Illinois at 1.800.755.5000 or Ameren Missouri at 1.800.552.7583.

 Report to your local police department as soon as possible if you have given the suspected scammer money or if

you feel unsafe from an in-person interaction with a scammer.

For more informaƟon, visit Ameren.com/stop-scams. You also can sign up to manage your account online at 

Ameren.com so you always have ongoing account visibility.  You can also immediately check the status if you think you 

may have been scammed. 

About Ameren Corpora on 
St. Louis-based Ameren CorporaƟon powers the quality of life for 2.4 million electric customers and more than 900,000 
natural gas customers in a 64,000-square-mile area through its Ameren Missouri and Ameren Illinois rate-regulated 
uƟlity subsidiaries. Ameren Illinois provides electric transmission and distribuƟon service and natural gas distribuƟon
service. Ameren Missouri provides electric generaƟon, transmission and distribuƟon services, as well as natural gas
distribuƟon service. Ameren Transmission Company of Illinois develops, owns and operates rate-regulated regional
electric transmission projects in the MidconƟnent Independent System Operator, Inc. For more informaƟon, visit
Ameren.com, or follow us at @AmerenCorp, Facebook.com/AmerenCorp, or LinkedIn.com/company/Ameren.
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